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Chapter 1. Installation and Information

1-1. Hardware Information

3100-6GT-1 Hardware External Interface (See Figure 1-1):

Figure 1-1
*  [Power Connector]: 2-Pin Terminal Block +9~36V DC Power Input.

e [USB Port]: Using USB to save configuration files, in case of device malfunction, preventing
abnormal operation.
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[LAN1~6]: LANTI is the default management interface. Other LANs can be configured as an
internal network zone, allowing multiple ports to be grouped into a single zone and function as a

bridge or switch.

[Console Port]: Utilizing RS-232 connectivity to access the system, providing basic device
management commands such as viewing network interfaces, restoring factory settings, and
resetting to default management account and password.

[Installation]: Supports wall-mount or din-rail.
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1-2. Initial Installation

When 3100-6GT-I is shipped, it comes with default IP addresses and login credentials. Administrators need
to configure their computer’s IP address to be in the same network segment as 3100-6GT-I, and then use
the default login credentials to access the device. Subsequently, they can configure new IP addresses based
on the usage environment.

After accessing the device for the first time, it is recommended for administrators to change the
default password of the admin account. Additionally, administrators get to limit the permissions of
the default admin account after completing the configuration. The administrator privilege settings
can be adjusted from “System Settings > Administrators.”

First-time Network Setup

Connect the administrator’s computer and the 3100-6GT-I labeled as MGMT to the same hub or switch,
then use a browser (IE, Firefox, or Chrome) to access to the 3100-6GT-I management interface.

The default IP address of 3100-6GT-I is https://192.168.1.1, so the IP address of the administrator’s
computer must be one of 192.168.1.2 to 192.168.1.254, with a subnet mask of 255.255.255.0.

1. Authentication Prompt in Browser

Upon accessing the system, the browser will prompt for a username and password. Enter the
administrator’s information:

o Username: admin
o Password: admin

For convenience, users may choose the option to “Remember Login Credentials”, which
allows automatic authentication for subsequent logins using the same device and browser.

Click “OK” to proceed to the management interface.
2. Automatic Language Detection

The 3100-6GT-I device automatically detects the browser’s language settings and switches the
interface language accordingly. For example, if the browser is set to Traditional Chinese, the
management interface will default to Traditional Chinese.

The interface supports Traditional Chinese, Simplified Chinese, and English. If the browser
uses a language other than these three, the interface will default to English to ensure usability.

3. Language and Session Information Management

After logging in, administrators can manually switch the interface language from the upper-right
corner of the dashboard. In this area, additional session-related information is also displayed,
including: (See Figure 1-2)

* A quick link to the home page
*  Logout button
¢ The IP address of the logged-in administrator

o The number of active administrator sessions


https://192.168.1.1/
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Home | Lﬂ-_gﬂ'ut
2. admin
& 172161254

i Online:1

| mmex
| mHex

Figure 1-2

4. After successfully logging into the administrator interface, an installation wizard will
automatically launch to guide the administrator through the initial configuration process. (See
Figure 1-3)

Note: The installation wizard will erase all existing data before saving the new configuration
settings. Ensure that any important data has been backed up prior to proceeding.

Notice!

After the wizard settings are saved, the system will reboot.

It will reset default, and then the itemns of wizard will be set up.

Do nat show thes dialog noed e Canca “

Figure 1-3

5. Proceeding with Installation Wizard Configuration

To continue the setup process within the installation wizard, the administrator should click the
Next button located at the bottom right corner of the interface.

(1) Network Interface LAN

Enter the appropriate IP address and subnet mask for the device. (See Figure 1-4)
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STEP 1 - Notwork Interface LAN

LAM WAN Security Settirgs OFC Setup Campletnd

LAN

Enable STATIC
Marne dafault
IP nddreas 162 108.1.58
Subnet mask 2552552550

DHEE Server

Server [P Start Address 192.168 1.2
Server |P End Address 162 168 1,101
Default Galeway 18216811
DNS1 LE-E ] OMNS 2 16805192 1
e - ] -
Figure 1-4

(2) Network Interface WAN

Select the desired connection mode. At least one WAN must be configured to proceed with the
installation process. (See Figure 1-5)

[STATIC]: Requires manual configuration of the IP address, subnet mask, and gateway. The
default subnet mask is 255.255.255.0.

[DHCP]: The IP address, subnet mask, and gateway are automatically assigned by the upstream
device. No manual configuration is needed.

[PPPOE]: The IP address, subnet mask, and gateway are dynamically assigned by the Internet
Service Provider (ISP). If a static IP address is provided by the ISP, you may choose the
STATIC mode instead.

Note: Proper WAN configuration is critical for ensuring secure and stable network
communication.
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STEP 2 - Network Inleriace WAN

B ——— L —————  ——
VAW EachHty Sptrge o fomup Campleted

Enabie STATIC -
Mame  WAMA
P address prERFERFER]
Subnet mask 255 2553550
Default gateway 123923.123.254
Detect batore saving

Maragurment 1P B

Figure 1-5
(3) Security Settings

Enabled by default. Administrators can configure actions for abnormal IP addresses based on
security requirements, such as logging, alerting, or blocking. (See Figure 1-6)

STEP 3 - Securlty seiiings

2 -' O ——

Batiate Cornplaind

Firswall protaction
+ Raomaly Detsction

Anamaly Detection
+ Intranst Protection

Collision detection ; 1P

Collision detection | MAC

Figure 1-6

Cx
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(4) OPC

By default, high-risk protection is enabled with the action set to Block and Log. (See Figure 1-7)

STEP 4 -0OPC
1 2 P a

LAM ; Sttop Completnd

QPC Filter Setting
Marme
High Risk Block
Madium Risk Log Block
Low Risk Log Biock
=l -
Figure 1-7
(5) Setup Completed

The final configuration summary will be displayed. After verifying the settings, click the Save
button and wait for 120 seconds. The installation wizard will then save the configuration. (See
Figure 1-8)

STEP 5 - Setup Comple

]

WAK

LAN  Enable - STATIC (P :182.166.1.58 | 256,265.256.0
WANT  Enabils ; STATIC 1P : 123:123.123.1 1 255.266.256.0 - Dafault gateway : 123.123,123.964
WANZ  Enabls | STATIC (P 162,188.169,58 | 2552652560  Default gateway | 182-168.160.1
Becurity settings:  FirewsH Protection : ON
Anomaly Detection : Log ON Natlfy OFF Bleck OFF
Intranét Protaction : Collislon detéction : [P ON  Coflision detection - MAC ON
OPC Filter Sstting  Enable | ON
High Rizk - Leg ON Block ON
Medium Risk : Log OFF Biock OFF

Leow Fisk | Loy OFF Block OFF

D nat-show this diskog nesd tima Cancel m

Figure 1-8
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1-3. Management and Dashboard Modes

The 3100-6GT-I provides two interface modes: a management interface for administrators and a threat
intelligence dashboard for monitoring network activity.

All configuration, management, and logging tasks are handled through the management interface. The
threat intelligence dashboard offers real-time monitoring and report generation capabilities.

Under [Configuration] > [Basic Setting] > [Homepage Setting], select the desired mode. The system will
launch in that mode upon next login.

1. Management Interface

The management interface is divided into 5 main sections: Logo area, Title area, IP address switch
(IPv4/v6), Main Menu area, and Settings area. Except for the Main Menu and Settings areas, which may
display different configuration options based on the administrator’s privilege, every administrator sees the
same content in other sections. (See Figure 1-9)

WA (VAN VEANA (VAN WANT (VARG

Figure 1-9

* [Logo Section]: By changing the icon here, it not only facilitates device recognition but also
highlights the overall image of the enterprise. The image format should be 150*90 pixels.

You can go to “Configuration > Basic Setting > General Setting > Upload Logo” to upload the image.
Supporting formats include gif, png, jpeg.

*  [Title Section]: There are three blocks in this area: Homepage Title, Port Information, and
Administrator Information.

Homepage Title area: To recognize the device, enter the title text.
Port Information: Displays the status of all hardware ports.
Administrator Information: Displays the data of the logged-in administrator.

The path for setting the homepage title is “Configuration > Basic Settings > General Setting.

00
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e [IP Address Switching]: 3100-6GT-I is a multi-functional device that supports both IPV4 and IPV6.
IPV4 and IPV6 have some differences in network security and management. For example, rejecting
IPV4 web usage does not equal rejecting IPV6 web usage at the same time, so the two IP addressing
modes are managed separately. Administrators can switch addresses here, and all management
interface addresses will be switched together.

*  [Main Menu]: The main menu of the management interface is divided into two layers: main menu
and sub-menu. After selecting a sub-menu under the main menu, the setting area will display tab
menus for detailed function settings. (See Figure 1-10)

™o e -
Configuration > Basic Settin
[ Configuration 1] = .2
a D'a;‘,' S KEll General Setting Administrative Access
a Administration »  General Setting
o Upgrade
a Backup & Restore Homepage Message
o Nolification
: ¢ Browser Message
o Reboot & Power Off " g _ _
R Sapmnae Uiteg Choose File | No file selected
a S5L Certificate Upload Logo inera sime it 15080 el ociimal
Uninterruptible ( Image size limit: X 40 pixel | optimal image
Iower Systen 3
- i:‘:}r Joiem Memory Release Every|30 minutes check memory usage more
o ﬁmé ftemns |_|Enable everyday|00:00 v  autorefreshm
2 MNetwork Session timeout of established 600 | Sec(600 — 86400
2 Policy Pass-through Protocol (| H-323 sip
Figure 1-10

In general, settings that apply to the entire 3100-6GT-I and belong to the system management level
will be found under the main menu of “Configuration.” Then, depending on the specific setting
requirement, users will choose the corresponding sub-menu and tab menu.

* [Setting Area]: All detailed function settings and records for the system can be set up in this area.

2. Dashboard Interface

The Dashboard interface provides various statistical information and consolidates threats, allowing
administrators to quickly understand the status of the device or identify abnormal users through graphical
interfaces, and generate reports for export. Here are the functions displayed:

(1) Threats Information

(2) Flow Analysis

(3) Connection Status

(4) Firewall Protection

(5) OPC

(6) Web Control

(7) Mail Service

O«
C¢



3100-6GT-I User Manual
1-4. Homepage Information of Management Interface

After logging into 3100-6GT-I, the system provides information for administrators to understand the
current operational status of the device.

1. Server System Resources

It displays the current time, time zone and even boot time of the device. It also shows the current usage of
important resources such as CPU, RAM, Flash, HDD, etc. Administrators can use this information to
determine if the device is overloaded. (See Figure 1-11)

System Time Server Info
Server Date / Time 2025-08-15 113333 Server Model 3100-66GT
Current Timezone Azia/Taipei Server Version G024
Sarver Uptime 46 days, 1 hours 23 minutes Sanal No P24C04546
System Resource Server Service

CPU Loading A 13.4% BHCP ] SMMP (o]
Memory (UsedTotal) MB (4 GB ) || i 49% ClamAV Engine @ Kasparsky Engine (%]
Flash (Usad/Total) MB { 197 MB) 19% Mail Anti-virus Service & |IPSec VPN Service &
Data-Space Used (266 G) 4% Sandstorm V] WAF &

Currenl number of sessions 112
Maximum number of sessions | 463 ( Occured in: 2025-06-30 110534 )
MNew sessions par second 1

Figure 1-11

e  [Current Number of Sessions]: The total number of connections (Concurrent Sessions) that 3100-
6GT-I is currently handling.

*  [Maximum number of sessions]: The maximum number of connections (Maximum Sessions) that
the device has ever processed. 3100-6GT-I also marks the time when it occurred. Administrators can
use this data to infer the peak loading time of the system. The time can also be detected once the
system’s attacked.

Note: The information here is real-time data. To look up historical connection information, please go
to “Status > System Status > History Status”. Check the option for total connections and select the
desired time range for inquiry.

* [New sessions per second]: The number of new connections created per second.
*  [Server Model/Version]: The model and firmware version of 3100-6GT-1.

* [Server Uptime]: Record the time span since the last reboot. Whether in the situation where the
administrator reboots the device or due to a power outage, the time will be recalculated.

2. Port Information

In the title area of the management interface, there is a hidden feature called “Port Information”, which
instantly displays the connection status of all ports in the current device. By default, it is in a closed state,
you can click “Port Information” to expand it. (See Figure 1-12)

(o]
¢
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Hoeme |  Logeot
2 admin
& AT216.1.254

aa
= “_u u WANT (WAN1)
Connact

Mac

0732 bieaec
| Network > Zone Setting Speed and Duplex Mode |
Aute (1000MBpsF Wl

I
=

Zone Setting

» Zone State Diagram : o9

|LLLLY)

() : m: n -:.;5‘
Oll sesws oy 4 51 Nl L2

wizz)e | | .

. Ty —

= Fone List : ( Click save after completing setting. )

Interface Interface Name Mame Color Port
LAN zoned LAN B Port 1
WANT 2o WANT Port: 2
Bridge1 Zone2 Bridge1 B Port- 3, 4
LANZ zoned LANZ [ | Fort &
HA ha HA [ | Poirt- &

Figure 1-12

Light green indicates that the port is currently active and successfully connected to another device. The
connected speed is also displayed on the device. Red indicates that the port is inactive. When any port is
selected, the system will automatically navigate to the network configuration page.

The port numbers displayed here correspond to the actual port numbers on the physical device, although
their physical locations may vary. Therefore, administrators should use the port numbers as the basis
when configuring network zones.

In [System Settings] > [Network], network interfaces that belong to the same zone are marked with the
same color block. This allows administrators to quickly identify which ports are bonded or operating
independently.

3. Port Information

At the right of the management interface header is the Administrator Information Area, which includes
language switching, administrator information, and the number of administrators currently logged into the
device.

* [Language Switch]: The system automatically detects the browser language used by the administrator
and operates in the same language. Administrators can manually switch the language.

The system currently supports Traditional Chinese, Simplified Chinese, and English. If the browser is
set to a language other than these three, the system will default to English.

*  [Administrator and Login IP Address]: Displays the source IP address and account used by the
administrator to log in.

New administrator accounts can be added under [Configuration] > [ Administration] > [Account and
Privilege].
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*  [Current Online Users]: Shows how many administrators are currently logged into the system.
Clicking the number opens a new page displaying each administrator's login time, source IP address,
and actions performed. Action details include granted permissions and operations performed.

This section only displays real-time activities of currently logged-in administrators. For example, if
two administrators are logged in, each can see the other’s ongoing configurations. Once an
administrator logs out, their information will no longer be shown here.

To view historical administrator activity, go to [Logs] > [System Operation].

* [Home / Logout]: Provides quick links to return to the homepage or log out of the system.

4. Network Interfaces

It displays network interface information and real-time traffic for all areas in [Network] > [Interface].
Administrators can switch to view all, connected, or customized areas.

Customization requires selecting areas in “[Configuration] > [Basic Setting] > [General Setting] >
[Homepage Message]”.

Real-time traffic dynamically presents upload and download traffic for the past 60 seconds.

2. @
Interfaces [ Customized v
LAN (LAN) WANT (WANT) WANZ (WIANZ) Al
zone0 | 8 192, 168.1 5824 zong2 ES 2one3 | B 162 168 189 58/24 Connected

Tx O kbps Tx O Khigs T 16 Khps

Rit 0 Kbps Ry 0 ¥hps - R 21 Kbips | # . Customized
|
AR
.lé:'%

Figure 1-13

Upload/download indicators use blue to denote uploads and green for downloads. The direction is
determined from the device’s standpoint: upload refers to traffic leaving the device, whereas download
refers to traffic entering the device.

For interfaces connecting to the Internet, such as WAN interfaces (e.g., PPPOE), the upload and download

traffic direction aligns with the perspective of general users.

However, for interfaces connecting to internal devices, like LAN interfaces, the upload and download
traffic direction is opposite from the user’s perspective. Upload traffic from LAN interfaces is considered
download traffic from the user’s perspective.

The traffic information displayed on the homepage is real-time, with a duration of only 60 seconds. If
administrators need to access traffic data for a longer period, they can find more options in [Status]:

A. 3-minute Traffic Graph: [Status] > [System Status] > [Timely Flow]
This provides information about real-time traffic for specific interfaces over a period.

B. Historical Traffic Graph: [Status] > [System Status] > [History Status]

This stores device data, offering longer-term records. Historical traffic graphs can be displayed

based on the desired network interface and time range.
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Chapter 2. Configuration

Configuration is the basic setting of the entire machine, including the allocation of permissions to
subordinate administrators, system upgrades, backup and restoration, and notification of critical events. Not
every administrator with access to the device has the same level of privilege. Only the primary
administrator has the authority to perform system settings.

3100-6GT-I provides multiple levels of administrative privilege, and administrator privilege settings can be
accessed through [Configuration] > [Administration] > [Account and Privilege].

2-1. Basic Setting
2-1-1. General Setting
1. General Setting

The basic operations of the 3100-6GT-I, such as browser message, memory settings, and connection
timeout, can be configured by the administrator according to personal preferences. Administrators can set
the title and logo displayed in the browser, as well as customize the text that appears on the homepage after
logging into the 3100-6GT-1. All these configurations are available under [General Setting]. (See Figure
2-1)

§ Configuration > Basic Setting

General Setting

» - General Setting

Homepage Message
Browser Message

Choose File | No file selected

Upload Logo 3
( Image size limit 150 x 90 pixel ; optimal image size: 150 x 90 pixel GIF )

Memory Release Every|30  minutes check memory usage more than |90 [%, release memory
Enable every day|00:00 v |auto refresh memory

Session timeout of established 600 | Sec(600 ~ 86400)

Pass-through Protocol H-323 SiP

LAN Acceleration Made Enabie

Control Bnidge Vian packels

USB Port Enable

Figure 2-1

* |Homepage Message|: The text displayed in the title area of the management interface. When
managing multiple devices simultaneously, the homepage title can effectively help administrators
identify and correctly configure settings for the devices they intend to operate.

*  [Browser Message]: The text displays in the browser title when logging into the management
interface. Setting an easily recognizable title allows administrators to quickly identify this interface
when opening multiple web pages.

* [Upload Logo]: Image size is limited to 150 x 90 pixels. PNG, JPEG, GIF formats are supported.
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[Memory Release]: To prevent memory from being occupied by unnecessary processes, causing
system instability, 3100-6GT-I has a built-in mechanism for automatically clearing memory

The system checks memory usage every 30 minutes. When memory usage exceeds 90%, a clearing
mechanism is triggered to release unused memory. Administrators can adjust the checking interval and
the threshold for triggering based on usage status.

Regular Memory Cleanup: Default is OFF. Administrators can specify a time for the system to
perform regular memory checks and cleanup instead of waiting for memory usage to reach the trigger
condition before initiating the cleanup process, thus enhancing system stability. Typically, the cleanup
schedule is set when the system is less busy, such as midnight at 00:00.

[Session time out of established]: This setting determines the duration within which an established
TCP connection, with no data transmission, will be actively terminated by the system. The default
value is 600 seconds. If the timeout is set too long, such as 86400 seconds (1 day), the system may be
overwhelmed by numerous idle TCP connections, which might consume memory resources.

In general, a communication session will automatically be terminated after data transmission ends.
However, in cases of abnormal termination or malicious attacks, these TCP connections may remain
in the system, occupying memory resources.

When too many connections occupy the memory, it may stop the normal connection requests from
being serviced. In such cases, this mechanism is needed to terminate these abnormal connections.

Note: The setting for “Session timeout of established” only applies to established TCP connections
and does not affect incomplete TCP connections or UDP protocol. UDP protocol is unaffected
because it lacks a three-way handshake mechanism. Incomplete TCP connections present many
possible risks, such as SYN attacks in DDoS attacks, which consume resources.

3100-6GT-I provides protection against SYN attacks. In [Policy] > [Security Policy] > [SYN
Protection], you can specify the hosts that require SYN protection mechanisms.

[Pass-through Protocol]: Once enabled, packets for the SIP protocols are automatically passed
through without additional control.

[LAN Acceleration Mode]: Switch the virtual interface bound to multiple physical interfaces from
Bridge mode to Switch mode. Different modes have different settings in sections.

[Control Bridge VLAN Packets]: When the firewall is positioned for filtering between two switches,
and packets carry VLAN tags, this option must be selected to allow the firewall to control these
packets.

[USB Port]: When a device is plugged into the USB port, inspect its functionality to ensure proper
operation and mitigate the risk of deliberately connected malicious USB devices.

2. Auto VPN

Auto VPN simplifies the setup of [PSec VPN, especially when dealing with many dynamically assigned
IP addresses. It accelerates VPN establishment and enhances overall operational stability. For detailed
information about this feature, please refer to 12-1-2. Auto VPN Server. This setting specifies the
communication port used by Auto VPN. The default is 24088. Setting the port to 0 disables this feature.
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3. Login Failure Block Settings

The 3100-6GT-I protects itself from brute-force password guessing mechanisms, regardless of whether the
password is used by the primary administrator or secondary administrators. The protection method is to
limit the number of login attempts from each source IP address. When the number of failed attempts
exceeds the set threshold, the 3100-6GT-I will block that source IP address to prevent further password
guessing. The blocked IP address will remain locked until the configured blocking period expires or until
another user with primary administrator privileges logs in and performs the unblock action.

* [Temporarily block when login failed more than]: Defines the maximum number of failed
password attempts allowed per account. When an account exceeds the configured number of failed
attempts, the source IP address will be blocked.

The default value is 0, meaning there is no limit to the number of failed attempts.

*  [IP blocking period]: When the number of failed login attempts from an IP address exceeds the
threshold, the 3100-6GT-I will temporarily block that IP address for a certain period. The time is
measured in minutes, and after the specified period, the IP address will be allowed to attempt logging
in again.

The default value is 0, meaning no limit is set, effectively blocking the IP address permanently from
logging into the management interface unless an administrator with primary management rights goes
to [Unblock IP] and unblocks the IP address.

*  [Unblocked IP]: Blocked IP addresses will be listed here. The primary administrator can decide
whether to unblock them. If the IP address is not permanently blocked, the system will automatically
unblock it once the set time in [IP blocking period] has elapsed.

4. Homepage Setting

3100-6GT-I provides two types of user interfaces: the traditional management interface and the Dashboard
interface. The former allows for the management of the entire 3100-6GT-I device, enabling various
administrative actions. The latter, on the other hand, presents graphical representations of network traffic,
intrusion detection records, and other related information, offering a visual overview of 3100-6GT-I’s
inbound and outbound traffic or hacker attack-defense records.

* |[Homepage Setting]: There are two options, “Management page” and “Dashboard.” It determines
which screen is displayed when an administrator logs in. The default is the “Management page.”

5. Homepage Interfaces Setting

When the primary administrator logs into the 3100-6GT-I management interface, it displays real-time
traffic for each network zone. However, when there are numerous network zones, it can be challenging for
the administrator to identify them. In this setting, the administrator can configure which network zone to be
displayed.

* |Homepage Interfaces Setting]: There are 3 modes to choose from: All, Connected Interfaces, and
Customized.

All: All ZONE interfaces are listed.

Connected Interfaces: Only connected interfaces are shown. Other interfaces that are not enabled or
connected are hidden.

Customized: The administrator selects the ZONE to be displayed. (See Figure 2-2)

00
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* Homepage Interfaces Setting

Homepage Interfaces Sefting All Connecled Inferfaces @ Customized
LAN {LAN) LANZ (LANZ) WUANT (WANT) WANZ (WAR)
Homepage Interfaces Sething-Customized
WANG (WAN4) WANI (WANI) LAN VLAN (zoned 10) LAN Tunnel (aaa)
Figure 2-2

By default, traffic across all zones is displayed. After configuration, only the specified interfaces will
be shown on the home page.

Real-time zone selection remains available, including All, Connected, and Customized. However,
upon the next login, the default display will correspond to the interfaces selected in this configuration.

6. Drop Session Log

The feature in the policy displays packet communication records. By default, only established
connections are displayed. Typically, established connections indicate compliance with the policy. For
packets that violate it, the system discards them without any record. When this feature is enabled, the
system retains records of discarded packets.

2-1-2. DNS

DNS servers are configured for 3100-6GT-I’s own queries. Since 3100-6GT-I may not necessarily be
placed on the external gateway, it needs to set up DNS servers for domain name resolution. The DNS
servers can be either IPv4 or IPv6. (See Figure 2-3)

*  [DNS Server 1]: The first DNS server used by NG-UTM, such as 168.95.192.1
* |DNS Server 2]: The second DNS server used by NG-UTM, such as 8.8.8.8
*  [DNS Server 3]: The third DNS server used by NG-UTM, such as 2001:b000::1

i Configuration > Basic Setting

* DNS
DNS Server 1 168.95.192.1
DNS Server 2 8.8.8.8
DNS Server 3 [2001:b000::1 |
(ex: 8.8.8.8 or 2001:4860:4860..8888)

Figure 2-3

When 3100-6GT-I needs to query DNS records, it will first query DNS Server 1. If the configured DNS
server does not respond, it will then proceed to query the other DNS servers in sequence.

Ox¢
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2-1-3. Administrative Access

1. Administrative Access

3100-6GT-I is configured to use HTTPS protocol for accessing the management interface via a web
browser. HTTPS typically uses port 443 by default. However, administrators can customize this port to any
number from 1 to 65535 according to their requirements. Once the port is changed, users will need to use
the new port to access the management interface next time they log in. (See Figure 2-4)

*  [HTTPS Port]: This setting determines the port number used to access the 3100-6GT-I management
interface. The default number is 443.

If the default IP address of 3100-6GT-1is 192.168.1.1 and its management port is changed to 10443,
after saving this configuration, users will need to use the new port for subsequent logins (e.g.,
https://192.168.1.1:10443).

¢ [Idle Timeout]: This setting determines how long the management interface will remain active when
it’s idle. If the idle time exceeds the configured duration, 3100-6GT-I will automatically terminate the
administrator’s connection. To re-enter the management interface, the administrator needs to log in
again.

The idle time range is from 5 to 60 minutes, with a default of 60 minutes.

*  [Security]: The administrator can adjust the connection encryption to use TLSv1.1, TLSv1.2, or
TLSv1.3

il Configuration > Basic Setting

" Administrative Access

*  Administrative Access :

HTTPS Fort 443

|dle Timeout 30 (5 = 60) Minutes

Security ETisvi1 ETLsvi2 ETLSVi3
Figure 2-4

3100-6GT-I can configure multiple ZONES, and each ZONE can have its own IP address. These IP
addresses can then be provided to primary administrators or subordinate administrators to access the
management interface.

2. Administrator Custom the rule of Password

To prevent administrator passwords from being guessed—especially common weak passwords such as
123456 or qazwsx—and to stop malicious actors from taking control of the 3100-6GT-I, the system
provides two measures: password complexity configuration and periodic reminders for administrators to
change their passwords. (See Figure 2-5)

When setting password complexity, the system also prompts whether to require certain special characters,
such as uppercase letters, to strengthen the password.

* |[Enable]: Enables the feature of customizing administrator password rules. This is disabled by default.

*  |[The Shortest Length (3-64 characters)]: Sets the minimum length for passwords. Generally, longer
passwords provide higher security.


https://192.168.1.1:10443/
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[Must Contain]: Specifies the characters that must be included in the password to increase the
strength.

Typically, a combination of uppercase letters, lowercase letters, and numbers in an 8-character
password provides sufficient security, significantly reducing the probability of being guessed
compared to passwords composed solely of numbers or lowercase letters.

[The Password Cannot Contain the Previous Password]: When enabled, each time a password is
changed, the new password set by the administrator cannot be the same as the old password. This
feature is disabled by default.

[PSWD cannot be the same as old one(s)]: The new password cannot be the same as the previous (1-
5 times) password.

[Need to update password]: Set the frequency when the system reminds administrators to change
their passwords. The default is 90 days; setting it to 0 can disable this feature.

». Administrator Custom the rule of Password :

Enable

The shortest length{3-64 3

characters)

Must Contain Uppercase Lelters Lowercase Letlers Numerical Digils Non-

alphanumeric Letters(exclude , . / empty space)

The password can not contain the

previous password
PSWD cannot be the same as old
3 v |[limes
one(s)
MNeed lo update password 0 day( 0 means no lirmit)

Figure 2-5

3. 2-Step Verification Rule for Administrator

A 2-Step Verification Rule is available, requiring administrators to complete two separate authentication
procedures during login. The process begins with entering the correct password, followed by secondary
identity verification—such as a time-based one-time password generated via a TOTP Authenticator. This
approach greatly improves account security and mitigates the risk of unauthorized access or information
leakage. (See Figure 2-6)

[Verify every time you login]: Two-step verification is required each time you log in.

[After the account verification is successful, how long does it take for the 2-step verification to be
unnecessary|: Defines how long two-step verification can be skipped after a successful login.
However, the administrator account must log in from the same source IP; otherwise, two-step
verification will be required again.

»  2-Step Verification Rule for Administrator :
@ Verly every timea you legin

After the account venfication is successiul, how long does it {ake for the 2-step verificalion to be unnecessary @@ |1 v | Hour

Figure 2-6
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2-2. Date and Time

The 3100-6GT-I records are timestamped, so the accuracy of time is crucial. The system has an automatic
time correction feature, which synchronizes with the configured time zone and time server for network
adjustment. (See Figure 2-7)

1. Time Zone and Time

* [Time Zone]: Set the time zone for 3100-6GT-I by selecting one from the list of time zones where
3100-6GT-I is located.

*  |Time]: Set the time for 3100-6GT-I.
* [Date]: Set the date for 3100-6GT-1.

After configuring the time zone and time, press save to complete the time setting action.

§ Configuration > Date & Time
| ’
Setting

+  Timezone and Time

Time Zone Asia/Taipel i
Tirmee 14 ~ | |53 v 06~
Date 2025 | May w05 -

Sync with NTP Server

Sync with NTP Server Enahia
Time Server time stdime goviw | TimeLog | | Refresh |
® Select Tme Server Taipel bt

Define Tome Server

Figure 2-7

2. Sync with NTP Server

Enable the option for [Sync with NTP Server] and choose either a publicly available time server from the
internet or manually input a specific time server. 3100-6GT-I will synchronize with the time server every
30 minutes.

The corrected data display will be available in the “Time Zone and Time” section. All synchronization
processes with the time server will be recorded in the [Time Log].

*  [Sync with NTP Server]: Choose whether to enable this feature. Default is disabled.
* [Time Server]: The time server currently in use.

* |Time Log]: Record the synchronization data between 3100-6GT-I and the time server. All data will
be retained for 3 days.

* [Refresh]: If immediate correction is needed, press [Refresh] button, and the system will promptly
synchronize with the configured time server.

*  [Select Time Server]: Choose a suitable time server based on the time zone.

* |[Define Time Server]: Enter the time server to be used.

C«¢
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2-3. Administration

According to the administrative privilege, there are two levels: primary administrators and sub-
administrators. The default admin account serves as the default primary administrator, and there can be
multiple primary administrators.

b

For example, the default primary administrator “admin” can add another primary administrator named “Joy’
to assist in managing the entire device. Joy can also change admin’s permissions to that of a sub-
administrator. To avoid situations where there is no primary administrator due to permission settings errors,
the system automatically retains the last account with primary administrator privileges.

3100-6GT-I allows several sub-administrators with varying levels of privilege, along with customized
administrator item selection, enabling sub-administrators to carry the workload of primary administrators.
Sub-administrators can also be allocated via the web interface (ZONE) for greater flexibility in device
management.

Considering scenarios for the application of sub-administrators, several operational situations can be
envisioned, which can be easily achieved by customizing administrator item selection based on the
situation:

A. An administrator can only handle VPN operations such as establishing VPN channels, controlling
them, etc., without knowing too much about other detailed functions.

Auditors can access 3100-6GT-I to review recorded information.

Network administrators can manage the device but cannot view recorded data.

Explanation of account and privilege are as follows:

1. Account

The “admin” account is the default primary administrator for 3100-6GT-I, and its default password is
“admin”. This default account cannot be deleted. During the initial setup, it is necessary to log in using the
default admin account. At this point, admin can create other primary or sub-administrator accounts.

Due to its frequent use in similar network management interfaces and for security reasons, the admin’s
privilege can be restricted to “Read”.

2. Privilege

Privileges are divided into three categories: Read, Write, and All Privileges. When combined with
customized menu functionality, certain item management permissions can be assigned to different sub-
administrators.

3100-6GT-I’s permission configuration is highly flexible. Administrators with All Privileges are referred
to as primary administrators, while those with Read or Write privileges are referred to as sub-
administrators.

Only primary administrators have the permission to add, modify, or delete other sub-administrators.
Detailed explanations are as follows:

* [Read]: Enables browsing functionality without write (configuration) permissions.

When paired with a customized menu, sub-administrators can only view the items assigned to them. In
the absence of a customized menu, this privilege grants viewing rights across the entire device.

Cc¢
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[Write]: Enables both browsing and configuration capabilities.

When used with a customized menu, sub-administrators may configure only the items explicitly
granted to them. For example, if Sub-Administrator A is granted authority over VPN tunnels, the
menu upon login will display only the VPN section, with all others hidden. Without a customized
menu, this privilege provides configuration rights across the entire device.

[All Privileges]: Provides comprehensive browsing and configuration rights to primary administrators.
No customized menu settings are required.
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2-3-1. Administrator

Account management will list all administrator accounts with access to the 3100-6GT-I management
interface, along with their respective privileges. This includes functionalities for browsing or configuration,
as well as estimated password change time.

Add New Administrator

Click on the Add button to access the settings for adding a new administrator. The instructions are as
follows:

[Account]: The username used for the new administrator. Any combination of English letters and
numbers is acceptable.

[Password]: Passwords are case-sensitive and must be between 3 and 64 characters long. The
password cannot be the same as the username.

Typically, a combination of 8 characters consisting of letters and numbers provides a certain level of
strength.

[Password Strength]: 3100-6GT-I automatically evaluate the password strength. To enhance
password security, consider the following:
A. Use a combination of letters and numbers.

B. Incorporate special characters such as “@”, but avoid using colon “:” and comma “,”.

C. Use a mixture of upper and lower case letters. For example, “Joy123” has higher complexity than
“joy123”.

[Confirm Password]: Re-enter the password to ensure consistency.

[Next time need to alter the password]: After the new administrator successfully logs in for the first
time, this option determines whether they are forced to change their password. By default, this option
is disabled.

[Need to update password]: Specify how often the system needs to remind the administrator to
change their password. The default frequency is 90 days. Setting it to O disables this feature.

[PSWD cannot be the same as old one(s)]: The new password cannot be the same as the previous (1-
5 times) password.

[Account Expiration Date]: Cannot log in with this account after the account expiration date.
[Notes]: A recognizable description for the new administrator.

[2-step Verification]: When enabled, logging in requires entering not only the original password but
also a verification code generated by TOTP Authenticator.

[Privilege]: Set the privilege for the administrator, with 3 options: Read, Write, and All Privileges.

Choosing Read or Write permissions without selecting [User Defined Menu] means the administrator
can access all function options. Since All Privileges corresponds to the primary administrator role, the
[User Defined Menu] option will be automatically hidden when All Privileges is chosen.

[User Defined Menu]: Specify which items the primary administrator grants the sub-administrator
access to browse or configure. If not enabled, sub-administrators are granted access to the entire
system.

3100-6GT-I’s configuration structure consists of a main item, a sub-menu, and a tab menu(s), with
actual settings in the tab menu.
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Permission control for sub-administrators is achieved by regulating visibility of the main item and
sub-menu. As both elements reside in the left-hand main navigation panel, the [User Defined Menu]
corresponds to the left-side main menu.

Examples: create a [User Defined Menu] and see the differences between Read and Write privilege.

A. Setting up a [User Defined Menu] includes items such as “Basic Setting,” “Notifications,” “Zone
Settings,” “IP Tunnel” and more. (See Figure 2-8)

+  User Defined Menu

Wizard | Wizard

Basic Satting Date & Time Admimistration 1 Upgrade
Configuration Reboot & Power | Signalure

9 Nofification ' SSL Certificate
off Lipdate

|| CMS Data ltems

Zone Setting Interface Route VLAN(802 10)
Metwork

[P Tunnel Intermupt

Figure 2-8

B. When an account with Read privileges logs into the management interface, the menu items are
visible, but the Confirm and Save buttons are not available. (See Figure 2-9)

™ e
a Confgurabor | Configuraten > Baslc Sefting e
n Banic Setlng " - [re— .I S "
B Malhication General Satling | OHS } Addministratiee Aocess
# 551 Certificain . Genersl Setting
@ Mebwork Homepage Mestage
2 Polcy Browser Message
Frmecean L
3 Object Upload Lags | Choose Fle | o te sesected
{ Image sie it 150 x 90 pidel | optimal image si2e: 150 x 90 phel GIF
Iemoty Rielease Every 30 minules chock memory usage more han 90 % release memory

Seasion imoout of establshed

*  Login Failure Block Settings

+  Homepage Sefting
Homepage Sefhing

' Homepage Inlerfaces Setiing
Homsepage interdaces Sethng

v DOrop Sesshon Log
Drop Session Log

| Enatie every day N:ﬁﬂ ._j-_'._: awlo sefresh memmery
600 | Secifiod ~ 864001

Fass. through Protocel H-323 P

LAN Acceleration Mode Enable

Conrol Brdge Vien packets

uSa Port Enabie

L Aulo VRN

Listen Por 29088 | (range: 1 = 65535.0 meany Aulo VPH deabled)

Temporatily bock when login Exiled mone than o {0 =~ 9588 0 means no limif)
IF blocking period |0 minuteds) | § means permanent blocking )
Unblacked P Nao biiocked 1P

® \anagement Page | Dashboard
@ i ) Connected interfaces

Carstamized

o

Figure 2-9
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When an account with Write privileges logs into the management interface, the menu items are
visible, and the Confirm and Save buttons are available. (See Figure 2-10)

Conflguraticn > Baskc
mw I i Setting

: :gtul..m Oeneral Selbng Fms il ';'ﬂ,;‘;,;;h"‘;“ M"“"
® SSL Certiicate o Stk
@ Nehwork Homepage Message
@ Policy Browser Message :
& Oopedt Upliad Loge | Chonse File | o e selacted
{ Image sice it 150 5 90 pide! | optimal image sige 150 % 90 piosl GIF )

Memary Release Every (30 [manules chesk inemory usage mote than (90 &, release memory

Sesyion tmeout of established (600 | Seci00 = $6400)

Pass-ihrough Protocol Cwan Clgp
LAM Acceleration Mode ] Ennble

Conbrol Bradge \ian packels 0

USE Porl I Enabie

‘. Auto VPN

Ligten Port B8 | (range 1~ 655350 means Aula VPN dmabled)

*  Login Failore Block Settings

Termpadanty block when logn failed mone ihan o | {0~ 5933 0 means no limd)
I piocking perion [0 |mmuteis) ( 0 means permaneni tlocking)
Uribiocked 1P Ho blocked IP

Y Homepage Sethng
Hamepage Seiting W Management Page . Dashboasd

! Homeopage Interiaces Sethng
Homepage inferfaces Setting ®un O Connecled inefaces ) Customized

* Drop Session Log
Dvop Session Log [¥]

& Sava

Figure 2-10
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2-3-2. IP Address

The 3100-6GT-I enables the restriction of specific source IP address from accessing the management
interface, thereby decreasing the risk of unauthorized individuals attempting to guess account credentials.
The default setting is blank, which means there’s no limitation on source IP addresses. Thus, any internal or
external network source IP address can access the management interface.

The 3100-6GT-I may be configured to function in Bridge or NAT mode based on environmental
requirements. Therefore, when specifying source IP addresses, careful consideration must be given to the
network architecture in which the device resides. For instance, if internal IP address is configured to access
the management interface but no source IP address for external networks, connections from external
networks will be denied.

Once an IP address is configured, it activates this filtering mechanism, allowing only matching source IP
addresses to access the interface. Therefore, administrators must ensure their own IP addresses are
included in the configuration to prevent being locked out of the management interface.

When adding the first source IP address, it typically includes the IP address of the current administrator.
Failing to do so will result in being unable to access the management interface after saving (as the source
IP address is not permitted).

Add Manager IP Address and Netmask

Click the “Add” button to access the page for adding new source IP address. The process is as follows: (See
Figure 2-11)

* [Notes]: Set up recognizable name for source IP address.

e [IP Address and Netmask]: Both legal and private IP addresses in a certain section can access the
management interface. When setting up, it’s important to notice the netmask. Legal IP addresses
typically utilize 255.255.255.255, denoting a fixed IP address. Private IP addresses commonly
employ 255.255.255.0, representing the source IP address of a specific internal zone.

§ Configuration > Administration

IP Address

: An':id Manager IP Address and Netmask

Notes Source IP

IP Address and 192.168.1.0 255.255.255.0 (/24)

Netmask . -
Figure 2-11

Administrators generally begin by registering their internal network IP address to ensure uninterrupted
access to the management interface, followed by the addition of other IP addresses.

Should the administrator’s own subnet be omitted, access to the management interface via the network
will be denied. In such cases, entry through the console interface is required to disable the restriction
before network-based access can be reestablished.
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2-3-3. Clear Data

The 3100-6GT-I stores enormous data, including records of administrator logins, logouts, and actions on
the device, as well as user activity passing through the device, such as email, WEB/HTTPS, system
operations, and protection logs including firewall attack/defense records, OPC, and virus incidents. When
the data reaches a certain threshold, either based on capacity or time, the system must clear them.

1. Smart Clear Settings

When the data storage usage meets the following conditions, the system will automatically adjust the
record retention settings and clear the records:

(1) Data storage usage rate reaches certain value (80~99%)
(2) Database usage exceeds 40% of the data storage.

* |[Enable]: When enabled, the system will automatically adjust the content retention time below when
the system capacity usage rate reaches the set value.

* [Record Retention Period Log]: After enabling the Smart Clear Settings, each automatic adjustment
of record retention time will be recorded here.

*  [Automatically Clear Data]: When the record retention time reaches the minimum value and the
capacity is still insufficient, records will be cleared starting from the database with the highest usage
until the capacity is sufficient.

* [Clear Data Log]: A log will be kept here for each automatic content clearing event.

2. Clear Data

This menu refers to [Manual Record Clearing], which administrators may use when they deem it
necessary to purge certain system records. The number of log categories varies by model, with up to 11
categories supported.

Administrators can clear specific logs as required or select [Select All] to remove all entries. Upon pressing
the “Clear” button, all chosen data stored in the 3100-6GT-I will be deleted, and the system will resume
logging from a clean state.

3. Data Retention Period

The 3100-6GT-I utilizes built-in storage to maintain system records. An automatic threshold is applied,
with the clearing mechanism activated once storage usage exceeds approximately 90%.

By default, the system retains records for 15 days, though administrators may configure the retention
period within a range of 1 to 31 days to suit operational requirements.

Certain high-volume logs that are not critical to system operation, such as mail filtering, traffic statistics,
and DNS query logs are stored for shorter durations.

Cc¢
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2-4. Upgrade

As the 3100-6GT-I does not include an internal hard drive, firmware updates require downloading the
firmware to a PC and subsequently uploading it to the 3100-6GT-I for installation.

2-4-1. Firmware Message

1. Firmware Message

This function automatically checks for new firmware. Once a new version is detected, the administrator
should log into the management interface, download the firmware to a local PC, and manually upload it to
the 3100-6GT-I to complete the upgrade process. (See Figure 2-12)

§ Configuration > Upgrade =

i’!rmmre 'H‘essaga

[ » Firmware Message

Last time 2025-05-02 08:30.06 | Update
Update time 08 v~ |30 «
Update Server autoUpdate volklek com

Gl Save

¢ Firmware File
Version Time Restart

Download

Figure 2-12

¢ [Last time]: The timestamp of the most recent firmware check. If the administrator wants to verify
whether new firmware is currently available, clicking the Update button will prompt the 3100-6GT-I
to immediately contact the update server.

* [Update Time]: Sets the time for the device to perform daily firmware checks. This setting only
defines the check time—it does not trigger a firmware upgrade.

e [Update Server]: It is the server that the 3100-6GT-I uses to check for the latest firmware. This is
system-defined and cannot be modified by the administrator. The default server address is:
autoUpdate.volktek.com.

2. Firmware File

After the 3100-6GT-I checks with the update server, the latest available firmware version will be displayed
if an update is found. Since the 3100-6GT-I does not have a built-in hard disk, the administrator must
manually download the firmware to a local computer. (If multiple versions are available, each version must
be updated sequentially.)

Firmware updates typically take about three minutes. The system will automatically reboot after the update
is complete. Do not power off the device, disconnect the network, or leave the webpage during the update
process, as this may result in unexpected update failures.

el
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2-4-2. Software Upgrade
Software Upgrade
The firmware must first be obtained and then manually uploaded to the 3100-6GT-I.
* [Server Model]: The model name of the device, 3100-6GT-I.

*  [Software Version]: The current software version running on the 3100-6GT-1. Version 9.0.2.4 is the
initial release, and newer versions have higher version numbers. The current version is 9.0.2.4.

*  [Software Upgrade]: Select the firmware file to upload to the 3100-6GT-I.

Once the upload button is clicked, the system will begin the upgrade process.

Upgrade Log

All firmware upgrade actions are recorded in the Upgrade Log, including the date, time, and the user who
performed the upgrade. For example:

e 2025-04-27 12:37:24Y 9.0.2.2109.0.2.3
Indicates a version upgrade performed on April 27, 2025.
e 2025-05-1211:09:08 Y 9.0.2.3 fix language files

Indicates that the update on May 12, 2025 was a patch to fix language files.
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2-5. Backup & Restore

Once the 3100-6GT-I has been properly configured and is operating normally, the administrator should
back up all configuration data and store the backup file separately for future use. If the hardware
specifications are the same, the backup file can be imported to another 3100-6GT-I to restore the
configuration.

There are two options for saving the backup file:
1. Savetoa USB drive

2. Download to the computer's local storage

2-5-1. Backup & Recovery

All backup and restore operations are performed manually. The system only backs up the current
configuration at the time of execution. The 3100-6GT-I supports two backup modes: USB drive and
Backup File.

1. USB drive: The configuration file is directly saved to a connected USB drive.
2. System Backup: The configuration file is saved to the administrator’s computer as a local file.

These two backup methods serve different purposes and have slightly different procedures when restoring.
Administrators can use both methods as needed.

System Backup to USB

Insert a USB drive into the device and click the backup button. The system will automatically detect the
USB drive and, if present, copy all configuration files to it. Once the backup is complete, the USB drive
can be safely removed.

When the device restarts, it will check for the presence of a USB drive. If a valid USB backup is detected,
the system will automatically restore the configuration files. This USB backup function is designed to
quickly restore the device to its original configured state.

Each time the 3100-6GT-I reboots, it will automatically detect whether a backup USB drive is connected. If
found, the system will load the backup file from the USB drive and perform a configuration restore.

This feature is especially useful when replacing faulty hardware: inserting the original backup USB into a
new device will restore it to the same configuration as the original unit.

System Backup

By clicking the backup button, the administrator can export the current system configuration. The 3100-
6GT-I will compress the entire configuration data into a .tgz format compressed file. To restore the system,
simply import this file—once uploaded, the system will revert to the exact state at the time the backup was
created. (See Figure 2-13)
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Figure 2-13

System Recovery

The administrator selects the configuration file to be restored. The file must be in .tgz compressed format.
After selecting the file, click the confirm button to begin the upload. During the upload process, the 3100-
6GT-I will automatically verify the integrity of the configuration file. If the file is found to be corrupted,
the restore process will be aborted.

Only when the file passes validation will the system extract and restore the configuration. After rebooting,
the 3100-6GT-I will return to the exact state captured at the time of the backup.

Reset Default

The administrator can restore the device to its factory default settings. After clicking the “OK” button, the
3100-6GT-I will erase all configuration data and reset the IP address of LAN Port 1 to 192.168.1.1.

[Reset Default] > [Keep Interface Setting]: This option determines whether to retain the existing IP
configurations of network interfaces when performing a factory reset. If enabled, the system will
revert to factory defaults but preserve all IP address settings.

This feature is useful when the network topology remains functional, but policy settings or internal
configurations have become too complex. In such cases, administrators can reset all non-network
settings while keeping the original network configuration intact.

[y
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2-6. Notification

The 3100-6GT-I can notify administrators via email about all system events—ranging from critical issues
such as security attacks to routine operations like backup success or failure—allowing administrators to
monitor the device and network status in real time.

The notification mechanism is email-based, so administrators must first configure the SMTP server settings
and recipient email addresses. Only after these settings are completed will the 3100-6GT-I be able to send
notifications immediately when events occur.

2-6-1. Notification

When an event occurs, the 3100-6GT-I sends an email notification to the administrator. Different events
can be configured to use different sender accounts, and each notification can be sent to multiple recipients.

Notification

The 3100-6GT-I supports a total of 20 event types for email notifications. Each event can be configured for
either periodic or scheduled checks. If an issue is detected during a check, the system will send a
notification email to the recipients specified by the administrator. (See Figure 2-14)

| Configuration > Notification RELIEd
Notfication |
Motification
Sender Account | guest@ bl 7
Sender Address SMTP Server Account
Currant Setting
guest@E guesti@
peter@
Recipiant
Try to send bmes. |1 {1~5)
Notification Enaiish
W
Language g
Figure 2-14

* [Sender Account]: Choose the sender account to use when sending notification emails. Sender
accounts are configured on the “SMTP Server” tab. There are two available modes: Automatic and
Customed SMTP Account

Automatic:

When selected, the system will prioritize using a sender account from “SMTP Server” tab that
matches the recipient's domain name.

For example, if there are two sender accounts configured—a(@abcd.com and b@ghij.com—and the
recipient is kkk(@ghij.com, the 3100-6GT-I will automatically select b@ghij.com as the sender.

If no matching domain is found, the system will use the first available sender account to send the
notification email.

Customed SMTP Account:

The system uses sender accounts configured under “SMTP Server” tab to send notification emails. If
no sender account is configured, no notification emails will be sent.

a0
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* [Recipient]: Enter the recipient email address for the notification. Each event can have multiple
recipients, with one email address per line.

* [Try to send times]: Specifies how many times the system will retry sending a notification email if
the initial attempt fails.

The valid range is 1 to 5 attempts. If all attempts fail, the notification email will not be sent.

* [Notification Language]: Select the language used in the notification email. Available options are
English, Traditional Chinese, and Simplified Chinese. If the language setting is incorrect, the recipient
may receive garbled or unreadable content.

Message Notification Items

The 3100-6GT-I currently supports 21 types of event notification emails. Each event check is based on its
specific nature, and therefore follows different checking intervals and mechanisms.

For example, “Zone Disconnection” detection is not based on scheduled checks—it relies on periodic real-
time monitoring. Another example is the frequency of checks: “Firewall Protection” is checked more
frequently than “System Log”, to ensure timely alerts in case of security threats.

Regardless of the event type, the email subject line for each notification can be customized. Administrators
can modify the default subject to make it more easily understood by recipients.

For instance, the default subject for a link disconnection event is “Zone Disconnection”, but it can be
renamed to something more descriptive like "Taipei 3100-6GT-I Disconnected" so recipients can quickly
understand the context of the email.

If a specific notification type is not enabled, the system will not send emails for that event. Note that
depending on the device model, the total number of notification items may vary—up to 21 types in some
models. A detailed description of each notification type is provided below:

1. Zone Disconnection: Check if the Wide Area Network (WAN) connection to the outside is
working.

2. Master-Slave Abnormal Synchronization: Indicate when there’s a switch between Master
and Slave in HA mode or abnormalities during data synchronization between two devices.

3. Firewall Protection (SYN, ICMP, UDP, PortScan): Notify when the 3100-6GT-I faces
attack.

4.  Anomaly IP: Alert when internal computers exceed the set traffic limit.

5. Virus Blocking (Web, mail, etc.): Detect virus in emails or files accessed during web
browsing.

6. System Log: Indicate changes in system operation logs.
7. Administrator Login Failure: Notify when there’s an error during administrator login.

8.  SSL-VPN and Web Authentication Login Failure: Alert when there’s an authentication
failure during SSL VPN user login.

9. Software Upgrade: Inform the release of new firmware.

10. Low Data Space, Usage over 90%: Alert when available data space is low or there are bad
tracks.
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Co-Defense (Switch): Send notifications about collaborative defense actions with switches
and wireless APs.

Database Anomaly: Alert about abnormalities in the local database.
IPSec Disconnection: Alert when IPSec VPN disconnect.
IPSec Switchover: Notifies when any IPSec channel disconnects in an SD-WAN environment.

Authentication Expiration: Notifies when user accounts for web authentication are about to
expire.

Remove Expired Authentication: Alert before deleting expired web authentication accounts.
Traffic Quota Ran Out: Alert when configured traffic quotas are about to be exhausted.
UPS Log: Record communications with UPS.

CMS (client's mgmt. requests, abnormal connection status, backup failed, recovery
failed): Send notifications related to CMS operations.

Abnormal System Space Usage: Alert when system storage space is too low or quickly fills
up.

Abnormal System Shutdown: Alert when system encountered abnormal shutdown.
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2-6-2. Notification Log

The 3100-6GT-I records every message notification, regardless of its success or failure, for future reference
by administrators. (See Figure 2-15)

Search Notification Log
1. [Date]: Search for notification records within a specified time frame.
2. [Event]: Select specific event items or view all events.

3. [Recipient]: The recipient of the message notification. “*” can be used as a wildcard search keyword,
for example: *@abcd.com.

+  Notification Log VI jump o 1 Fage every page- 16 rows m ] Bxparit Expoat All ot
Date ¢ Event & Reciplent
CMS [clenl's mgml reguests
2025-:05-08 16:57.04 abnormai conneclion status, hackup potend
failend, recovery Tailesd)
CMS {chienf's mgmi, réguests,
20250508 15:30:07 abndimeal connedtion slalus, backup pelsiiT
failed, recovary lailed)

Figure 2-15
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2-6-3. SMTP Server

To send notification emails, the 3100-6GT-I requires at least one valid sender account configured in the
“SMTP Server” settings. If no valid sender account is set, all notification emails will fail to be sent.
Administrators can configure multiple sender accounts.

When the [Sender Account] in the “Notification” tab is set to Automatic, and more than one sender
account is available, the system will automatically match the domain of the recipient's email address with
the domains of the configured sender accounts.

If a match is found, the system will select the sender account with the same domain. If no matching domain
is found, the system will use the first valid sender account. If the first attempt fails, the system will try the
next available sender account, continuing until it either successfully sends the email or reaches the
maximum retry attempts.

Add SMTP Server

1.  [Sender Alias]: The default name is “Admin”. Check “Customize” to change it to a name that
recipients can easily recognize, such as “Notifications from the 3100-6GT-I".

2. [Sender Name]: The sender’s name displayed in the notification email to the recipient.

This is the display name, not the sender account. Most email clients will display the sender’s name. If
the sender’s name is not set, the email account will be displayed as the sender’s name.

3. [Mail Server IP Address]: The SMTP mail server hostname. For example, abcd.com or 211.22.22.22.
4. [Port]: SMTP is TCP 25, SMTPS is 465 or 587, depending on the SMTP server.

5. [Account]: The account used to log in to the SMTP mail server. Enter the account or full email
address, for example, jean or jean@abcd.com.

6. [Password]: The password for the sender account on the SMTP mail server.
7.  [|Authentication]: Check if the SMTP mail server requires account authentication.

8. [TLS]: Select whether to enable TLS based on the requirements of the SMTP mail server. (TLS
provides authenticity, integrity, and confidentiality over the Internet.)

9. [Delivery Domain Name]: The sender’s domain used for sending emails. It typically needs to match
the recipient’s domain to avoid issues with filtering.

For example, if the sender’s account is a@ghij.com and only sends emails to ppp@ghij.com, enter
ghij.com here to indicate that the sender’s account will not send notification emails to domains other
than ghij.com.

10. [Bind specific Source IP]: Some mail servers only serve specific sender IP addresses. Enter the
specified IP address of the mail server here.

Sender Account Verification and Email Sending

After configuring the SMTP sender account, administrators can verify the correctness of the settings using
the SMTP Test Mail function, to ensure that recipients will be able to receive notification emails without
issues.
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Under “SMTP Server” tab, the 3100-6GT-I displays detailed information for each configured sender
account. In the “SMTP Test Mail” section, click the “Test” button to open a dialog box. Enter the
recipient’s email address in the dialog box. (See Figure 2-16)

For example, enter jordan@abcd.com. After clicking “Confirm”, if the sender account settings are correct,
the recipient (jordan@abcd.com) will receive a test email with the subject line: “This is an SMTP Test
Mail”. This confirms that the SMTP server configuration is valid and that notification emails will be sent
successfully.

| rordangabod coomy

n Cancal Delivery Domain Name ) SMTP Test Edit/ Del

(i TEST 78

+ Add

Figure 2-16
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2-7. Reboot and Power Off

The 3100-6GT-I provides two buttons for performing normal power on/off operations. In addition, to
enhance operational stability, the system supports scheduled reboots at regular intervals.

2-7-1. Reboot & Power Off

This is the normal startup and shutdown procedure for the 3100-6GT-1. The system provides two buttons:
“Reboot” and “Power Off”.

1.  Reboot: When the Reboot button is clicked, the system will terminate all running services, restart the
device, and reload the information stored in the configuration file.

2. Power Off: When the Shutdown button is clicked, the 3100-6GT-I will power off following the
normal shutdown process.

2-7-2. Auto Reboot

The system supports automatic periodic reboots. Rebooting helps clear unnecessary or corrupted temporary
files occupying memory, thereby improving system stability. The reboot interval can be set to daily, weekly,
or monthly. In most cases, rebooting once per month is sufficient.

* [Enable]: Enables the automatic reboot function. The default setting is Disabled. A “Log” button is
provided on the right side to record reboot time and status (success or failure).

*  [Recurrence]: Defines the reboot cycle. Options are Every Day, Every Week, or Every Month.
Under normal operation, a monthly reboot is recommended.

* [Reboot Time]: Specifies the exact time for executing the reboot, typically scheduled during off-peak
hours when the system is not providing services.
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2-8. Signature Update

The 3100-6GT-I relies on packet signature matching to determine whether network traffic is normal or
potentially harmful. Volktek periodically distributes updated signatures to each device, ensuring that all
data remains up to date.

Currently, the system includes one automatically updated database: OPC. (See Figure 2-17)

| Configuration > Signature Uipdate

Signature Update

Signature Update ()

Name Version Last Update Time Auto Update Function Import
OPC Signature Update 151053 | 20250007 164111 Update | Choose Flie ; No file selected
Lingm
Figure 2-17

The administrator can also click the “Update” button or manually upload the signature file.
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2-9. SSL Certificate

During network data transmission, SSL encryption is used to ensure security. The 3100-6GT-I also makes
extensive use of the SSL protocol. In the SSL encryption process, certificates are required to verify
authenticity.

In general, SSL certificates include Server Certificates, Root Certificates, and Intermediate Certificates.
Whether obtained from a trusted Certificate Authority (CA) or self-signed, once the certificate is imported
into the client computer, the operator’s computer will no longer display certificate error warnings.

SSL Certificate Message

SSL certificates can be obtained from three different sources. One option is to apply for a trusted certificate
from a Certificate Authority (CA) and manually import it using the “SSL Certificate Import” function.
Another option is to manually create a private SSL certificate through the [SSL Certificate Set] menu.
Finally, administrators may choose to use a certificate issued by Let’s Encrypt, which provides free and
trusted certificates; however, the limitation of this method is that the certificate must be renewed every 90
days.

SSL Certificate Set
1. Manual Input

Choose “Manual Input” in [SSL Certificate Set] to create a self-signed private certificate. Once the
certificate has been created, it can be downloaded and imported into the operator’s computer,
preventing certificate error warnings from appearing. The following is a configuration example:

Two-letter Country Codes: TW
State/Province: TAIWAN
City: TC

Organization Name: L7FW
Unit Name: L7FW

Domain Name: www.example.com

Application Personnel Email: help@example.com

After the input, download the server.csr files and import it into the browser. In the browser’s
certificate viewer, the following information will be displayed. (See Figure 2-18)

Certificate

helpicommon.com

Figure 2-18
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Importing SSL Certificates

In addition to self-signed server certificates, it is also possible to import certificates obtained from an
external Certificate Authority (CA). Only Server Certificates and Intermediate Certificates are
supported in this section.

Let’s Encrypt Certificates

Let’s Encrypt is a trusted Certificate Authority (CA). The 3100-6GT-I simplifies the application
process—administrators only need to submit a request and configure the corresponding DNS settings
to complete the setup.

Each certificate issued by Let’s Encrypt is valid for 90 days, and the system will automatically renew
the certificate before it expires. (See Figure 2-19)

v S5L Cerlificate Set & Lat's Encrypt Certificate Manual Input
Domainis) of cerificate firewall.volktek.com

i

ax. " your _doimam com, ‘\'T1II!_-L‘|DI11.'$I|'1 com

TXT Record 1 Please go to he NS server and add the Ioliowang TXT recoed
TXT Name TXT Valoe Time to live
acme-challange firewall vollkiek com TA4CAXEHZZE uul Bod IBHUHEMmMITCHNICZAYERMgE 1

211 the TXT record has bean added, please click. | Veriiy TXT | Expired : 2025-05-08 45:25:06
3 Whan the Certificala is updated, you can delete the above TXT record

Artiion Connect test || Cancel | Waiting for vanily TXT

Figure 2-19

*  [Domain(s) of certificate]: Enter the domain name for which the certificate will be requested.
After clicking “Apply Certificate”, the system will automatically send a request to Let’s Encrypt.

* |TXT Record]: Once the request is successful, Let’s Encrypt will issue a TXT value. The
administrator must add a TXT record to the DNS server. For example, the TXT name could be
_acme-challenge.m2chat.com.tw, and the corresponding TXT value should be entered under this
name.

After Let’s Encrypt validates the TXT record, the trusted certificate will become available for use.
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2-10. Uninterruptible Power System

To prevent hardware damage caused by sudden power outages—such as motherboard failure—the 3100-
6GT-I supports integration with an Uninterruptible Power Supply (UPS).

In the event of a power failure, if the UPS power level drops below the configured threshold, the system
will automatically initiate a shutdown procedure to protect the valuable data stored within the device.

2-10-1. Uninterruptible Power System

The 3100-6GT-I supports three connection methods with an UPS devices: SNMP, USB, and network-
enabled UPS devices.

When using USB or a network-enabled UPS connection, the system will display a list of Volktek-verified
brands and models. When SNMP is selected, the system communicates with the UPS via the SNMP
protocol. Currently, SNMP v1/v2c/v3 are supported.

Administrators must first select the desired operating mode under [Connection Mode], as each mode
requires different configuration settings.

Setup
1. USB Connection Mode

In USB connection mode, the 3100-6GT-I can also serve as a communication bridge between the UPS
and other devices. UPS status information can be transmitted over the network, allowing other devices
on the network to access and utilize the data. (See Figure 2-20)

§ Configuration = Uninterruptible Power System i

Uninterruptible Fewer System | UPS Log

[ Setup

Connectan Moda USE b
Mded Auto ~
| Entoy the safe mode whan the rernaiming batlery powar is bess than | B0 %5 and enter the shut down
Lerwr Battery 5

procedua after | 5 manLEs
Lo Bathery Lamd IF iner batteey 15 Jess nan | 15 o Shut dowi System immachaloly
it 5 in HA mode Mikily ramole danaca S down
. Network UPS
Enehiz
Chenl Device [P

r
Wait Client Dewice 3 Mitwda{s)
Ping Timedut 10 Secomnds
Figure 2-20

*  [Model]: Select the UPS model. Two options are available: Automatic and Custom.

Automatic: The system automatically communicates with the configured IP address, and the
detected model will be displayed under [UPS Information].

Custom: Select a model from the list of Volktek-verified UPS models. Currently, five UPS
models have been verified.
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[Low Battery]: When the UPS battery level falls below the configured threshold (default: 80%),
the system enters safe mode. At this point, external backup mechanisms are disabled, and after the
configured delay (in minutes), the system will proceed with a shutdown sequence.

[Low Battery Limit]: If the UPS battery level drops below this setting, the system will
immediately initiate a shutdown.

[If it is in HA mode]: In HA mode, the system will notify the paired device to perform a
synchronized shutdown.

. Network UPS Connection Mode

[Model]: Select the UPS model. Two options are available: Automatic and Custom.

Automatic: The system automatically communicates with the configured IP address, and the
detected model will be displayed under [UPS Information].

Custom: Select a model from the list of Volktek-verified UPS models. Currently, five UPS
models have been verified.

[Network UPS IP/port]: Enter the IP address and port number of the UPS. The system will then
automatically communicate with the UPS.

[Low Battery]: When the UPS battery level falls below the configured threshold (default: 80%),
the system enters safe mode. At this point, external backup mechanisms are disabled, and after the
configured delay (in minutes), the system will proceed with a shutdown sequence.

[Low Battery Limit]: If the UPS battery level drops below this setting, the system will
immediately initiate a shutdown.

[If it is in HA mode]: In HA mode, the system will notify the paired device to perform a
synchronized shutdown.

SNMPv1 Connection Mode

[UPS Device IP]: Enter the IP address and port number of the UPS. The system communicates
with the UPS automatically using the SNMPv1 protocol, and the retrieved status information will
be displayed under [UPS Information].

[Low Battery]: When the UPS battery level falls below the configured threshold (default: 80%),
the system enters safe mode. At this point, external backup mechanisms are disabled, and after the
configured delay (in minutes), the system will proceed with a shutdown sequence.

[Low Battery Limit]: If the UPS battery level drops below this setting, the system will
immediately initiate a shutdown.

[If it is in HA mode]: In HA mode, the system will notify the paired device to perform a
synchronized shutdown.

SNMPv2c¢ Connection Mode

[UPS Device IP]: Enter the IP address and port number of the UPS.

[User name]: Enter the SNMPv2c account configured on the UPS. The system will communicate
with the UPS automatically using the SNMPv2c¢ protocol, and the retrieved status information will
be displayed under [UPS Information].

[Low Battery]: When the UPS battery level falls below the configured threshold (default: 80%),
the system enters safe mode. At this point, external backup mechanisms are disabled, and after the
configured delay (in minutes), the system will proceed with a shutdown sequence.
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*  [Low Battery Limit]: If the UPS battery level drops below this setting, the system will
immediately initiate a shutdown.

e [Ifitis in HA mode]: In HA mode, the system will notify the paired device to perform a
synchronized shutdown.

5. SNMPv3 Connection Mode
e [UPS Device IP]: Enter the IP address and port number of the UPS.

* [User name]: Enter the SNMPv3 account configured on the UPS. The system will communicate
with the UPS automatically using the SNMPv2c protocol, and the retrieved status information will
be displayed under [UPS Information].

*  [Authentication Passphrase]: The password used for SNMPv3 account authentication. Supported
authentication methods are SHA and MDS. These settings must match the configuration on the
UPS host.

*  [Privacy Passphrase|: The encryption key used for SNMPv3 data transmission. Supported
encryption modes are DES and AES. These settings must also match the configuration on the UPS
host.

* [Low Battery]: When the UPS battery level falls below the configured threshold (default: 80%),
the system enters safe mode. At this point, external backup mechanisms are disabled, and after the
configured delay (in minutes), the system will proceed with a shutdown sequence.

*  [Low Battery Limit]: If the UPS battery level drops below this setting, the system will
immediately initiate a shutdown.

e [Ifitis in HA mode]: In HA mode, the system will notify the paired device to perform a
synchronized shutdown.

Network UPS Server

In USB and SNMP modes, the 3100-6GT-I can also serve as a communication bridge between the UPS and
other devices. UPS status information can be transmitted over the network, allowing other devices to utilize
it.

* [Enable]: By default, this function is disabled. When disabled, the UPS is accessible only to the local
device.

¢ [Client Device IP]: The IP address of the device that requires UPS information. A notification will be
sent to this device when the UPS battery is low.

*  [Wait Client Device]: The amount of time required for the remote device to shut down. The 3100-
6GT-I will wait for this duration before initiating its own shutdown procedure.

e [Ping Timeout]: The 3100-6GT-I uses ICMP (PING) to verify whether the remote device is still alive.

2-10-2. UPS Log

All communication logs between the system and the UPS are recorded here.

Y
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2-11. CMS (Central Management System)

In simple terms, once a central device is configured as the CMS Server, it can manage all remote 3100-
6GT-I units.

Although CMS and cloud management services both provide similar device management functions, their
operations differ:

1. CMS requires the central device to have a fixed IP address or DNS hostname so that remote clients
can locate it.

2. The central-end of CMS requires a 3100-6GT-I with a hard drive.
3.  CMS cannot manage mail servers.

The Volktek CMS provides essential functions for remote configuration management, including system
backup, data restore, and firmware updates. This allows administrators at headquarters to centrally manage
multiple remote devices based on their needs or according to scheduled tasks. In addition, the Log function
provides detailed records of events on monitored devices, enabling administrators to track the latest
operational status.

As illustrated in the CMS system diagram (See Figure 2-21), each remote 3100-6GT-I reports its current
status and configuration to headquarters. Administrators at headquarters can then monitor the real-time
status of all remote devices and intervene when necessary.

Figure 2-21
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2-11-1. CMS Setting

Each 3100-6GT-I in the CMS system can function either as a Client or as a Server. The operating principle
of CMS is straightforward: a device configured as a Client will periodically send messages to the Server,
granting the Server management authority over the Client.

1. Client Mode

The operating principle of CMS is straightforward in Client mode. Devices set as Clients periodically send
messages to the Server and grant management authority to the Server.

¢ |Enable]: Enables the CMS function.

* [Mode]: Sets the CMS operating mode to Client.

*  [Server]: The domain name or IP address of the CMS Server must be accessible on the internet.
*  |[Alias]: The name displayed for the Client on the Server such as 3100-6GT-I-Taipei.

¢ [Update Time]: How often data is updated to the Server, with a setting range of 1 to 30 minutes.

*  |[Administrator Account]: The administrative privileges are granted by the Client to the Server. The
administrator on the Server side uses this account to log into the Client device. If no administrator is
specified, access to the management interface via CMS is not possible.

For detailed administrator privileges, please refer to “Configuration > Administration” settings.

¢  [Connect Interface]: Specify which interface is used to report to the Server. The system
automatically lists all outbound interfaces for the administrator to choose from.

2. Server Mode

Configuring this device as the Server also records data sent by Client devices. Therefore, administrators
only need to manage the Server to oversee all devices.

¢ |Enable]: Enables the CMS function.
* [Mode]: Sets the CMS operating mode to Client.

When the CMS is set up as the server, enabling periodic backup of Client configuration files allows for
customization of the backup interval. After backup, in case of Client failure or misconfiguration, the
previous settings can be restored through the CMS server.

*  [Enable]: Enable the backup of Client configuration files.

* [Automatic Backup Time]: Specify the interval for periodic backups. Shorter intervals increase
system load.

*  |[The Number of Backup to Keep]: Determine the number of backup configuration files to retain.
Typically, 5 backups are sufficient, but a higher count occupies more storage space.

00
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2-11-2. CMS Monitor

1. Accepting a Client

After each Client is successfully configured, it sends a takeover request to the CMS Server. The
administrator on the Server side must approve the request before the CMS Server begins processing the
Client’s data. (See Figure 2-22)

|+ CME Monitor Group Coflapse)  Backup Now Moo chont requests (1}

Activity Allan Modol L Real-time monlitering Backup Auto Backup Action Log
Figure 2-22

2. Managing Clients

Each Client can be organized into different groups, and the Server will display the real-time status of the
devices, as shown in the example below. (See Figure 2-23)

+  CMSE Monitor Growp Collapse | Backup Now
Activity Alian Modal P Realtime monitoring Backup Aute Backup Action Log
- DEMO
3 it 3100-8GT 182.168.1,200 ] 8 Connection Cantrol

Figure 2-23
*  [Activity]: The status is color-coded:
Green: The Client reports to the Server on schedule as configured.
Orange: The device has missed more than three reports.
Red: The device is currently disconnected.
Gray: No update data is available.

*  [Alias]: The Client name. By default, it follows the Client’s own setting, but the Server can rename it
as needed.

*  [Model]: The model of the Client device.
e [IP]: The current IP address of the Client.

*  [Real-time monitoring]: Clicking the icon opens the Client’s web management interface. If blank, it
indicates the Client has not granted management authority to the Server.

*  [Backup]: The number of configuration backups stored on the Server. The number is shown in
parentheses. By clicking, administrators can view changes or perform a restore operation.

*  [Auto Backup]: Indicates whether the automatic configuration backup function is enabled.

* [Action]: Modify or delete the Client’s settings.
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* [Log]: Includes two categories—Connection and Control.

B Connection: Records communication history between the Client and Server (e.g., connection and
disconnection times).

B Control: Records control commands issued by the Server to the Client.

*  |[Group Collapse]: Administrators can click the “Group Collapse” button to instantly switch between
group displays.

* [Backup Now]: After selecting a Client, clicking the “Backup Now” button triggers an instant backup.

[Action] Y Modify Client Information
When the “Modify” button is clicked, the Client’s display information can be updated. (See Figure 2-24)

* [Model / MAC Address]: Displays the Client’s model and MAC address. These two fields cannot be
changed.

*  [Alias]: The Client’s name. By default, it follows the Client’s own setting, but the Server can rename
it as needed.

*  [Group]: Defines which group the Client belongs to. You may select from existing groups or choose
Custom. If Custom is selected, enter the new group name in the provided field.

*  [Auto Backup]: Specifies whether to enable the automatic configuration backup function.

m ' CMS Monitor

| :_CMS Setting
Mode! 3100-6GT-l
MAC Address 00:60:e0:62:74:59
Alias ft
Group DEMO v
Auto Backup

Figure 2-24
[Backup] Y Backup List

One of the major advantages of the CMS system is its ability to automatically and periodically back up
Client configuration files. (See Figure 2-25)

*  [Backup Time]: The time when the configuration file was backed up.

*  [Version]: The Client software version at the time of backup.

* [Download]: Click the icon to download the configuration file to the local device.
¢  [Delete]: Remove this backup record.

* [Log]: Displays which settings were modified in this backup file.
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Backup List - Custom Backup Restore Seftings

x|

Backup Time Version Restore Immediately Download  Delete: Log
2025-05-13 13-35 | 9.0.24 Restore |'%‘_J ﬁ | Log |
Figure 2-25

[Backup] Y [Backup List] Y [Restore]

Another advantage of the CMS system is the ability to quickly restore a Client device to a specified state
using its backup configuration file. The restore process can also be scheduled to run at a designated time.

(See Figure 2-26)

1. From the [Backup List], select the backup configuration file corresponding to the desired restore point.

2. Under [Restore Immediately], click the “Restore” button. The Server will then deliver the selected
backup file to the Client device.

Packet Tracing Log : (Rule ID © 104}

Time
2025-05-13 11:20:06
2025-05-13 11:20:06
2025-05-13 11:20:06
2025-05-13:11:20:01
2025-05-13 11:2001
2025-05-13 11:20:01

BSEcunds v |[Refreshi| Cha | 1/1 umpto

SRC IP DST IP Protocol = Packet Size
8888 182.168.1.100 upP 198
192.168.1.100 8888 LDP 78
192.168.1.100 Baga LUoP 78
B888 182.168.1.100 UDP 20
192.168,1.100 85.88.8 uoe 78
1592.168.1.100 Baas upe 78
Figure 2-26
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2-12. Data Items

Configure the number of records displayed per page in the UTM. The range is 10 to 50 records. Each main
item may contain multiple sub-items. The sub-item page size setting takes effect only when [Detailed
Settings] is selected; otherwise, the system follows the main item setting. The default display for policy
rules is 16 records per page. (See Figure 2-27)

§ Configuration > Data [tems

st

+ Data ltems Setting(Range: 10-50) l,)

# Configuration 16 || Detailed Settings
M MNehwvork 16 Detailed Settings
# Policy 16 Detailed Settings
® Object 16 || Petailed Settings
i Semice 16 Detalled Setftings
& Advanced Protection 16 | Detalled Settings
@ OPC 16 Detailed Seftings
 WAF 16 || Detailed Settings
#  Mail Secunty 116 Detailed Setings
# Content Record 16 Detailed Settings
@ VPN 16 Detailed Settings
® Tools 16 Detailed Settings
& Log 16 || Detaded Settings
# Status 16 Detatled Settings
Figure 2-27
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Chapter 3. Network

The 3100-6GT-I is not a traditional firewall; it is designed based on the concept of a router. Instead of
distinguishing between the typical LAN, DMZ, and WAN, it adopts a Zone-to-Zone control model.
However, to align with common user conventions, the system still adjusts the naming and related

information to resemble the traditional format.

This chapter provides a detailed explanation of how to combine one or more physical network interfaces,
or even virtual network interfaces created via IP Tunnel protocols, into a Zone. It also describes how to
add PPPoE connections as WAN-type interfaces. Additionally, routing management, VLAN configuration,

and other router-related features will be covered.

3-1. Zone Setting

By default, the 3100-6GT-I designates Port 1 as LAN. The combination of Port 1 and LAN cannot be
deleted by the administrator, but other physical ports may be added to the LAN. The default IPv4 address
for the LAN is 192.168.1.1.

When a Zone consists of more than one physical port, no additional configuration is required for each port
within that Zone. All ports inside the same Zone can communicate with each other without restriction.

3-1-1. Zone Setting

The area lists each physical port and its assigned Zone, using colors and numbers to differentiate them.
Ports belonging to the same Zone share the same color. If any port is not assigned to a Zone, the
administrator can click the “Add Zone” button to create a new Zone, or add the unassigned port to an
existing Zone.

For example, if Port-X needs to be reassigned from LAN2 to LAN3, the administrator must first remove
Port-X from LAN2, leaving it unassigned. Then, Port-X can be added to LAN3.

Creating a new zone

If there are empty physical ports not yet assigned to a zone, administrators can add a new zone by pressing
“Add Zone” button to begin adding a new zone.

. [Interface]: Set the interface name, such as LAN, WAN, Bridge, or HA, and a numeric code selected.

* [Interface Name]: Select the numeric code for the new ZONE. The system prefixes the ZONE with
the code, followed by a number.

For example: ZONE 0, ZONE 1, etc. Since each physical port can be a separate ZONE, the maximum
number represents the number of physical ports on the device. When choosing a number, it can be
selected arbitrarily without following any specific order.

* [Name]: Add a memorable name for the ZONE, such as Accounting, Engineering, etc.
* [Color]: Sclect the color for the ZONE.

*  [Port]: Select the physical port(s) for the ZONE. Any port not marked with a number can be selected,
and multiple ports can be combined to form a ZONE.
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After completing the selection, the system returns to the Zone List. The 3100-6GT-I displays each Zone
along with its name, color, and assigned physical ports. To modify a Zone, click the “pencil” icon to enter

the edit screen. To delete a Zone, click the “X” icon.

Note that in the Zone List, only ZONE 0 / LAN does not have a delete option. (See Figure 3-1)

» Zone List : ( Click save after completing setting. )

Interface Interface Name Name Color Port
LAN zonel LAN L] Port 1 r 4
LANZ zonel LANZ Port: 2 Fd X
WAN1 Zona2 WAN1 Port: 3 _,-' X
WWANZ zonal WANZ || Port: 4 x|
WANY zoned WAN4 B Port § '3
WAN3 zones WAN3 i Port 6 ’ &3
Figure 3-1

Each ZONE listed will appear in the menu of [Network] > [Interface], allowing administrators to configure
network settings for that specific ZONE.

3-1-2. Speed and Duplex Mode

Each ZONE in 3100-6GT-I can specify the network speed, and there are two methods for setting the
network speed:

1. From [Network] > [Zone Setting] > [Speed and Duplex Mode], administrators can set the network
speed from the menu.

2. From the [Port Information] section accessible from the homepage: by clicking on the desired physical
port, administrators can adjust the network speed.

* [Interface]: Indicate which ZONE this port belongs to.
¢  [Port]: Specify the physical port’s position.

*  [Zone Status]: Indicate the current connection status of this port. It will display “Disconnected” if no
device is connected and “Connected” for a normal connection.

*  |[MAC Address]: Display the MAC address of the physical port.

*  [Speed and Duplex Mode]: Show the current speed of the network card and record past connection
statuses.

Administrators can manually adjust the network card speed, choosing from options such as 10Mbps,
100Mbps, 1000Mbps, and full or half duplex modes.
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3-2. Interface

After completing [Network] > [Zone Settings], all created interfaces will appear in the [Interface] page.
Administrators can then proceed to configure network IP addresses, connection speeds, and other network
information for each interface. (See Figure 3-2)

| Metwork > Interface st

LAN (LAN) | LANZ(LANZ) | WAN1(WAN1)

*  Network interface settings

Interface Name zonel Enabile STATIC
MAC address 00:07:32:70:8c:98 MTL 1500 { 1400 - 1500 )
Figure 3-2

3-2-1. Network Interface Settings

Except for LAN, the network interface settings for each Zone are the same, as described below (See Figure
3-3):

* [Interface Name]|: A combination of ZONE + number, where the number is assigned under [Zone
Setting].

* |[MAC Address]: The unique MAC address of the Zone. Within the same 3100-6GT-I, MAC
addresses must not be duplicated.

* |[Enable]: LAN is enabled by default and cannot be disabled. Newly created Zones have three options:
Disabled, STATIC, or DHCP.

1. STATIC: The interface IP address must be added under Interface Addresses / PPPoE. Each
interface requires at least one IP address.

2. DHCP: The interface IP address is assigned by a DHCP server. Once selected, the Interface
Addresses / PPPoE option is automatically hidden.

* [MTU]J: Defines the maximum packet size in bytes. The default is 1500, with a configurable range of
1400~1500.

| Metwork > Interface -

_m LANZ (LANZ) | WANT (WANT) | wanz (wanz) | WAMN3 [WAN3)

+ Network interface settings

Interface Name zonel Enable STATIC

MAC address |00:07:32:70:8c:98 MTU 1500 { 1400 - 1500 )
= Visit Control

Enable Visit sumMP EPing [ HTTPS

= Firewall Protection

Firewall Protection ltems syN Eicve Bupp BPort Scan B Sandstorm Log

Figure 3-3
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3-2-2. Control packet in the region between the port

Appears when multi-port mode is set to Bridge:

[Network Address Translation]: Whether to access the internet through other network interfaces.

[Source Interface]: Configuring which physical interfaces within the Bridge need to access the
internet through other interfaces.

[Source]: Configuring the network segments included in packets from the source interface.
[ARP Reply]: Conducting ARP Reply when the outbound line detects disconnection.

[Designated Gateway]|: After configuring in 3-3-2. Designated Gateway, selectable lines will appear.

3-2-3. Visit Control

[Enable Visit]: Specify whether the interface accepts queries from or allows access to management
interfaces from other IP addresses.

v' SNMP: Specify whether the interface accepts SNMP queries. When it’s enabled, this interface
will send certain information via SNMP protocol to remote SNMP servers.

v Ping: Specify whether the IP address assigned to this interface that responds to ICMP protocol.
When it’s enabled, the IP address configured on the interface will respond to ICMP packets.

v' HTTPS: Specify whether the interface accepts access to the management interface via the
HTTPS protocol. When it’s enabled, all IP addresses configured on the interface can receive
HTTPS services.

3-2-4. Firewall Protection

[Firewall Protection Items]: Specify whether this interface should be protected by the firewall. When
enabled, the interface IP addresses assigned to this Zone are safeguarded against five types of attacks:
SYN flood, ICMP flood, UDP flood, Port Scan, and Sandstorm.

Protections against SYN flood, ICMP flood, and UDP flood can be configured under [Object] >
[Firewall Protection].

3-2-5. Interface Address / PPPoE

Define the IP address for each physical interface. If PPPoE is selected, the system will automatically
redirect to the PPPoE configuration page. (See Figure 3-4)

[Type]: Choose between STATIC or PPPoE. STATIC settings can be configured in this page, while
PPPoE settings will redirect to the PPPoE setup screen. For more details, please refer to [Network] >
[PPPoE].

[Name]: Assign a recognizable name to this interface such as Wanl1:2.
[IP Address]: Add an IP address to the interface.

[Subnet Mask]: Specify the range of the IP address. For example, for a Class C subnet, enter
255.255.255.0.
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[Default Gateway]: Specifies the planned IP address and subnet for the interface. Only WAN-type
interfaces require a default gateway. For other types, the default gateway field can remain blank, since
the configured IP address itself acts as the gateway for Zone users.

[Auto set designated gateway]: When checked, the system will automatically create a default
outbound route. Any packets without defined routes will use this default path.

[Management IP]: Specifies whether the IP address on the interface allows administrators to log in
for management.

| Network > Interface

WANS (WAN3)

. Add IP Address : { WANT )

Type [STATIC ~ |
Name | STATIC

P | PPPoE
Mask |

Default gateway

Auto sel designated

&4 Policy route name
gateway & =

Management IP

Figure 3-4



3100-6GT-I User Manual
3-3. Route

After the administrator configures the IP address and subnet mask under [Network] > [Interface], the
information is automatically added to the system’s default route. The 3100-6GT-I then lists all static routes
in the table. The figure below shows an example of the IPv4 static routing table. (See Figure 3-5)

i Metwork = Route LN

o Static Routing Choose Fike | No fle semcted Esgaat lmport | G L 101 pmp 1 Page eveiv page 16w m
Muimber Hame DstIP Gateway Interface &
i Dralayll Gateway 182 168 1851132 WANZ (WANZ
el [ LAN VAN (Somed 10)
172 1610 024 LAM Tunned (s}
1 162 1641 024 LAN {LAN}
152 168 180 024 WAND (WANZ
Figure 3-5

“IPv4” indicates that the system is currently displaying/configuring in IPv4 mode. “IPv6” indicates that the
system is currently displaying/configuring in IPv6 mode.

These two buttons apply to the entire system. Wherever IP addresses need to be configured, clicking the
gray icon will switch the configuration screen between IPv4 and IPv6 modes.

The system’s default routing table cannot be modified. To make changes, the administrator must
reconfigure the IP address and subnet mask under [Network] > [Interface]. Only manually created routing
tables can be exported and imported; system default routes cannot.

3-3-1. Static Routing

In addition to the default routing table generated by network interfaces, the 3100-6GT-I allows the addition
of static routing tables. Static routes can be specified to be effective on specific interfaces.

Add a static routing

Press the “Add” button will take you to add a new static route. (See Figure 3-6)

* [Name]: A descriptive name for easy identification, for example: “10 Network™ or “Default Gateway™.
*  [Destination IP]: Any IP address within the destination network such as 10.10.10.1.

*  [Mask]: Specify the range covered by the destination network’s IP addresses. For example, for a Class
C subnet, enter 255.255.255.0.

* [Gateway]: Enter the gateway address for the destination network.

* [Interface]: Specify which interface the added route belongs to. Upon selecting from the dropdown
menu, the system will display all established interfaces for the administrator to choose from.

The options are color-coded to distinguish between different network interfaces, including Interfaces
(Zone), IP Tunnel, PPPoE dial-up interfaces, VLANs, PPTP, and SSL VPN.
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§ Network > Route

Static Routing

*, Add a static routing :
Name Section 10
DstiP 1t| 2[]3[3 1 ( Example : 10.10.10.1)
Mask 2552552550 { Example : 255255 256.0 )
Gateway 10 10__100 2_54 { Example - 10:10.10.254 )
Interface g [ None v |

None

LAN (LAN)

| LANZ (LANZ)

WAN1 (WAN1)
WAN2 (WAN2)
WAN4 (WAN4)
WAN3 (WAN3)

LAN Tunnel {(aaa)
WAN1 PPPOE (test)
LAN VLAN (zone0.10)

Figure 3-6

If a specific interface is assigned, the static route will only have effect on that interface. If the interface is
set to NONE, the route will apply to all interfaces on the device. All administrator-defined static routes can
be exported or imported.

3-3-2. Designated Gateway

The 3100-6GT-I can connect one or multiple interfaces to WAN lines. To add WAN-type connections,
dedicated lines, or MPLS internal VPN connections to the 3100-6GT-I, they must be configured here. This
ensures that when packets are transmitted externally, the 3100-6GT-I knows how to forward them to the
next gateway.

After administrators create several Designated Gateway, they can bind Designated Gateway of the same
type into a Designated Gateway Group. For WAN Designated Gateway, cach Designated Gateway
represents a WAN line. Binding several Designated Gateway into a Designated Gateway Group
accomplishes load balancing across the lines.

Each line providing internet connection is an exit route, and there are two methods for configuration:
1. Assigning each external line to a zone.

2. Connecting all external lines to a switch via an external zone. In this case, all external lines are
connected to the switch, and you need to configure all IP addresses provided by the external lines in
[Network] > [Interface] > [3-2-5. Interface Addresses / PPPoE].

Each method has its advantages. The former one is convenient for management, line recognition, and
problem finding. The latter one allows for connection to many external lines, exceeding the port limit of the
3100-6GT-I itself. Pressing the “Add” button will take you to configure exit routes. (See Figure 3-7)
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Figure 3-7

[Name]: A descriptive name for the designated gateway, e.g., WAN-1 or PPPoE-1.

[Destination Address]: Optional. Any IP address within the target network. If left blank, it defaults to
0.0.0.0/0. For WAN-type lines, this field is usually left empty.

[Gateway]: Required. The gateway address of the outbound line.

[Interface]: Specifies which interface the outbound line belongs to. Different types of interfaces are
color-coded, including Physical Interfaces (Zone), IP Tunnel, PPPoE Dial-up Interface, VLAN, PPTP,
and SSL VPN. The drop-down menu lists all available interfaces for selection.

[Line Detection Method]: When the Zone is WAN-type, the system checks whether the line is
disconnected. Three methods are available: ARP, ICMP, and DNS. At defined intervals, the 3100-
6GT-I sends ARP/ICMP packets or DNS queries to the gateway IP address and determines the line
status based on the server’s response. The default method is ICMP. Selecting NONE disables
disconnection checks, and the line is always treated as active.

For WAN lines using PPPoE, an additional PPPoE detection mode is available, which automatically
uses DNS to perform connectivity tests with the PPPoE server.

[Detect From]: Specifies which IP address to use as the source IP for line detection. Typically, this is
the IP address assigned to the outbound line.

[Detected IP Address]: Optional. Defines the destination IP address for line detection. If not specified,
the system uses the gateway address assigned to the outbound line by default.

[Detection Frequency]: How often to send detection packets. The default is 60 seconds, with a
configurable range of 1~999 seconds.

[Enable Spare Gateway|: When the outbound line goes down, traffic is redirected to the redundant
Designated Gateway, ensuring uninterrupted packet transmission. Up to two redundant gateways can
be configured.

The redundant gateway function differs from the Designated Gateway Group load balancing feature.
Redundant gateway has no weighting mechanism—when the original line fails, all traffic is redirected
to the redundant line.

In contrast, Designated Gateway Group can distribute traffic (e.g., a 100 Mbps connection) across
multiple active outbound lines based on configured weights or load balancing policies. With three or
more WAN lines, administrators are encouraged to use Designated Gateway Group.

In the Designated Gateway list, each WAN-type line or any line with Line Detection enabled
maintains connection and disconnection logs. By clicking “Log”, administrators can review the line’s
historical connection status, including disconnection and reconnection times.

0o
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3-3-3. Designated Gateway Group

The 3100-6GT-I provides a line load balancer function, treating each outbound line as a WAN-type
connection. Based on the selected load balancing mode and assigned weights, network traffic is distributed
across the lines accordingly.

By clicking the “Add” button, a new outbound gateway group can be created. Administrators may
configure multiple groups as needed, making them available for selection in [Policy].

*  [Group Name]: A descriptive name for the outbound line group, e.g., WAN-ALL or All External
Networks.

* [Load Balance Mode]: Defines how network traffic is distributed. Four modes are available:

1. Session: Distributes traffic based on session weighting. For example, if Line A has weight 1 and
Line B has weight 2, then one-third of the sessions go to Line A and two-thirds go to Line B.

2. Source IP: Distributes traffic based on the source IP address. Sessions from the same source IP
always follow the same path.

3. Destination IP: Distributes traffic based on the destination IP address. Sessions to the same
destination IP always follow the same path.

4. MINFIRST: Distributes traffic according to the actual load of each line, assigning more traffic to
less-loaded interfaces.

* |Line break check]: Specifies the interval (in seconds) to check line availability, used as the basis for
line switching.

* [Designated Gateway]: Lists the outbound lines and their assigned weights included in this group. All
gateways configured under [Designated Gateway] appear here for selection.

*  [Weight]: Defines the load capacity assigned to each outbound line. For example, if Outbound Line A
is assigned weight 1 and Outbound Line B weight 10, the 3100-6GT-I will allocate 1/11 of the traffic
to Line A and 10/11 to Line B.

3-3-4. Default Gateway

When no outbound line is configured and no destination IP address is defined in the static routes, packets to
those destinations cannot be delivered and will be discarded. To avoid this, a default gateway should be
configured on the 3100-6GT-I. All traffic destined for undefined routes will be forwarded to this default
gateway.

In addition to the default gateway, in a multi-WAN environment, a backup gateway can be configured. If
the default gateway goes down, traffic will automatically switch to the backup gateway.

* [Detection Frequency]: Defines how often (in seconds) the system checks the availability of the
default gateway. The default value is 10 seconds.

*  [Default Gateway]: The IP address of the default gateway. All traffic to destinations not defined in
the routing table will be forwarded to this gateway.

* [Interface]: Specifies which interface the default gateway belongs to. The system lists all available
interfaces for selection.

*  [Assign Internet IP]: When an interface has multiple IP addresses, specify which one will be used as
the NAT translation address. Either an existing interface IP or a custom-defined IP may be selected.
(See Figure 3-8)
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§ Netwerk > Route EUIEH

Stz Routing | Designated Catewy |

|+ Add Default Gateway :

. — .
Default Gateway Dynamic routing

Default Getway
Interface & WANL (WANL) ~

Assign intermel ip ® Auto Defing

Figure 3-8

[Line Detection Setting] are used to verify whether the device can access the Internet through the specified
gateway. Three detection modes are available: ICMP, ARP, and DNS. The system periodically sends
packets of the selected type to the designated detection IP address and checks for a response.

If no response is received, the device determines that the gateway is down and automatically switches to
the next backup gateway. For example, if ICMP is selected and the detection IP address is 8.8.8.8, the
system will periodically send ICMP (PING) packets to 8.8.8.8 to verify connectivity. (See Figure 3-9)

t. Line Detection Setting :
Line Detection Method ICMP

Delected IP Address ( If the field i1s left blank, it will be filled with gateway IP )

Figure 3-9

3-3-5. Dynamic Routing

The 3100-6GT-I supports the RIP dynamic routing protocol. By specifying the interface and route update
interval, the device can learn all routing information and make it available to the system.

* [Interface]: Select which physical interfaces should enable RIP routing protocol. Multiple interfaces
can be selected.

e [Update Period]: The interval at which the routing table is updated. Default is 30 seconds,
configurable from 30~3600 seconds.

* |[Timeout]: Defines how long a route remains valid before being considered expired. Default is 180
seconds, configurable from 30~3600 seconds.

All learned routes are displayed in the [Dynamic Routing List].
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3-4. VLAN (802.1Q)

VLAN 802.1Q is a fundamental feature in switches, allowing the segmentation of internal networks into
several independent subnetworks. Each segment operates independently without interfering with each other.

For example (see Figure 3-10), Switch-A connects to three different subnets: 192.168.1.0/24,
192.168.2.0/24, and 192.168.3.0/24. Three VLAN IDs are configured on Switch-A: 10, 20, and 30.
Computers within the same VLAN ID can communicate with each other. However, devices in different
VLAN IDs cannot communicate until routing is configured on Switch-A or an upstream network device.

When network packets are sent from Switch-A to the 3100-6GT-I, the device needs to disassemble and
assemble these VLAN-tagged network packets to determine their next destination. This chapter explains
how to disassemble VLAN ID settings. The 3100-6GT-I supports up to 4064 VLAN IDs.

. Switch-A

/\\

Vlan id :10
192.168.1.1/24

Vlan id:30

Vian id:20
192.168.2.1/24

192.168.3.1724

Figure 3-10

Click the “Add” button to create a new VLAN. Before adding, ensure that the connected switch has been
configured with the same VLAN ID and network segment. The network segment may include either IPv4
or IPv6 addresses. If the VLAN ID and network segment do not match the settings on the peer switch,
packets cannot be properly encapsulated/decapsulated, resulting in loss of connectivity. (See Figure 3-11)

*  [Name]: The default VLAN name is “VLAN” and cannot be modified. Different VLANSs are
distinguished by their IDs.

*  |[Enable]: Determines whether this VLAN ID is active. Administrators can pre-configure VLAN IDs
and selectively enable them when needed.

*  [Interface]: Specifies which Zone the new VLAN belongs to. The 3100-6GT-I lists all available
Zones for selection.
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*  [MTU]J: Defines the maximum packet size in bytes. Default is 1500, configurable from 1400~1500.

* [VLAN ID]: Assigns a unique numeric identifier to the VLAN. VLAN IDs must not be duplicated on
the same 3100-6GT-I. The valid range is 1~4064.

e [IPv4]: Defines the [Pv4 addresses and subnets assigned to this VLAN ID. Enter one subnet per line.

Example: 192.168.1.0/24.

¢ [IPv6]: Defines the IPv6 addresses and subnets assigned to this VLAN ID. Enter one subnet per line.
Example: 2001:b030:9999:abcd::1111/64.

*  |Visit Control]: Specifies whether the interface for this VLAN ID accepts SNMP queries and ICMP

replies.

i Metwork

+ Add VLAN(BDZ10) :
Nams

Enabje

Interface o

MTL

VLANID

1Pw4
1P

Comment
Visit Control

Enable Visil

> VLAN(BDZ. 10}

VLAN
LAN (LAN) =
1500 (1400 = 1500)
30 {1 = 4004)
19216810 2052552000 (724~

20016030 9999 abod 111 (64)

SHMP Ping

Figure 3-11

After configuring the VLAN ID and network segment, the 3100-6GT-I lists all VLAN IDs along with their
assigned IP addresses and current status. A green “enabled” icon indicates that the VLAN ID is active,
while a pause icon indicates that the VLAN ID is currently disabled. To change the status, select the VLAN

ID to be modified and check “Enable”.

Once configuration is complete, the 3100-6GT-I can receive VLAN IDs from downstream switches. The
device decapsulates these VLAN-tagged packets and forwards them to the destination network based on the
routing configuration. Similarly, packets received from the destination network are encapsulated with the
appropriate VLAN ID and sent to the corresponding VLAN.

0o
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3-5. PPPoE

In WAN connections, PPPoE is a common dial-up method, and the 3100-6GT-I supports standard PPPoE
functionality. Regardless of whether they are in the same or different zones, multiple PPPoE accounts can
be configured for each zone.

Clicking “Add” button and begin adding a PPPoE account. Before adding, ensure that the PPPoE account
and password are ready, and confirm which Zone and Port the PPPoE connection is connected to. The
3100-6GT-I currently supports up to nine PPPoE accounts. (See Figure 3-12)

| Network > PPPoE

| » Add PPPoE :

MName

Enable

Interface WAN1 '{WHNI} b

Account

Password Show

MTU Define « | 1492 (1400 ~ 1492)
IPvE

Auto Set Designated Gateway B Defaull Gateway

- PPPOE Alive Detection

Line Detection Method ICMP ARP @ NONE Detected IP Address Remole address «
- Visit Control
Enable Visit SNMP Ping HTTPS

Firewall Protection
Firewall Frotection ltems SYN ICMP UDP Port Scan Sandstorm
Figure 3-12

[Name]: The system default name for a PPPoE connection is “PPPoE”. Administrators can assign any
number between 4001 and 4009, forming names like ppp4001 through ppp4009. If the naming
convention is not followed, the PPPoE account will not function properly.

[Enable]: Determines whether the PPPoE account is active. Administrators can pre-configure PPPoE
accounts and selectively enable them when needed.

[Interface]: Specifies which Zone the new PPPoE account belongs to. The 3100-6GT-I lists all
predefined Zones for selection.

[Account]: The PPPoE account name. Example: 75139012@hinet.net.
[Password]: The PPPoE account password (case-sensitive).
[MTU]J: Specify the maximum packet size that can pass through the data link layer, typically 1492.

[IPv6]: Specifies whether the PPPoE account supports IPv6 address allocation. By default, this option
is unchecked, and the PPPoE connection will only obtain an IPv4 address.

[Auto Set]: In PPPoE mode, to simplify configuration, selecting “Designated Gateway” and
“Default Gateway” automatically adds the settings, eliminating the need to configure them separately.
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¢ [Line Detection Method]: When the Zone is WAN-type, the system must check whether the line is
disconnected. Two methods are available: ARP and ICMP. At defined intervals, the 3100-6GT-I
sends ARP or ICMP packets to the configured Detection Server IP Address and determines the line
status based on the server’s response.

The default value is NONE. All detection results are logged, and by clicking the “Log” button in the
PPPoE List, administrators can view the historical status of the PPPoE connection.

e |[Visit Control]: Determines whether this interface accepts SNMP queries, ICMP responses, and
management interface login.

*  [Firewall Protection]: Specifies whether to enable firewall protection on this interface to prevent
attacks.

il

between enabling and disabling.

=]

failed connection. (See Figure 3-13)

2

Clicking on “Log” button in the “Detection” and “Log” sections respectively provides access to different
record information.

“Detection” shows whether the PPPoE connection to the Internet is functioning properly after successful
dial-up, while “Log” indicates whether the PPPoE account has passed authentication from the remote
PPPOE server.

Metwork > PPPoE o,

e
» PPPoE List
Hame Interfoce Name Enable Interface  Account | IPvE IP ] MASK Remote address MTU Connect State Connect ime Counter{berx) Reconnect Detection Log

VAN
Julia pppd 001 ¥ e Ehired ned D 1443 a Reaconnact Lag Log

| ]

+ Add o Edit. % Dl

Figure 3-13

Y
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3-6. IP Tunnel

IP Tunnel is a unique feature of the 3100-6GT-I. In addition to establishing VPN connections between two
3100-6GT-I devices, it can also build IP Tunnels with other gateways that support the IP Tunnel protocol.

Unlike typical gateways, once an IP Tunnel is established, the 3100-6GT-I can apply traffic control policies
to the packets within the tunnel. For example, only Web, SMTP, and POP3 traffic may be allowed
through the tunnel, while all other packets are denied.

The scenario for IP Tunnel operation

As shown in the network architecture diagram, the 3100-6GT-I is deployed at the central site, managing all
external network connections. Gateways or firewalls with IP Tunnel functionality are deployed at branch
sites. The basic requirement is that branch devices, such as POS systems or computers, can securely access
server resources at the central site—for example, accounting systems or ERP platforms. (See Figure 3-14)

Using IP Tunnels, such a network architecture can be quickly established and deployed. Furthermore, the
3100-6GT-I allows administrators to control which applications from each branch are permitted to connect
to the Internet or the internal network, while denying all other application services.

The advantage of centralized management is that administrators only need to manage a single 3100-6GT-I
to oversee the entire network, since all traffic—including that from the central site and all branch sites—
passes through it.

192168.2.1/24 192.168.3.1/24

Figure 3-14

To establish a new IP Tunnel

For each IP Tunnel created, the system automatically adds a virtual network interface. The default
naming convention for virtual interfaces is tunl + number (e.g., tunll, tunl2). The numbering starts at 1, so
the first IP Tunnel interface created will be tunli, the second will be fun/2, and so on.
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Once the tunnel is created, a corresponding static route is also automatically generated. This new static
route appears under [Network] > [Route] > [Static Routing], with the interface name labeled as tunl +
number.

Administrators can also specify a gateway under [Network| > [Route] > [Designated Gateway]. If the
3100-6GT-I is to function as the IP Tunnel Client (i.e., accessing the Internet through a remote IP Tunnel),
a Designated Gateway must be created, and administrators must define in Policy which services should
access the Internet through this tunnel.

Click the “Add” button to create a new IP Tunnel. Before adding, ensure that the remote peer’s WAN IP
address and the Tunnel subnet are prepared. (See Figure 3-15)

[Name]: Any descriptive name that makes the IP Tunnel easy to identify.

[Enable]: Determines whether the IP Tunnel is active. Administrators can pre-configure IP Tunnels
and selectively enable them when needed.

[Encryption Mode]: Specifies whether encryption should be enabled within the IP Tunnel. If enabled,
every packet passing through the tunnel is encrypted again. Three options are available:

B NONE: No encryption is applied.
B GRE: Packets are encrypted and decrypted using a GRE encryption key.

B [PSec: Packets are encrypted and decrypted using an IPSec encryption key. Administrators can
choose between 256-bit or 128-bit encryption strength.

[Remote IP Address]: The remote IP address with which the 3100-6GT-I establishes the IP Tunnel.
Example: 5.5.5.5.

[Local IP Address]: The IP address used by the 3100-6GT-I to establish the IP Tunnel. This must be
an address managed locally, typically a physical port IP bound under [Network] > [Interfaces].
Example: 192.168.189.169.

[Tunnel Interface Address]: The gateway address of the IP Tunnel for internal traffic. Packets sent to
this address are automatically forwarded through the tunnel to the remote side.

[Detection IP Address]: An IP address used to verify tunnel connectivity. The system periodically
checks this IP to detect disconnections, typically the remote gateway address of the tunnel.

[Detection Rate]: The time interval (in seconds) for performing line detection. Configurable from 1—
999 seconds.

[Encryption Scheme]: Appears only when IPSec is selected as the encryption protocol. Two modes
are available:

B High Security: Uses AES 256-bit encryption.
B Low Security: Uses AES 128-bit encryption.

[Key]: The pre-shared encryption password used for both GRE and IPSec tunnels. It can be any
combination of letters and numbers.

[MTU]: The maximum packet size in bytes. Default is 1480, configurable from 1400~1500. This
default value is smaller than the standard 1500 because IP Tunnels require an additional packet header.
If set to 1500, the extra tunnel header would exceed the standard MTU, causing packets to fail during
transmission.

0o
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| Network > IP Tunnel

-

& 1P Tunnel :
Name Shakespeare |
Enable
Encryption Mode ) None () GRE @ IPSec
Remote IP Address 111.100.1.2 |
Local IP Address 60.202087 |
Tunne! Interface Address 172.16.1.1 1255.255.255.0 (f24) v |
Detected IP Address 172.16.1.2 |
Detected Rate 5 | Sec (1-999)
| MTU 1480 | (1400~ 1500)

Figure 3-15
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3-7. Interrupt

The 3100-6GT-I uses multi-core CPU architecture to support its wide range of services. Since each
service and network interface generates different traffic loads, the system automatically allocates CPU
resources to each service by default.

However, in cases where certain network interfaces experience particularly heavy traffic, automatic CPU
allocation may result in imbalanced workloads—some CPUs becoming overloaded while others remain
underutilized. To address this, the 3100-6GT-I provides CPU Interrupt Service management, allowing
administrators to manually adjust system resource allocation.

After configuration, administrators can monitor each CPU’s real-time usage under [Status] > [System
Status] > [CPU Usage].

3-7-1. Hardware Interrupt

Based on the interrupt requests from physical interfaces, CPU resources are allocated accordingly. For
instance, when each network interface’s TX/RX issues an interrupt request, specific CPU services are
assigned. (See Figure 3-16)

§ Network = Interrupt

+ Hardware Interrupt Auto Config
Select All CPUO CPU1
Portd3 | Bridge1 )
Port4 | Bridgat )
LAN
WAN1
Figure 3-16

3-7-2. Software Interrupt

CPU resources are allocated based on interfaces already defined as Zones. When the load becomes
concentrated on a single CPU, the system uses software interrupts to allow other CPU cores to share the
workload. (See Figure 3-17)

i Network > Interrupt

Software Interrupt

| s Software Interrupt  Auto Config
Safect All CPUD CPUY
LAN re0
LAN_ tx-0
WAN1 .0
WANT -0
Bndpa1 -0
Bridget_te0
LANZ re-0
Figure 3-17
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Chapter 4. Policy

Policy is the core of the 3100-6GT-I. Every packet entering or leaving the device is controlled here,
including encrypted channels such as IPSec VPN tunnels, IP Tunnels, PPTP, and SSL VPN.

When a packet enters or exits an interface, it is evaluated sequentially against the policy rules from the top
down. Once the packet matches a rule, the defined action—allow or drop—is applied, and the packet will
not be checked against subsequent rules. If a packet reaches the last policy rule without matching anyj, it
will be denied.

Because rules are processed in order, their sequence directly affects how traffic is handled. Administrators
must carefully ensure that intended traffic matches the corresponding rule. To assist with verification, the
3100-6GT-I provides packet tracing logs and statistics mechanisms. Packet tracing logs allow
administrators to check whether a packet matched and passed through a rule. By clicking the statistics link

on a specific rule, the system opens a new window showing all inbound and outbound packets for that rule.

Each policy rule consists of three sections: Basic Setting, Policy (Extra Setting), and Firewall Protection.

In simple terms:

1. Basic Setting: Who is coming from where, through which path, and going to where.
2. Policy (Extra Setting): Inspection of carried content.

3. Firewall Protection: Whether it needs protection.

For IPSec VPN tunnels, since they are typically used in site-to-site VPN scenarios, the rules are

comparatively simpler and consist only of Basic Setting and Policy (Extra Setting).
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4-1. Security Policy

When entering the Policy menu, the 3100-6GT-I lists all rules that have been created. By default, it
displays all rules for every interface, with 16 rules shown per page. Administrators may specify to view the
policies for a particular interface.

The policy rules are organized into four tabs—OQutgoing, Incoming, Advanced, and SYN Protection. The
four tabs are explained as follows:

*  QOutgoing: Defines rules governing traffic from internal to external networks. For IP address
translation, only Routing and NAT are available. Routing is applied in Zone-to-Zone communication,
while general Internet access typically uses NAT.

* Incoming: Defines rules governing traffic from external to internal networks. For IP address
translation, the available options are IP Mapping, Port Mapping, and Server Load. These
mechanisms are used when directing external traffic into the internal network.

*  Advanced: Provides a more flexible rule set without distinguishing between inbound and outbound
directions. Administrators can freely define traffic rules. All translation options are available—
Routing, NAT, IP Mapping, Port Mapping, and Server Load. While this tab is the most powerful,
it is also the most complex.

*  SYN Protection: Provides defense against SYN-based connection attacks. Instead of simply blocking
by connection count, it evaluates SYN connection behavior, making it more effective for protecting
internal resources from external threats.

In cases of conflicting rules within tabs, the priority is as follows:
¢ Outgoing: Advanced > Outgoing

*  Incoming: SYN Protection > Advanced > Incoming

Icon Explanation

In the policy rules, icons are used to represent the action performed by each rule, allowing administrators to
quickly identify their functions. The icon descriptions are as follows:

Image | Name Description

003 Bandwidth Management | Bandwidth management functionality is enabled.

Activate a schedule to automatically execute rules within a set time
range.

Time Schedule

@

(@ URL Control URL control functionality is enabled.

Manage which applications, such as web, FTP, Skype, etc., are

- Application Control allowed.

(7] Virus Scan Control Web and FTP virus scanning.
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Image | Name Description

s Authentication Requires login credentials to connect to the internet.

£3 OPC OLE for Process Control

= Logging Control Logging for HTTP and email.

L‘E‘j' Bulletin Board Users must view the content of the bulletin board.

&l Gateway Specification Select which gateway to use.

o Protection Enable firewall protection.
FaNY" Any Protocol Any protocol including TCP/UDP/ICMP, etc.
N TCP TCP communication protocol.

ODP UDP UDP communication protocol.
FICIIP I (013 ICMP communication protocol.

B Permit pNQ;FtEf;:E?g mode, allowing packets that match the policies to
@ Deny Deny packets that match the policies from passing through.
il Pause Pause the operation of the policies.

4 Activate Activate the operation of the policies.

7 Modify Modify the content of the policies.

X Delete Delete the policies.
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Instructions for The Policy Page

Regardless of whether IPv4 or IPv6 is selected, the following items can be configured on this page: (See
Figure 4-1)

|| Pulicy » Security Policy (IIEN ~

at] Ttefesth Duslete all nides . Fern ounibsy Action w irtarface | AN i QJ
Moo fPoiicy Mame Eource interface Services Sounce Destination  Src Port Des Pom Acton| NAT Commuon industrial Protocod
i LAN K Aty A0 A B O LY
Fow LAN ECIH v 1Es 400 Ay [ SRC
1 LAMN Cane WRTPREEEET A [N SRC
W - LA CANT | Arwy My % SHT
Figure 4-1

[No.]: The 3100-6GT-I executes policies starting from the first IPSec policy. The order of evaluation
is critical in determining whether packets are allowed or denied. A smaller number indicates higher
priority.

To adjust priority, select the policy and assign a number. For example, if a rule with priority 5 needs to
be changed to priority 2, selecting 2 moves that rule to the second position, shifting the original
second rule to third, and so on.

[On/Off]: Toggles a policy rule between active and inactive. Clicking this icon suspends an active rule
or reactivates a suspended rule.

[NAT]: Defines the IP address translation mode. A blank field represents Routing mode, DST
represents Port Mapping, and SRC represents IP Mapping.

[Policy]: Specifies the advanced control items applied to the policy rule.
[Edit/Del]: Modifies or removes the selected policy rule.

[Statistics]: Number of packets and traffic volume entering and exiting each policy. Pausing and re-
enabling will reset the values to zero. Clicking the number will display detailed records of all network
packets that match this rule.

[Refresh]: Immediately refreshes the policy rule list.
[Delete All Rules]: Removes all policy rules, restoring the 3100-6GT-I to its initial state.
[Zero Counter]: Resets all numbers in the [Statistics] column for every rule, starting a fresh count.

[Interface]: Filters the interface policies by the selected network interface. Interfaces include physical
interfaces (ZONEQ, 1...), PPPoE, IP Tunnel, PPTP, and SSL VPN. By default, rules from all
interfaces are displayed.

When troubleshooting network issues, administrators may need to verify whether specific traffic has
entered the policies. The 3100-6GT-I provides a real-time packet session monitoring feature for this
purpose. By clicking the number in the [Statistics] column of a policy, the 3100-6GT-I captures inbound
and outbound packets and opens a new window for administrators to observe. (See Figure 4-2)

[Refresh]: The 3100-6GT-I automatically refreshes the packet session records every 3~30 seconds for
easier monitoring.



3100-6GT-I User Manual

* [Clear]: Deletes all session records and restarts logging and display.

*  [Time]: The timestamp when the packet passed through.

*  [SRC IP/Port]: The source IP address and port of the packet that matched the policy.

e [DST IP/Port]: The destination IP address and port of the packet that matched the policy.
*  [Protocol]: The communication protocol of the packet (TCP, UDP, or ICMP).

* [Packet Size]: Size of the packet for this connection, measured in Bytes.

* [Designated Gateway]: The outbound line used when traffic flows from inside to outside.

If shown as “-”, it indicates a TCP response packet from the remote side.
Packef Tracing Log ; (Rulg 1D 104) 30 Seconds v | Refresh W| 1/2 jumpte 1 Pageeverypage 16° | rows m
Timea SRC IP DSTIP Protocol  Packet Size | SRCPort  DSTPort Designated Gateway

2025-05-08 114610 Ba88 192168 1 100 ICMP 60 TYPE=0 CODE=0

2025-05-00 11:46:10 192 168 1 100 888 ICMP 60 TYPE=8 CODE=N lan-gwizomed]
20250509 11:46:10 2031098 202 192168 1.100 TCP 52 443 63548 :
2025-05-00.11:46:10 192.168.1 100 203 10,898 202 TGP 41 63545 A4 lan-gwizone0]
2025-05-00-11.46:09 3888 162168 1.100 ICMP &0 TYPE=0 CODE=D

Figure 4-2
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Combination of Policies

Each policy consists of three parts: Basic Setting, Policy (Extra Setting), and Firewall Protection. Except
for the required data in the basic setting section, the configurations in the other two areas are determined by
the administrator.

4-1-1. Outgoing

All internal-to-external network traffic is controlled here, while control of internal Zone-to-Zone traffic is
set in the Advanced section.

Clicking on the edit icon of a policy will take the administrator to the configuration screen to modify Basic
Setting, Policy (Extra Setting), and Firewall Protection setting.

A) Outgoing > Basic Setting

The source and destination for each policy are defined in the basic settings. To enhance management
convenience and readability, administrators can pre-define address tables, service tables, and
applications in “Object” for selection.

Apart from network interfaces, which need to be planned beforehand, other parts provide
customizable options for administrators to directly input information, such as IP addresses, network
Ports, etc. (See Figure 4-3)

». Basic Setting
Policy Name William
Source Inferface &) LAN (LAN) v Allow multiple selections
Assign Gateway WAN 189 ~
Network Address Translation NAT v
Assign Gateway 192 168 v

Pratocol ALL v
Source. & Any w hange To Define
Destination &3 Any « | Change To Deling
SRC Service Group User Defined | Port
DEST Service Group g User Defined ~| Port
Action Permit v

Figure 4-3

¢  [Policy Name]: The name of the policy rule. Administrators may enter any text in Chinese or
English for easy identification, e.g., Block Internet Access.

*  [Source Interface]: The 3100-6GT-I manages traffic based on interfaces/Zones, and all packets
entering or leaving a Zone can be monitored and controlled. Since this is an Outgoing policy, the
selectable Zones should be those from which internal traffic exits, including internal Zones as
well as client interfaces for PPTP, L2TP, and SSL VPN.

Network interfaces are divided into two types: physical interfaces and virtual interfaces. Any
physical interface or VPN interface (PPTP, L2TP, SSL VPN) added under [Network] > [Interface]
will automatically appear in the source interface options.
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[Assign Gateway / Network Address Translation]: Refer to the following section Outgoing >
Basic Setting > Assign Gateway and Network Address Translation for details.

[Protocol]: Four options are available—All, TCP, UDP, and ICMP. This specifies which type of
protocol the rule applies to. The default is All.

[Source]: Defines the source IP address that matches the policy. For interfaces (Zones), this
refers to IP addresses exiting from within the 3100-6GT-1. Two modes are available for
configuration: Option Mode and Define Mode. The default is Option Mode.

B Option Mode: The system automatically adds the following source IP addresses for
selection:

A. Internal Zone defined in [Network] > [Interface].
B. Address tables or groups created in [Object] > [IP Address].

C. IP addresses assigned in various VPNs, including PPTP servers, SSL VPN, and L2TP
assigned to remote users.

B Define Mode: Administrators directly input source IP addresses or MAC addresses.

[Destination]: Destination IP address to reach. For Outgoing policies, this is the [P address of
external networks. There are two modes for administrators to choose from: Option mode and
Define Mode. Default is Option mode.

B Option Mode: The system automatically adds address tables or groups already created in
[Object] > [IP Address] for selection.

B Define Mode: Administrators directly input destination IP addresses or MAC addresses.

Note: The 3100-6GT-I does not control different source and destination IP addresses within the
same interface (Zone). Its behavior is like that of a switch’s bridging function, where only
network packets entering and exiting interfaces (Zone) will apply policies.

[SRC Service Group]: Defines the restricted source ports. Three options are available: Default
Service Table, User Defined, or directly input port numbers. The 3100-6GT-I provides a default
list of common services (e.g., HTTP, FTP).

To simplify the number of policies, multiple services can be combined into a service group. All
such groups must first be defined in [Object] > [Service], after which they will appear as
selectable options. If User Defined is selected, the administrator must manually enter the port
number in the field provided.

Note: In an IPv4 environment, due to extensive use of PAT, the source port is often dynamic and
may be any value from 1~65535. Therefore, administrators should carefully consider whether to
specify a source port. If no group is defined, the default is All Ports.

[DEST Service Group]: Defines the restricted destination ports. Three options are available:
Default Service Table, User Defined, or directly input port numbers. The 3100-6GT-I provides a
default list of common services (e.g., HTTP, FTP).

To simplify the number of policies, multiple services can be combined into a service group. All
such groups must first be defined in [Object] > [Service], after which they will appear as
selectable options. If User Defined is selected, the administrator must manually enter the port
number in the field provided.

Note: In both IPv4 and IPv6 environments, the destination port corresponds to the network
service being controlled. For example, if only HTTP traffic is allowed, HTTP must be entered
here. If no group is defined, the default is All Ports.

aa
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* [Action]: Defines how packets that match the above conditions are handled. Two options are
available: Permit (allow the traffic) or Drop (drop the traffic).

Note: To use advanced features such as OPC or URL Filtering, the action must be set to “Permit”;
otherwise, the packet will be dropped and will not enter advanced processing.

B) Outgoing > Basic Settings > Assign Gateway and Network Address Translation

For packets that match the policy, specify which Designated Gateway they should be sent to.
Designated Gateway can be configured under [Network] > [Route] > [Designated Gateway| or
[Designated Gateway Groups].

* |[Assign Gateway]: Defines which gateway the matched packets should be sent to.

Administrators must first configure [Designated Gateway| or [Designated Gateway Groups]
under [Network] > [Route]. All routes defined in Designated Gateway or Designated Gateway
Groups are listed for administrators to select.

By default, the 3100-6GT-I uses “Default”, meaning that all network packets are forwarded to the
Default Gateway.

* [Network Address Translation]: Specifies whether packets passing through the interfaces
perform NAT/PAT or simple Routing. The available modes are described below:

(1) Routing:

When “Routing” is selected, the source IP address of packets passing through the interfaces
remains unchanged. In this case, the device operates as a pure Layer 3 router. Combined
with source and destination IP-based policies, this mode provides the functionality of a
standard Layer 3 core switch.

(2) NAT:

When packets are sent through an interface, they are translated into a specific IP address
using PAT (Port Address Translation) by default. If the “Assign Gateway” selection is
“Default”, the system automatically chooses the translation IP during PAT and lists all
available translated IP addresses. However, if administrators wish to specify the translation
IP, they cannot use “Default”.

When a specific gateway (rather than the default gateway) is selected as the outbound line,
NAT is performed, and administrators can choose which IP address will serve as the
PAT/NAT source address.

For example, if the IP address range 192.168.100.0/24 is configured under [Network] >
[Route] > [Designated Gateway]| > [Interface], any IP address within 192.168.100.0—
192.168.100.254 can be selected here.

If the outbound line selection is an [Designated Gateway Group], administrators can specify
which IP address each outbound line will use as the PAT/NAT source address. (See Figure
4-4)
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Assign Gateway Wi{liam w
Metwork Address Translation [ NAT v
WAN1EY NAT v || 192.168.189.58 v |

test(ppp4001)  NAT IP Masquerade

Figure 4-4

C) Outgoing > Common Industrial Protocol

In addition to controlling traffic by IP and service port numbers, the 3100-6GT-I also provides critical
control over industrial control protocols within OT environments. Specifically, it supports
management of Modbus/TCP traffic, such as device IDs and function codes. (See Figure 4-5)

e [Comment]: Add a description for this setting to make future reference easier.
* [Slave ID]: Enter the ID of the device to be inspected and filtered.

*  [Function Code]: Select the function codes to be allowed. For example, selecting Read function
codes will permit only Read-related operations to pass.

*  |[Address]: Enter the address number of the device to be inspected.

Only the fields with values entered will be evaluated. For example, if only ID and Address are
specified while others are left blank, packets that match these two values will be permitted,
regardless of function code.

* Modbus/TCP Edit
Function Code
1 Read Coils 2 Read Discrete Inputs 3 Read Holding Regislers 4 Read Input Registers
5 Write Single Col 5] Wite Single Register 15 Wiria Mulliple Coils 18 Wita Multiple Registers
Comment Slave 1D Function Code Address  Dal
Modbus 1 1 (D2 Bs @4 5 (e (s Clis 5
1 2 3 4 5 @ 15 16 hi
[ 3 4 5 G 15 16 (5]
1 2 3 4 5 i 15 18 B
1 2 3 dq 5 6 15 16 H
1 2 3 4 5 L 15 16 H
1 2 3 4 2 6 15 16 H
1 2 3 1 5 i 15 16 ]
00K
Figure 4-5
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D) Outgoing > Policy (Extra Setting)

For network packets that match the rules of the Basic Settings and have the Action set to allow, the
3100-6GT-I can perform more advanced actions, including scheduling, OPC, and virus scanning, etc.
Each item needs to be set in the corresponding Object in advance for the entire policy to take effect.
(See Figure 4-6)

». Policy
Schedule None w
QoS Mone ~

Max Concurrent Sessions for Each
Source |P Address

Authentication None ~
OPC None |
Max. Quota / Day(Per Source |P) None Bytes / Down | 0 KBytes (0:No Limit)
Action afler run out of the quota Add v
web blocking message. _EI_—]ULM _is used up for today
WEB(S) & Anti-virus
SMTP Record
POP3 Record
Figure 4-6

Each option includes an “Add” function. If the required item is not listed, selecting “Add”
automatically opens a new window for administrators to quickly create the item. For example, if a new
address object needs to be added but is not available in the selection list, clicking “Add” opens a
window to create the address object directly—without switching to [Object] > [IP Address].

*  [Schedule]: Create a schedule under [Object] > [Schedule]. The policy is only effective within
the defined schedule period. Outside of the schedule, the rule becomes invalid.

*  [QoS]: Create bandwidth limits under [Object] > [QoS]. The policy restricts traffic usage
according to the configured bandwidth.

*  [Max. Concurrent Sessions for Each Source IP Address]: Default is 0 (no restriction). When
set to a non-zero value, each source IP that matches the policy is limited to the specified
maximum number of concurrent connections.

*  [Authentication]: Create authentication groups under [Object] > [Authentication]. When
applied, traffic from the source IP to the destination IP triggers a login prompt, requiring user
authentication.

*  [OPC]: Create a group under [OPC] > [OPC Setting]. When applied, packets under this policy
are compared against OPC signatures, and the action (log or block) is determined by the OPC
configuration.

*  [Max. Quota / Day (per Source IP)]: Defines the daily upload/download quota for each source
IP under this rule. Default is 0 (unlimited). When the quota is exceeded, the action specified in
[Action after run out of the quota] is applied.

*  [Action after run out of the quota]: Defines how to handle packets once the quota is exceeded.
Two options are available:
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B Drop: Drops all packets beyond the quota. The user’s browser displays the message defined
in [Web Blocking Message].

B Continue to Run Next Policy: Forwards packets to the next policy rule for further
evaluation.

*  [Web Blocking Message]: Defines the message displayed in the user’s browser when access is
blocked due to exceeding the quota.

. [WEB(S)]: This function provides only the Antivirus option, which scans all HTTP/HTTPS
packets passing through the device to ensure secure web browsing.

*  [SMTP Record]: Configure items under [Mail Security] > [Filter and Log]. Currently, it
supports antivirus scanning for email. For detailed adjustments, use [Mail Security] > [Antivirus].

*  [POP3 Record]: When enabled, scans and logs email traffic on port 110 (POP3). Detailed
settings can be adjusted under [Mail Security] > [Filter and Log] > [Retrieve Mail Anti-Virus].

Note: The functions [WEB(S)], [SMTP Record], and [POP3 Record] apply globally across the
entire 3100-6GT-I. Policies cannot be customized per interface. Administrators can only enable or
disable these features. Once enabled, the same mechanism is applied system-wide.

Outgoing > Firewall Protection

For incoming packets, administrators can configure whether firewall protection is applied. Each policy
rule allows enabling or disabling firewall protection, as defined in the Protection Settings section. (See
Figure 4-7)

*  Firewall Protection
SYN Attack B3 1CMP Attack B UDP Attack & Port Scan B4 Sandstorm

Figure 4-7
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4-1-2. Incoming

All rules governing traffic from external sources into internal Zones can be configured here. For example,
if there is an ERP server inside the network that must be accessible from the outside, it can be defined in
this section.

There are three IP address translation modes: IP Mapping, Port Mapping, and Server Load. Each serves
a different purpose. In simple terms:

1. 1P Mapping: A one-to-one mapping between IP addresses.

2. Port Mapping and Server Load: One-to-many mappings between IP addresses.

A) Incoming > Basic Setting

[Policy Name]: The name of the policy rule. Administrators may enter any text in Chinese or
English for easy identification, e.g., ERP Server.

[Source Interface]: The 3100-6GT-I manages traffic based on Zones, and all packets entering or
leaving a Zone can be monitored and controlled. Since this is an Incoming policy, the selectable
Zones should be the external interfaces through which traffic enters. The system lists all external
network interfaces for administrators to choose from.

[Network Address Translation]: Refer to the following section Incoming > Basic Setting >
Network Address Translation for details.

[Protocol]: Four options are available—All, TCP, UDP, and ICMP. This specifies which type of
protocol the rule applies to. The default is All.

[Source]: The source IP address that matches the policy. For interfaces (Zones), this represents
the IP address from which traffic is entering the 3100-6GT-1. Two configuration modes are
available: Option Mode and Define Mode. The default is Option Mode.

B Option Mode: The system automatically includes the address objects or groups created
under [Object] > [IP Address], allowing administrators to select from them.

B Define Mode: Administrators directly input source IP addresses or MAC addresses.

[Destination]: Destination IP address to reach. For Incoming policy rules, this refers to the
internal network IP addresses. Two configuration modes are available: Option mode and Define
Mode. Default is Option mode.

B Option Mode: The system automatically provides the following source IP addresses for
selection:

A. Internal Zones defined under [Network] > [Interface].
B. Address objects or groups created under [Object] > [IP Address].
B Define Mode: Administrators directly input destination IP addresses or MAC addresses.

[SRC Service Group]: Defines the restricted source ports. Three options are available: Default
Service Table, User Defined, or directly input port numbers. The 3100-6GT-I provides a default
list of common services (e.g., HTTP, FTP).

To simplify the number of policies, multiple services can be combined into a service group. All
such groups must first be defined in [Object] > [Service], after which they will appear as
selectable options. If User Defined is selected, the administrator must manually enter the port
number in the field provided.

0u
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Note: In an IPv4 environment, due to extensive use of PAT, the source port is often dynamic and
may be any value from 1~65535. Therefore, administrators should carefully consider whether to
specify a source port. If no group is defined, the default is All Ports.

* [DEST Service Group]: Defines the restricted destination ports. Three options are available:
Default Service Table, User Defined, or directly input port numbers. The 3100-6GT-I provides a
default list of common services (e.g., HTTP, FTP).

To simplify the number of policies, multiple services can be combined into a service group. All
such groups must first be defined in [Object] > [Service], after which they will appear as
selectable options. If User Defined is selected, the administrator must manually enter the port
number in the field provided.

Note: In both IPv4 and IPv6 environments, the destination port corresponds to the network
service being controlled. For example, if only HTTP traffic is allowed, HTTP must be entered
here. If no group is defined, the default is All Ports.

*  |[NAT]: When enabled, the source IP address in the rule is translated into an internal IP address,
typically the IP bound to the internal interface. This option is useful when internal servers restrict
access based on source IP addresses (allowing only internal users). To enable external access
without modifying server policies, administrators can enable NAT in the policy.

* [Action]: Defines how packets that match the above conditions are handled. Two options are
available: Permit (allow the traffic) or Drop (drop the traftfic).

Note: To use advanced features such as OPC or URL Filtering, the action must be set to “Permit”;
otherwise, the packet will be dropped and will not enter advanced processing.

B) Incoming > Basic Setting > Network Address Translation
1. Mapped IP

In [Network] > [Interface] > [WAN] > [IP Address / PPPoE], an external IP address can be
mapped to the actual internal service IP address. This is a one-to-one NAT address mapping
mechanism.

For example, if 192.168.1.200 is configured under [WAN] > [IP Address / PPPoE], and it maps to
the internal IP 10.10.1.200. When an external user accesses 192.168.1.200, all packets are
automatically translated to 10.10.1.200.

To illustrate the setup of IP Mapping based on the example above:

(1) In the policy’s [Basic Setting] > [Network Address Translation], select “Mapped IP”, then
enter the internal IP address 10.10.1.200 in the field.

(2) Choose ANY for [Source]. If restricting the source network segment, select the IP set already
configured in the address table or click the “Change To Define” button to input the restricted
source IP.

(3) Choose the IP address 192.168.1.200 already set in [Network] > [Interface] > [WAN] > [IP
Address / PPPoE] for [Destination] or click “Change To Define” to input the external IP address
directly.

(4) Also, make sure to check [Source] and select the correct source interface to allow external
connections.
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2. Mapped Port

Port Mapping is a one-to-many NAT technology that redirects an external IP address to different
internal service hosts based on different service ports.

Similar to IP Mapping, Port Mapping also requires the selection of the source interface. If the
source interface is not set, access is denied. In theory, a legitimate IP address can be assigned to a
maximum of 65,535 internal IP addresses.

After selecting “Mapped Port” and clicking the “Edit” button, a new window will appear, where
the IP address set in this setting is the internal IP address and port number. (See Figure 4-8)

*  Mapped Port Edit

Comiment Prodoool Cvigmial DEST Port DNAT 1P Address DNAT DEST Port WaE Dl
Masier TCR ~ HTTP w | Prort B0 1090 1. 200 a0 HTTP «| k3
FTP TCP. » FTP » | Port 21 10:10 1. 100 21 HTTP « | k4
DNS TCP: ~ DHS v Port |53 10.10.1:50 53 HTTP ~| E3

Figure 4-8

For example, in [WAN] > [IP Address / PPPoE], an external IP address is defined as
192.168.1.200. The server 192.168.1.200 provides three services externally: WEB, FTP, and DNS.
These three services correspond to different internal hosts: 10.10.1.200, 10.10.1.100, and
10.10.1.50, respectively.

In the Port Mapping modification table, enter the following in the “DNAT IP Address” field:
A. 10.10.1.200 / Destination Port: 80

B. 10.10.1.100 / Destination Port: 21

C. 10.10.1.50 / Destination Port: 53

The “DNAT DEST Port” generally matches the “Original DEST Port,” but it can be set differently.
If set differently, the internal and external port numbers will not be the same.

Additionally, in the basic setting:
(1) Check [Source Interface] and select the correct source interface to allow external connections.

(2) Choose ANY for [Source]. If restricting the source network segment, select the IP set already
configured in the address table or click the “Change To Define” button to input the restricted
source IP.

(3) Choose the IP address for [Destination]. Based on the example above, select 192.168.1.200.

Server Load Balance

The 3100-6GT-I can perform server load balancing, which distributes a service across two or
more internal servers. Based on the configured weight or service mode, traffic is distributed to
different servers accordingly. Similar to IP Mapping, load balancing also requires selecting the
Source Interface; traffic cannot enter if the source interface is not defined.

When Server Load Balancing is selected and the “Edit” button is clicked, the 3100-6GT-I opens
a new window where administrators can define which IP addresses and services are included in the
load balancing task.
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For example, the picture below shows how the Web service on 192.168.1.200 is distributed across
two internal servers, 10.10.1.100 and 10.10.1.200, according to the configured weight. (See Figure
4-9)

Server Load Balance Edit

Criginal DEST Port User Defined v | Port
DNAT Mode [BYRR v
By RR
Commant By IP IAT IP Address DNAT DEST Port Weight Dt
Master-WEB W10 1.100 80 1 (X
Secondary-WEB 10.10.1.200 80 1 By
1 X
Figure 4-9

First, confirm the original destination port. Administrators may either select an item from the
Service Table or manually enter a TCP port. Since the server load balancing mechanism
distributes traffic based on each service, a separate mapping entry is required for each port.

Two distribution modes are available: Sequential Round Robin and By Source IP. Both modes
incorporate the concept of weight to allocate traffic across translated IP addresses:

(1) Sequential Round Robin: Connections are assigned sequentially to backend IP addresses
based on weight. For example, if 10.10.1.200 has weight 1 and 10.10.1.201 has weight 2, the
first connection goes to 10.10.1.200, the second and third to 10.10.1.201, the fourth to
10.10.1.200, the fifth and sixth to 10.10.1.201, and so forth.

(2) By Source IP: Connections are distributed according to the source IP address. For example,
the first source IP is assigned to 10.10.1.200, the second and third source IPs are assigned to
10.10.1.201, and so on.

Additionally, administrators must select the [Source]. By enabling all listed source interfaces,
traffic from all external users can be allowed. In this case, set the [Source] to ANY. If restrictions
are required, a specific source IP address can be entered.

For the [Destination], select the corresponding IP address. In the above example, this would be
192.168.1.200. The system automatically lists the IP addresses configured under the [Address
Table] for selection, or administrators may click [Change To Define] to manually enter the
external IP address.

Incoming > Common Industrial Protocol

Similar to the Outgoing policies for industrial protocols, the 3100-6GT-I not only controls traffic
based on IP addresses and service ports, but also supports management of industrial control protocols
within OT environments. Through this feature, the 3100-6GT-I can restrict Modbus/TCP packets,
allowing only those that match the defined settings to pass, while all others are blocked. (See Figure 4-
10)

* [Comment]: Add a description for this setting to make future reference easier.
* [Slave ID]: Enter the ID of the device to be inspected and filtered.

*  [Function Code]: Select the function codes to be allowed. For example, selecting Read function
codes will permit only Read-related operations to pass.

*  |Address]: Enter the address number of the device to be inspected.
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Only the fields with values entered will be evaluated. For example, if only ID and Address are
specified while others are left blank, packets that match these two values will be permitted,
regardless of function code.

*. Commeon Industrial Protocol

Modbus/TCP Edit
@ Mozi
O I_D.n. 192.168.186.95:1 744 3/Program/Rule/Outgoing. Modbus_Edit.php —
* Modbus/TCP Edit
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QoS =
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Source I Comment Slave D Funchion Code Address | Del
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Figure 4-10

Incoming > Policy (Extra Setting)

For network packets that match the rules of the Basic Settings and have the Action set to allow, the
3100-6GT-I can perform more advanced actions, including scheduling, OPC, and virus scanning, etc.
Each item needs to be set in the corresponding Object in advance for the entire policy to take effect.

Each option includes an “Add” function. If the required item is not listed, selecting “Add”
automatically opens a new window for administrators to quickly create the item. For example, if a new
address object needs to be added but is not available in the selection list, clicking “Add” opens a
window to create the address object directly—without switching to [Object] > [IP Address].

*  [Schedule]: Create a schedule under [Object] > [Schedule]. The policy is only effective within
the defined schedule period. Outside of the schedule, the rule becomes invalid.

*  [QoS]: Create bandwidth limits under [Object] > [QoS]. The policy restricts traffic usage
according to the configured bandwidth.

*  [Max. Concurrent Sessions for Each Source IP Address]: Default is 0 (no restriction). When
set to a non-zero value, each source IP that matches the policy is limited to the specified
maximum number of concurrent connections.

*  [OPC]: Create a group under [OPC] > [OPC Setting]. When applied, packets under this policy
are compared against OPC signatures, and the action (log or block) is determined by the OPC
configuration.

*  [SMTP Record]: Configure items under [Mail Security] > [Filter and Log]. Currently, it
supports antivirus scanning for email. For detailed adjustments, use [Mail Security] > [Antivirus].

For the features [SMTP Record] and [OPC], the same rule set applies across the entire 3100-
6GT-L. It is not possible to customize rules per interface. Administrators can only enable or
disable these functions, and once enabled, the same mechanism is applied system-wide.
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[WAF]: Under [WAF] > [WAF Setting], administrators can select the items to be scanned and
then configure monitoring on web ports 80 or 443. For more details, refer to Chapter 9: WAF.

F) Incoming > Firewall Protection

For incoming packets, administrators can configure whether firewall protection is applied. Each policy
rule allows enabling or disabling firewall protection, as defined in the Protection Settings section.

4-1-3. Advance

Advanced policies are essentially a combination of Qutgoing and Incoming policies. The main
configuration difference compared to 4-1-1. Outgoing and 4-1-2. Incoming lies in the settings for Assign
Gateway and Network Address Translation. Please refer to B) Advance > Basic Setting > Assign
Gateway / Network Address Translation. (See Figure 4-11)

A) Advance > Basic Setting

[Policy Name]: The name of the policy rule. Administrators may enter any text in Chinese or
English for easy identification, e.g., ERP Server.

[Source Interface]: The 3100-6GT-I manages and controls traffic based on interfaces (Zones).
Since Advanced policies cover both Outgoing and Incoming traffic, the selectable Zones include
both internal (for outgoing) and external (for incoming) interfaces. The system lists all internal
interfaces, PPTP, L2TP, and SSL VPN clients, as well as external network interfaces, for
administrators to choose from.

[Assign Gateway / Network Address Translation]: Refer to the following section Advanced >
Basic Setting > Assign Gateway and Network Address Translation for details.

[Protocol]: Four options are available—All, TCP, UDP, and ICMP. This specifies which type of
protocol the rule applies to. The default is All.

[Source]: Defines the source IP address that matches the policy. For interfaces (Zones), this
refers to IP addresses going outbound from inside the 3100-6GT-I or inbound from external
networks. Two modes are available for configuration: Option Mode and Define Mode. The
default is Option Mode.

B Option Mode: The system automatically adds the following source IP addresses for
selection:

A. Internal Zone defined in [Network] > [Interface].

B. IP addresses assigned in various VPNs, including PPTP servers, SSL VPN, and L2TP
assigned to remote users.

B Define Mode: Administrators directly input source IP addresses or MAC addresses.

[Destination]: The destination IP address. For Outgoing policies, this refers to the external
network IP address; for Incoming policies, it refers to the internal network IP address. There are
two modes for administrators to choose from: Option mode and Define Mode. Default is Option
mode.

B Option Mode: The system automatically provides the following source IP addresses for
selection:

A. Internal Zones defined under [Network] > [Interface].

od
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B. Address objects or groups created under [Object] > [IP Address].

B Define Mode: Administrators directly input destination IP addresses or MAC addresses.

[SRC Service Group]: Defines the restricted source ports. Three options are available: Default
Service Table, User Defined, or directly input port numbers. The 3100-6GT-I provides a default
list of common services (e.g., HTTP, FTP).

To simplify the number of policies, multiple services can be combined into a service group. All
such groups must first be defined in [Object] > [Service], after which they will appear as
selectable options. If User Defined is selected, the administrator must manually enter the port
number in the field provided.

Note: In an IPv4 environment, due to extensive use of PAT, the source port is often dynamic and
may be any value from 1~65535. Therefore, administrators should carefully consider whether to
specify a source port. If no group is defined, the default is All Ports.

[DEST Service Group]: Defines the restricted destination ports. Three options are available:
Default Service Table, User Defined, or directly input port numbers. The 3100-6GT-I provides a
default list of common services (e.g., HTTP, FTP).

To simplify the number of policies, multiple services can be combined into a service group. All
such groups must first be defined in [Object] > [Service], after which they will appear as
selectable options. If User Defined is selected, the administrator must manually enter the port
number in the field provided.

Note: In both IPv4 and IPv6 environments, the destination port corresponds to the network
service being controlled. For example, if only HTTP traffic is allowed, HTTP must be entered
here. If no group is defined, the default is All Ports.

[Action]: Defines how packets that match the above conditions are handled. Two options are
available: Permit (allow the traffic) or Drop (drop the traffic).

Note: To use advanced features such as OPC or URL Filtering, the action must be set to “Permit”;
otherwise, the packet will be dropped and will not enter advanced processing.

| Policy > Security Policy LIEH

) B_asi: Setting
Policy Name
Source Interface (@ LAN (LAN) v Allow multiple selections
Assign Gateway Default ~
Metwork Address: Translation N.AT ¥
Masquerade Detail
Protocot AL
Source g Any » | Change To Dehine
Destination g Any v Change To Define
SRE Sarwca Gioup i User Defined > Port
DEST Service Group ig) User Defined v | Port
Action Permit ~

Figure 4-11
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B) Advance > Basic Setting > Assign Gateway and Network Address Translation

Designated Gateway can be configured under [Network] > [Route] > [Designated Gateway| or
[Designated Gateway Groups].

*  [Assign Gateway]: Defines which gateway the matched packets should be sent to.

Administrators must first configure [Designated Gateway] or [Designated Gateway Groups]
under [Network] > [Route]. All routes defined in Designated Gateway or Designated Gateway
Groups are listed for administrators to select.

* [Network Address Translation]: Selecting [Network Address Translation] displays the
available configuration items. Typically, the first consideration for creating a new policy is IP
address translation. In Advance, there are five applicable types: (See Figure 4-12)

(1) Routing: Commonly used for traffic control between internal Zones.
(2) NAT: Typically applied when internal Zones access external networks.

(3) IP Mapping: Maps an external IP address to a specific internal IP address, with all ports
translated together.

(4) Port Mapping: Maps a specific port of an external IP address to a specific port of an
internal IP address.

(5) Server Load Balance: Maps a specific port of an external IP address to two or more
internal IP addresses running the same service, such as web servers.

The five types in Advance settings have already been described in earlier sections. Please refer to:
4-1-1 Outgoing: Routing (1) and NAT (2).
4-1-2 Incoming: I[P Mapping (3), Port Mapping (4), and Server Load Balancing (5).

Note: Advance policies take precedence over both Outgoing and Incoming policies. If identical
rules are configured in both Outgoing/Incoming and Advance, only the Advance rule will take
effect.

:, Basic Setting

Policy Name
Source Interface g LAN (LAN) b Allow multiple selections
Assign Gateway Default ~
Matwork Addrass Translation | N;HT v |
Routing
_ NAT
Protocol Manoed 1P
Source @ Mapped Port ¥ | Change To Define

Server Load Balance

Destinaton & v | Change To Define

SRC Service Group. &) User Defined v | Port
DEST Service Group g} User Defined v | Port
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Figure 4-12
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Advance > Common Industrial Protocol

Refer to 4-1-1. Outgoing or 4-1-2. Incoming, section C) Common Industrial Protocol.

Advance > Policy (Extra Setting)

Refer to 4-1-1 Outgoing, section D) Outgoing > Policy (Extra Setting).

Advance > Firewall Protection

Refer to 4-1-1. Outgoing or 4-1-2. Incoming, section E) Firewall Protection.




3100-6GT-I User Manual
4-1-4. SYN Protection

Hackers often launch SYN Flood Attacks to overwhelm and disable servers. The 3100-6GT-I provides a
SYN Protection mechanism that shields backend servers from abnormal and excessive SYN requests,
ensuring that services remain operational. Since this mechanism protects backend servers, its configuration
is similar to Incoming policies, supporting three types of IP address translation: IP Mapping, Port
Mapping, and Server Load Balance.

How SYN Protection Works

The three-way handshake of TCP occurs when a client wants to establish a TCP connection with a server.
In sequential order, the client and server exchange information as follows:

1. The client sends a SYN packet to request a connection.
2. The server responds with SYN-ACK to acknowledge the request.

3. The client replies with ACK, completing the TCP connection. During an SYN attack, the client
does not respond with an ACK.

Hackers send a large number of SYN requests, consuming server resources and preventing legitimate TCP
connection attempts, ultimately causing a denial of service.

The 3100-6GT-I mitigates this attack by handling steps 1~3 itself. Only when the connection is verified as
legitimate will it be passed to the backend server. This ensures that the attack traffic is absorbed by the
3100-6GT-I, not by the protected servers.

Rule Application Modes for SYN Protection

The configuration is performed under [Network Address Translation]. Once selected, the interface
switches to SYN Protection settings. When creating a new policy, administrators typically begin with IP
address translation. The available modes include:

e Mapped IP: Maps an external IP address to a specific internal IP address, with all ports translated.

e Mapped Port: Maps a specific port of an external IP address to a specific port of an internal IP
address.

e Server Load Balance: Maps a specific port of an external IP address to two or more internal IP
addresses running the same service (e.g., web servers).

For explanations of these three options, please refer to Incoming > Basic Setting > Network Address
Translation.

The Policy (Extra settings) for SYN protection only includes [Schedule], [QoS], and [Max. Concurrent
Sessions for Each Source IP Address]. (See Figure 4-13)

+  Policy
Schedule Mone v
QoS None v

Max. Concurrent Sessions for Each
Source |P Address

Figure 4-13
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4-2. IPSec Policy

The configuration of IPSec policies is the same as other policy settings, except with fewer options and
without the need to select a source interface.

Explanation of IPSec Policy Display Page

When accessing the I[PSec policy section, the 3100-6GT-I lists all configured policies sequentially. Policies
for IPv4 and IPv6 are displayed separately. By default, the system displays IPv4 policies. To switch to IPv6,
click the IPv6 button at the top of the main menu, and the policy view will change accordingly.

Regardless of [Pv4 or IPv6 mode, administrators can adjust the following items on this page: (See Figure
4-14)

* [No.]: The 3100-6GT-I executes IPSec policies starting from the first policy. The order of evaluation
directly affects whether a packet is allowed or denied. To change a policy’s priority, select the policy
and assign a new number. For example, if the policy currently at priority 5 is changed to 2, it will be
moved to the second position, and the policy originally at priority 2 will shift to priority 3, and so forth.

¢  |On/Off]: The toggle button for enabling or disabling an IPSec policy. Clicking the icon will disable a
currently active policy, or enable one that is paused.

*  |[Edit/Del]: Allows modification or removal of the selected IPSec policy.

*  [Statistics]: Displays the number of packets and total traffic matching each policy. Resetting or re-
enabling a policy clears the counters. Clicking the numbers opens a detailed log of all packets that
matched the policy.

After configuring IPSec policies, this feature helps administrators verify whether packets are being
matched by the intended rule.

i Palicy IPSec Policy =

161 jumpte 1 wge svery page . 168 | m
No. | Policy Name Services Path Source  Destination Port Action| OnfOff Folicy Edit{ Del  Statistica(Packets/Bytes)
1 ae KLl  IPSec To| (PSec Any Any &, ¥ A | 979
e BTl ToPSec.  Any | IPSecAny 5 r el | 240

Figure 4-14

When troubleshooting IPSec network issues, administrators may need to verify whether traffic is being
matched by a specific policy. The 3100-6GT-I provides a real-time packet tracing log feature for this
purpose. By clicking the number shown under the [Statistics] column of an IPSec policy, the feature is
activated, and the 3100-6GT-I captures the incoming and outgoing packets. A new window will then open
to display the details for observation. (See Figure 4-15)

* [Refresh]: Updates the packet session records automatically every 3~30 seconds for easier monitoring.
*  [Clear]: Deletes all current session records and restarts packet capture and display.

* [Time]: The timestamp when the IPSec packet passed through.

*  [SRC IP/Port]: The source IP address and port that matched this [PSec policy.

e [DST IP/Port]: The destination IP address and port that matched this IPSec policy.

*  [Protocol]: The protocol used by the IPSec policy, such as TCP, UDP, or ICMP.
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*  [Packet Size]: The size of the packet in bytes.

* [Designated Gateway]: The outbound line used by the packet when going from inside to outside. If “-”
is displayed, it indicates that the packet is a TCP return packet from the remote side.

Packe! Tracing Log . (Rule 1D 108) 30 Seconds + | Refresh |  Clesar | 171 jumplo 1 Fage every page | 16 -m

Tima

DsTIP Profocol Packet Sixe SRC Port D5T Podt Designated Gateway

57 1648 1 P

L1ris] Mg

1
1
102
i
1
1

=P

TCH

TP

Top ey
Top B

AREL angg Crrdp)

Figure 4-15

Basic Settings

Each IPSec policy defines its source and destination in the Basic Settings. Since this mechanism applies

exclusively to IPSec VPN tunnels, one side of the source or destination will always be the IPSec tunnel.
(See Figure 4-16)

i Policy > IPSec Policy

|
IPSec Policy

» Basic Setting :
Policy Name VPN
Pratocol ALL ~
Path [ IPSec To v |
Source | IPSecTo  ange To Define
Destination i To IPSec v | Change To Define
Semvice Port or Group  User ETefir‘:Ed v Port
Action Permit
Figure 4-16

*  [Policy Name]: The name of the [PSec policy. Any combination of Chinese or English characters can
be used to make it easier to identify, for example, Block Internet Access.

*  [Protocol]: Three protocol options are available: All, TCP, and UDP. The default is All.
*  [Path]: Specifies the traffic direction, with two options: To IPSec and IPSec To.
To IPSec: From the internal network through the IPSec VPN tunnel to the remote site.
IPSec To: From the [PSec VPN tunnel into the internal network.
*  [Source]: Determined by the previously defined [Path]. For example:

If Path = To IPSec, the source network is the internal Zone IP address, and the destination network is
the IP address on the remote side of the IPSec tunnel.

If Path = IPSec To, the source network is the IP address on the remote side of the IPSec VPN tunnel,
and the destination network is the internal Zone IP address.

Cx
el
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B Option Mode: The system lists the address objects or groups that have been created under
[Object] > [IP Address], allowing administrators to select from predefined entries.

B Define Mode: Manually enter the source IP address or MAC address.
*  [Destination]: Determined by the previously defined [Path]. For example:

If Path = To IPSec, the destination network is the IP address on the remote side of the [IPSec VPN
tunnel.

If Path = IPSec To, the destination network is the internal Zone IP address.

B Option Mode: The system lists the address objects or groups that have been created under
[Object] > [IP Address], allowing administrators to select from predefined entries.

B Define Mode: Manually enter the destination IP address.

*  [Service Port or Group]: Defines which service ports are allowed through the [IPSec VPN tunnel.
There are three categories: Default Service Table, Custom Service Group, and User-Defined. The
3100-6GT-I provides a list of common services (e.g., HTTP, FTP).

To simplify policy management, multiple services can be grouped into one service group, which must
be defined under [Object] > [Services]. Defined objects will appear in the selection list, but
administrators may also manually specify port numbers.

Note: In both IPv4 and IPv6 environments, if no group is specified, all service ports are included by
default.

*  [Action]: Defines how packets matching the above criteria should be handled. Two modes are
available: Permit (allow the traffic) or Drop (drop the traffic)

Policy (Extra Settings)

For network packets that match the [Basic Settings] rules and whose action is set to Permit, the 3100-
6GT-I can apply the following three additional actions: Schedule, QoS, and NAT (only applicable when
the path is IPSec To) (See Figure 4-17).

* Policy :

Schedule Mone v
QoS None v
NAT

Figure 4-17

*  [Schedule]: Define a schedule under [Object] > [Schedule]. The IPSec policy will only be effective
during the defined schedule; outside the schedule, the policy becomes inactive.

*  [QoS]: Define bandwidth limits under [Object] > [QoS]. The entire policy will be subject to the
configured bandwidth limitation. If no bandwidth is defined, the policy uses the maximum available
bandwidth of the line.

* [NAT]: For packets entering the network interface through the IPSec VPN tunnel, NAT can be
applied. Once enabled, the source IP address of the packet is replaced with the internal IP address,
typically the one bound to the internal interface. This is useful when internal servers restrict access to
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specific source IP addresses (e.g., only allowing internal addresses). In such cases, instead of
modifying the server’s access rules, administrators can simply enable “NAT” in the policy.
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4-3. Example of Policy Application

Using a practical example and configuration steps, we will demonstrate how to apply the 3100-6GT-I’s
policies to monitor all network traffic.

In this case, a factory deploys the 3100-6GT-I to control traffic between different network segments. Based
on the environment, the network security architecture is divided into three major zones: Internal Office,
Remote Monitoring (Server Zone), and Factory Zone (including production and manufacturing).

The overall network architecture is shown below (See Figure 4-18).

Figure 4-18

a0



3100-6GT-I User Manual

Example of Network Zones and Management Requirements

No. | Network Connection

Management Requirement

Internal Office

Since the Office Area can connect to the external network, access to
the Remote Monitoring Area must be restricted. Only WEB (Port 80)

1 o . !
<> Remote Monitoring | connections are allowed, and OPC service must be enabled for the
connection.
Connections between the Factory Area and Remote Monitoring Area
) Remote Monitoring must be restricted by source. The system should validate whether the

<> Factory Area

connection behavior allows read/write operations and enable the
Modbus service.

Common Configuration

In this example, a 3100-6GT-I model with six Gigabit ports is used to demonstrate the requirements of
Example 1 and Example 2. All configurations are implemented in Bridge mode for traffic control and

filtering.

Interface | Ports

[Pv4 Address Description

LAN | I port (Portl)

192.168.1.0/24 | Used as the management interface

Bridge | 2 ports (Port2~Port3)

192.168.5.0/24 | Bridges the two zones and applies filtering policies

Alternatively, the Bridge can be configured on Port3~Port4. For the 3100-6GT-I, these ports also support
the Bypass function. When the system encounters a failure, network traffic will still pass through without
interruption. (Ports that support the Bypass function are displayed in [Network] > [Zone Setting].)

Step 1. Assign Physical Ports

In [Network] > [Zone Setting], assign physical ports and zones according to the requirements described

earlier. (See Figure 4-19)

v Zove State Disgram :

oo List 0 | Clich save afier camplating satiing. |

Irbarface imterface Hame
LAM Fonpgl
WiANT 2oy
Birdget AT
LA o)
AN Zoehr

barne Codor Prart
LA | | Fowd 1 y ra
WARY Pt 2 78
Bridgat iz] Fort 3.4 /8
LANZ = Part 5 28
LA | o B /8
Figure 4-19




Step 2. Configure IP Addresses for Each Interface (See Figure 4-20)

1.
2.
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In [Network] > [Interface], configure the IP address and subnet for each interface.

Newly created zones will automatically appear in the tabs at the top.

By default, new zones are set to OFF. They must be switched to STATIC, with the source interface
checked and the source network entered before saving. (When enabling Bridge mode, the LAN
Acceleration Mode must be disabled under [Configuration] > [Basic Setting] > [General Setting].)

If you wish to log in to the management interface through the Bridge interface, add the planned IP
address and subnet under [Interface]. Except for WAN-type interfaces, which require a default gateway,
other newly added zones can leave the default gateway field blank, as the configured IP address itself

serves as the gateway for that Zone.

Whether to enable [Visit Control] and [Firewall Protection] is determined by the administrator.

§ Mebtwork

Interface [ELTEN

«  Network interface settings

inferdace Mama Fones
WAL address 00:07:32:00:62:e6
Multiple port t%:nrh}r-

» Control packet in the region between the port

Matwirk Address Translaton

Enahlo

STATIC ~

MTU 1500

Intermel access via olher network nlerface

Source Interfaco

Source
{8x 192 168 50.0:24)

Ponid Part04

192.168.0.0/24

ARP Reply

Desmyrated Gateweay

# Visit Control

# Firewall Protection

B8 When e polcy routa is offing, execute ARP Reply

Mone v

ESave
+  IP Address 1/1 wmptle 1 | Page every page
Name P Mask Default Gateway
192 168 901 162 168991 2552552550

Figure 4-20

Step 3. Configure the Gateway (See Figure 4-21)

{ 1400 - 1500
16 TOA m
Managemant IP Edit / Delete

The 3100-6GT-I comes with a built-in database that is updated regularly, with online automatic updates
enabled by default.

1.

Go to [Network] > [Route] > [Designated Gateway] to configure the outbound connection.

2. If there are more than two connections, you can create a [Designated Gateway Group] to enable load

balancing.
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¢+ Add a designated gateway :

Mama [Outgolng

Dst IP 1168.95.192.1 (Example - 192 168 11 or 192 1681 0/24))
Gateway 651,22.22.254 ( Example - 192.168.1.1))

Interface & | WAN2 (WAN2) v

Line Detection Method | ICMP ~

Delact From 1 192.168.189.58 v

Detected IP Address ( I the field s left blank, it will be filled with gateway IP )
Detection Frequency |3 v | secs

Enabla Spare
Gateway

Figure 4-21

At this point, the entire network configuration of the 3100-6GT-I has been completed. The next step is to
configure each requirement accordingly.

cx
Cx
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4-3-1. Example 1: Restrict Connections and Enable OPC Service

Example 1: Restrict office network connections and enable OPC

Step 1. Configure OPC Risk Level Filtering (See Figure 4-22)

Go to [OPC] > [OPC Setting] and add an “OPC Filter Setting”.

OPC Filter Setting

Step 2. Configure Policy

+ Add OPC
Group Mame HighRiskBlock
Moda @ Basic Mode ) Advanced Moda
Risk Level Log Block

4 High Risk (28356)

# Medium Risk (7142)

i Low Risk (3803)

Bl Save
Figure 4-22

Create a new policy and configure it under the Advanced tab. Since earlier we set Port2~Port3 as a Bridge
interface (with Port2 connected to the office network and Port3 connected to the remote monitoring
network), the remote monitoring network will not actively connect to the outside.

Therefore, only one policy needs to be configured for the office network connecting to the monitoring
network (default behavior is to block all traffic) (See Figure 4-23).

| Policy > Security Policy IEH

'

. Basic Setting
Policy Name

sourca Interface ,J,

Assign Gatevway
MNetwork Address Transiation
Frotocol

Sourca '@
Oeshination g

SRC Service Group g
DEST Serice Group Q,

Action

Office / Cffice Area

| Bridge1 (Bridge1) v | Erorna] IPoros |1 Allow mutiple selections

Default ~
| Routing 2
(AL ~ Bestrict conmections by source and destination,
IP Address | 192.168.95.10 MAC Address Change To Oplions
IP Address | 192.168.99.100 Changa To Options
| User Defined ~ | Por o Bestrict access to spetific services at the destination.
HTTP v Potso |

Figure 4-23

In the Policy (Extra settings), expand and select the previously created OPC “HighRiskBlock™ (See Figure

4-24).

(o]
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None v
| HighRiskBiock v]

Up 0
Drop -
[Sorry, your traffic is used up for today.

KBytes ! Down 0 KByles (0. Mo Linit}

Anti-virus

® Remote ' Local

Figure 4-24

This completes the policy configuration (See Figure 4-25).

| Peticy > Security Poticy [ELIIH

) Refresh | Delote oll nules | | Zero counder | Action v interface: Al - Q T gl 1 Fage evory page
Mo Palicy Name Souite [ntarfacs Services Source Destination  Src Port Dos Port Action OnfON NAT Industrial Protocol Palicy
1~ Oifice B ) (PRt 162 168 00 10 192 168 09100 8 [ P e
v Factony Brdpo! (Partdy) EETEE Aavy Arvy g [ " o
Figure 4-25

16 wws BB
Edit ] Dol Statistics{Packeta/Bytes) |
78 0o
| 00

4-3-2. Example 2: Enable Modbus Monitoring and Restrict Connections

Example 2: Restrict connections between the remote monitoring network and the
factory network, while enabling Modbus to control permitted read/write actions. (This
example demonstrates the monitoring network retrieving data from the production network.)

Step 1. Configure Modbus Parameters

For demonstration purposes, Modbus is simulated using software tools. First, configure the related
parameters (ID: 1, Function Code: 03, Address: 0).

Since the monitoring area continuously pulls data from the production network, only one policy needs to be
set for this traffic direction, with the Read command enabled. (If write access is required, then enable the

related Write function codes.)

Modbus Slave/Modbus Poll simulator configuration (See Figures 4-26 and 4-27).
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Bt

iD=1.F=03

Alias|

N e e S T B

Slave Definig)

[smei

Focton: ObsdopRegaect) v | | Carcel |

sddewsy: |0 Protocol addmess. Eg. 40611 =10

O oy, [0 |

i
Rows

- 'I @ O 00 0100 O FeteOusnsy

Step 2. Configure Policy

Figure 4-26
ﬂ Medbus Poll = Mbpalit
(File Edit Cosnection Setup Functions Display Wisw  Window Help
DEES X|7 |- @ [0s051516172223[Tc e B % N
Eapbpely | Connection Setup X
Tx=2-Ern=2:1D0=1F=03:SR 3 —
Mo connechan mmm -
H Name| cooon | | {Modbas TGP/ L ]
o — o
3, o 2 RTU ASCT
| 4| L ‘Response Timeoist
: o oo Jine
7 S Delay Between Pols
il ¢ 20 [ms’
IP Addrass or Node Hama
(192.168.186.80 v]
E

Figure 4-27

Create a policy, specifying the connection direction and service port, then configure Modbus/TCP
parameters (See Figure 4-28).

O«
(@]
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Gutg-orng lﬁécmlnq Advance $Y“-Plﬂ!l¢tli:lﬂ '

+. Basic Satting

Source Interface @ | Bridge1 (Bridge1) v | EPorto3 |l IPorto4  Allow multiple selections
Assign Gataway Pﬂl_ﬁ_l_l_'|
Network Address Transtation 'Ru.rthg ¥ il
Protocol AL v
Source @ IP Address MAC Address | Changa To Options
Destination g IP Address | _jChange To Ophons
SRC Senvice Group @ (User Defined v | Pord - Wodlbus TCP uses port 502 by default.
_ - ' Change this setting if a custom port
DEST Service Group @ ILlser[ieﬁlwd wipods02 | o ey specificd.
Action | Permit: |

Figure 4-28

Industrial Protocol — Configure Modbus/TCP parameters (example allows only Function Code 3 - Read)

(See Figure 4-29).

+ Common Industrial Protocol

Modtues/ TCP
=[Comment] Slave ID Function Code(Value) Address=—
[] D1 Fonction:2 Address:0
& Meeiia Frabox 1
O & 192.155.135.9 T443/Programy/Rule/Outgoing Modbuos_ Edit.php oo =

+  Modbus/TCP Edit

| Function Code
1 Head Cols 2 Raad Drecrate Inputs a Read Holding Regsters 4 Resd Inpul Registers
5 WnieSmgeCol 6/ Wiile Single Regster 15 Write Multigle Colls 16 Wiile Multipla Registrs
' Enter parameters: Device TD [ Funetion Code | Address wumber,
Commant Slave D Function Code Address | Del
[ T ChzB3 a5 e s 116 o |
T4 D Oz D& Os Ce (J1s Chis = -
Figure 4-29
The policy is now complete (See Figure 4-30).
i rn:mmg_ Advance Ilﬂ?rm«.uun_
-
i“'ﬁhﬁfreﬂi"ﬂ'_"f_"" (Delete all ules, | Zero counter | (Actinn v Interface : (Al vI[SRC W@ [ el tLibmemsine i el o
|| No. |Policy Name Source interface, Services, _Source | Destination | Src Port Des Port Action OWO NAT industisl Profocel _ Policy Bt/ Del StatsticsiPackatsBytes;
[[fre] omes | Booged(Porod) ENEE 9952 169.99.10 192.168.99 100 = E » n 8
(2 w| Factory:  Bridged (Portdd) Aoy Any w| o @ | v [ 7B 010
I | mopBusTer:
Fadd  Gomener, Save.0). flunctiom Code (el Aodteas
i 1 e o
Figure 4-30
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After completing the setup, test with the Modbus simulation software. The client values can be retrieved.
The slave is configured with three values on the left. The Poll tool reads and displays the three values. It
has polled 6 times with Function Code 3 on the right (See Figure 4-31).

—_—

28 Modbus Slave - Mbslavet #1 Madbus Poll - Mbpalf
File Edit Connection Setup - Display View \Window Help | File Edit Cennection Setup Functions Display View Window Help
il = B Al Eo R E D& X M (S 07|05 06151617 22 23| TC ¥
ﬂ — . lV
ID=1F=03 Tx=86 Em=0 10 =1 F =03 SK = 1000ms
. M| 00000 H Nam

o first! 10 o

i second, 20 A 2

[2 . 2

ES o 3

4 o 4

5 @ 5|

6 . L

7 o i

ol 0 3

Figure 4-31

If Function Code 3 is removed from the policy and replaced with Function Code 2, the values will no
longer be retrievable (See Figure 4-32).

I Foficy » Sacurty Pobcy BOIN =~ - =

“Outgoing | coming | Advance | YW Protection

@ | Rotresn | | Doete o ruies | | Zeeocounter| | Action «|  interface: A0 w|[-5nC [\ RS s BRI o o ot m
Mo. Policy Hame Source interface Services  Sourcs | Destination | Sre Port Das Port Attion OnOH NAT Industrisl Profecel  Policy | Edin] Del Stafistica{PackataTytes)
1-]  Ofice | Bedget (Foeoy)| DTN 192 1659010 192,168 55100 " o | b o B ain

(2 %] Factory | Grdoet (Ponod) XD Ay Ay wi o v i3 0

=
+ 4dd Im
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Figure 4-32
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Chapter S. Object

The 3100-6GT-I adopts an object-oriented approach to manage the entire device. All objects or targets
must be predefined before being applied in policy rules to allow or deny traffic. In addition to the
traditional IP Address as a management object, elements such as Zones, interface addresses, routing tables,
and even designated gateways can also serve as objects.

The purpose of defining management objects is to make it easier for administrators to identify the intent
and usage of each policy when creating them. However, administrators may also choose not to define any
management objects in advance, and instead directly enter IP addresses and ports within the policies to
enforce control.

5-1. IP Address

The 3100-6GT-I supports both [IPv4 and IPv6 address modes. The blue buttons displayed above the menu
indicate the current mode. Biksd represents the IPv4 address mode being displayed/set, while

represents the IPv6 address mode being displayed/set. Clicking on the gray button (such as ) directly
switches the display and settings to the other mode.

These two buttons apply to the entire system, allowing for switching at any time. The settings interface will
switch to the selected IPv4 or IPv6 mode accordingly.

5-1-1. IP Address

Predefined IP Address Object make the creation of policies clearer and more straightforward. Each
address object can represent a single IP address, an IP subnet, or an IP range.

Assist

This feature only supports IPv4. Any device that has network packets passing through the 3100-6GT-I,
whether from the external or internal network, will be recorded by the system to help administrators build
address objects more easily.

By clicking the “Assist” icon, the system will display all detected computer names, IP addresses, and MAC
addresses, including fixed IP addresses obtained from the DHCP server. The administrator can simply
select the desired IP or MAC address and click the “Add” button, and the system will automatically add the
information to the address object. (See Figure 5-1)

§ Obj=ct = |P Address EIITE [
o Add 1o P Address List : | Define TP k4 O Search 111 juinpte 1 Pige every page 16 | rows m
Computer Nami IP Address MAC Address Get niatic IP address from DHCP Server,
1592 168.180.1 192 168.189.1 060 e85 08: 1d
192 168, 180, 10 192168, 189.10 58:11:22:%e: 3eldf
197,168,189, 12 192.168.180.12 2B 5e5: 0708
192 168,185, 16 192168, 18916 SB:E1: 239 300
Figure 5-1
.
Add Address Object

Click the “Add” button to create a new address object. There are six available creation modes, each serving
a specific purpose.

000
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. IP Address

This method supports both [Pv4 and IPv6. It identifies users based on their IP addresses and is suitable
for network environments where each device uses a fixed IP.

* [Computer Name]: A descriptive name for the IP address, e.g., “John’s PC.”

e [IP Address]: Enter the IP address, e.g., 192.168.1.1.

. IP and MAC Address

This mode is applicable to IPv4 only. It binds a user to both an IPv4 address and a MAC address.
Suitable for environments where each device either uses a fixed IP or receives a static IP via DHCP.
Note: There must be no Layer 3 router between the device and the 3100-6GT-I.

*  |[Computer Name]: A descriptive name for the IP address, e.g., “John’s PC.”
e [IP Address]: Enter the [Pv4 address, e.g., 192.168.1.1.
* [MAC Address]: The physical MAC address of the device, e.g., 00:01:02:03:04:05.

*  [DHCP]: In DHCP environments, the DHCP server can assign a fixed IPv4 address to the same
MAC address. Select this option if the device is assigned a static IPv4 address via DHCP.

. MAC Address

Applicable to IPv4 only. Identifies users based solely on their MAC address, regardless of IP address.
* [Computer Name]: A descriptive name for the MAC address, e.g., “John’s PC.”
* |[MAC Address]: The physical MAC address of the device, e.g., 00:01:02:03:04:05.

. IP/Mask

Supports both IPv4 and IPv6. Identifies a group of users within a subnet using an IP address and subnet
mask.

¢  [Computer Name]: A descriptive name for the subnet, e.g., “Engineering Department PCs.”
e [IP Address]: Enter the IP address, e.g., 192.168.1.1.
* [Netmask Mask]: Select the appropriate subnet mask, e.g., 255.255.255.0/24.

. IP Range

Supports both IPv4 and [Pv6. Identifies a group of users based on a range of IP addresses.
¢ [Computer Name]: A descriptive name for the range, e.g., “Engineering Department PCs.”
e  [Start IP]: Enter the starting IP address of the range, e.g., 192.168.1.1.

*  |[End IP]: Enter the ending IP address of the range, e.g., 192.168.1.100. This defines a pool of 100
IPv4 addresses for the engineering department.

. User-defined Domain

Supports both IPv4 and IPv6. Identifies a group of users by domain name. Suitable for external servers
or environments with valid domain name resolution.

*  [Computer Name]: A representative name for the domain, e.g., “John’s Home.”

*  [Domain]: Enter the domain information. Multiple entries can be specified, one per line.
Wildcards (*) are supported, e.g., *.example.com or example.com.*.

600
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5-1-2. IP Address Group

Each address object can represent a single IP address or an IP subnet. Multiple address objects can be
grouped into an address group. An address group may include both individual address objects and other
address groups. Click the “Add” button to begin creating an address group. (See Figure 5-2)

*  |[Group Name]: A descriptive name for the address group, e.g., “2F Computers.”

*  [All Members]: Displays all address objects that have been created. Administrators can select from
this list.

EE

* [All Other Groups]: Displays all previously created address groups. Administrators can select from
this list.

* |All Locations]: Provides a list of selectable address objects organized by location.

EE

* |[User-defined]: Manually enter entries that are not pre-defined.

| Object = 1P Address [[IIEH
¢ Add Group :

Group Name

£ All Mambers | ALL ¥

GQ Splact Moembers | ALL v
mandy

:@ All Oithesr Catewipes "'g, Satect Cihar Groups

Al Locations | ALL v Selected Locations | ALL w
[U5] United States of America i
[TW] Taiwan
[CN] China
[3P] Japan
[AD] Andosta

e

o o o

4 User-Defined

Figure 5-2
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5-2. Services

TCP and UDP protocols provide various services, each identified by a specific TCP port or UDP port
number—for example, TELNET (23), FTP (21), SMTP (25), and POP3 (110), among others.

The “Assist” section lists commonly used TCP/UDP services for quick selection. These built-in services
are predefined and cannot be modified or deleted.

Additionally, users can create custom services by specifying appropriate TCP and UDP port numbers in the
user-defined service list. When defining custom services, the client port range is typically set from 1024 to
65535, while the server port range can be 0 to 65535.

Note that services defined in the service list differ slightly from those defined at the application level. For
example, HTTP is defined in the service list as TCP port 80. However, not all traffic on TCP port 80 is
guaranteed to be HTTP, and HTTP traffic does not always use TCP port 80.

At the application level, HTTP is identified based on protocol behavior, regardless of source or destination
port. As a result, application-based service recognition provides more accurate protocol detection.

4 N

System administrators can create service groups under the [Services] >
[Service Group]. A service group consists of multiple services grouped under
a single name.

Using service groups significantly simplifies policy configuration. For example,
suppose there are 10 different IP addresses that need access to 5 different

services—HTTP, FTP, SMTP, POP3, and TELNET. Without service groups,
administrators would need to define 10 x 5 = 50 separate policies.

However, by grouping the services and referencing the group in the policy,
only one policy is needed to achieve the same effect.
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5-2-1. Basic Service
The 3100-6GT-I provides a basic service list that includes commonly used services and protocols. (See
Figure 5-3)
| Object = Services (.
Bask: Service | Skrvice Group
» Indusirial Service :
EtharCAT Eiharnat/P MODBUS DNP3
DNP3:-Sacure IEC-104 IEC-104-SEC IEC-B1850
MMS A 2 0 BACNet LonWerks
LanWorks2 PROFINET Citrx
» Basic Service :
ELEE ANy (ANY) BEE AFPoves TCP (546} B AL i5180) B aGP (1719)
KU DNS (53) FTP (21) Finger {74) [EIEGE GNUTela (6346)
Gopher (70) H323 (NetMesting) (1720 HTTP (i) = HTTRS (443
B 1o o0a) [ IKE (500) IMAR over SSL (503 WG IMAP (143)
L 1aent (113 B LoTP (1701) LOAP Adimin (3407} B LDae over SSL (836
LDAP (288) MSN Messenger (1663) NNTP (114) HITEE NTP(123)
B NTTP over SSL (560 23 PoP2 (109) POP3 tvar SSL(905) T Pora (o)
I PrTP (1723 B R (520) RLOGIN (513) R Reat Audso (TOTO)
SFTP{115) SMTP over SSL (465) SMTP {25 W SNMP (161)
EEEssH (22 I SYSLOG (514) WL TFTR (58) G Teinet (23}
Termiinal {339} I UucP (540 WNG (5600) B WIS (210)
B WINFRAME (1484) Yahoo (S060)
Figure 5-3

Service List Icons

3100-6GT-I User Manual

The following icons are used in the service list. These icons are standardized and apply throughout the
3100-6GT-I interface.

Icon

Introduction

"anT

Any service.

FTCP" TCP-based services include:
Gopher, ICQ, Ident, LDAP, NNTPoverSSL, PPTP, SFTP, SSH, Terminal, WINFRAME,
AFPoverTCP, FTP, H.323, L2TP, MSN Messenger, POP2, SMTPoverSSL, Yahoo, AOL,
Finger, HTTP, IMAPoverSSL, LDAP Admin, NNTP, POP3overSSL, RLOGIN, SMTP,
VNC, BGP, Gnutella, HTTPS, IMAP, LDAPoverSSL, POP3, RealAudio, Telnet, WAIS.
"OopP* UDP-based services include:

DNS, TFTP, NTP, SNMP, IKE, SYSLOG, RIP, UUCP, and others.
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5-2-2. Service Group

By default, when creating a new service group, 8 blank entries are provided. Administrators can begin
adding services sequentially starting from entry No. 1.

If more than 8 services are required, click “More” to add 4 additional blank entries. (See Figure 5-4)
*  [Group Name]: Identifies the name of this service group, e.g., “Mail Server.”
*  [Assist]: Select from the predefined service list.
¢ [Protocol]: Specify whether the service uses TCP, UDP, or a custom protocol.
¢  [Port (Start:End)]: Define the start and end port numbers used by the service.
1. Example: SMTP uses only TCP port 25 Y enter 25:25.
2. Example: POP3 uses only TCP port 110 Y enter 110:110.

FaNT"
I Objest > Services L—
=
[+ Add Bervice Group : :
Group Name Asmnt » More
Protocol Port { Start : End)
1 ®TCP uoe TCP & UDP Dievlin 25 25
®TCP ) LUDP TCP & UDP Defina 110 110
3 TCP @ UDP TCRAUDP Dafing 53 53
®TCP uUpP TGP &UDP Deflira
5 & TCP L UDP TCP & UDP Define
G & TCP uoe TCP & UDP Define
7 - TCP uDP TCPEUDP Diesfinee

8 ®TCP uDP TCP & UDP Define

Figure 5-4

Assist

When creating a new service group, click the “Assist” icon to display the service list built into the 3100-
6GT-1. Administrators can simply select the required services. Switching between Industrial Protocols,
TCP, UDP, or Other Protocols will list the corresponding available communication protocols. (See Figure
5-5)

*  [Industrial Protocol]: Includes commonly used industrial control protocols, e.g., EtherCAT, Citrix.
* |TCP]: Includes commonly used TCP-based services, e.g., SSL, HTTP.

¢  [UDP]: Includes commonly used UDP-based services, e.g., DNS, SNMP.

¢ [Other Protocol]: Includes less frequently used services, e.g., EGP, RDP.
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| Industrial Protocol v |

Industrial Protocal | ||EthernetP|| [ | |[MODBUS || ||[DNP3
s | [IEC-104 | |IEC-104-8EC]|| | ||[IEC-61850
UDP = i : —
| |[Axview 2.0{| | | ||BACNet [ ||LonwWorks
Others Protocol =
Figure 5-5

After the creation, the 3100-6GT-I displays a list of all defined service groups, along with their associated
port numbers. (See Figure 5-6)

» Service Group List : | Choose File | Mo file salecled Tt Egan | @ 1/1 pmplo 1 Pageeverypage 16 rows [EEN
Group Name
N Sacvet BRI 25110
|.'_.'...'-.‘ 33
FTPSarver 5201 540021
CMS 40000 40001
DEMOSSLVPH 2245
Figure 5-6
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5-3. Schedule

The 3100-6GT-I provides a scheduling function that allows system administrators to define time periods in
advance based on operational requirements. These schedules can then be applied to policies, enabling a
policy to take effect only during specified time periods.

The same policy can also be applied with different schedules, effectively creating two distinct policies to
meet different time-based control requirements.

Schedule List

The schedule configuration provides three modes:

1. Mode 1: Weekly cycle — define the active time range for each day.

2. Mode 2: Custom — specify custom start and end dates and times.

3.  Mode 3: Graphical — configure the schedule by selecting time blocks from a chart.
e [Schedule Name]: Identifies the name of this schedule, e.g., “Daytime Policy,” “Nighttime Policy.”
e [Setting Mode]: Three modes are available.

B Mode 1: Weekly cycle — define daily active time periods. Three options are available:
Disable, All Day, or Start to End Time. For example, if the start time is set to 00:00 and the
end time is set to 00:00, the schedule represents All Day. (See Figure 5-7)

¢+ Edit Schedule :

Schedule Name

Setting Mode ® Mode 1 ('Mode2 () Mode 3
Sunday Disable (' Allday @ Start Time [00:00; ~End Time |00:00
Monday Disable @ All day Start Time {D0:00|--End Time | 00:00

Tuesday ®) Disable All day Start Time |00:00] —End Time | 00:00
Wednesday @ Disable All day Start Tima |00:00 —End Time {]B:ﬂﬁ
Thursday @ Disable Al day Start Time (00:00 —End Time: | 00:00
Friday {® Disable All day Starl Time |00:00| —End Time .Dﬂ:ﬂﬂ:

Saturday @ Disable () All day Start Time | 00:00! --End Time | 00:00

Figure 5-7

B Mode 2: Custom — Administrators can configure a schedule to be effective during
specific dates. For example, a schedule can be set to start on September 8, 2025 and end on
September 16, 2025. (See Figure 5-8)

», Edit Schedule :

Schedule Name 1-5

Setting Mode Mode 1 @ Mode 2 Mode 3

Stari Time  2025-09-08 00 ~ |00 v End Time 2025-09-16 23 v |59

Figure 5-8
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Mode 3: Graphical — Administrators can define the active schedule by selecting time
blocks from a chart. Unlike Mode 1, multiple active periods can be set within the same day.

For example, Monday through Friday may be configured as 06:00-11:59 and 13:00-20:59,
while Saturday and Sunday are configured as All Day. (See Figure 5-9)

» Edit Schedule :
Schedule Mame 1-5
Setting Mode Cimode 1 O Mode 2 ® Mode 3

00.00- 0100 D Sefted | i TimeNow

Figure 5-9
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5-4. QoS (Bandwidth Management)

The 3100-6GT-I can manage the transmission speed of network service packets passing through interfaces.
By using pre-defined bandwidth tables, administrators can precisely control the upload and download
bandwidth for each policy across a Zone. With the concept of bandwidth priority, higher-priority packets
can be forwarded more quickly.

Two configuration modes are available:
1. Bandwidth management per policy.
2. Bandwidth management per source IP address within a policy.

Since bandwidth management is based on Zone interfaces that connect the entire network, it is necessary to
define the upload and download speeds for each Zone in advance.

For example, assume Zonel contains two physical ports—Port A and Port B—each with a link speed of 1
Gbps. If the bandwidth table assigns 10 Mbps for Internet access and this is applied per source IP address,
then regardless of whether traffic comes from Port A or Port B, any IP address within this Zone will be
limited to 10 Mbps upload and 10 Mbps download.

5-4-1. QoS Setting
Interface Speed Configuration

The maximum network speed for each interface is set here, including Zone Out (TX) and Zone In (RX)
traffic. Incoming network packets to physical ports are considered Zone In (RX) traffic, while outgoing
network packets from physical ports to downstream devices are considered Zone Out (TX) traffic.

This configuration works seamlessly in symmetric networks—such as internal LANs or switches—where
upload and download speeds are equal. However, in asymmetric WAN environments, the directions differ.

For WAN connections (e.g., ADSL), the bandwidth provided by the ISP for upload and download is
reversed relative to how the 3100-6GT-I perceives traffic. Therefore, when configuring Zone speeds in
such environments, administrators must carefully account for this directionality. (See Figure 5-10)

Enable Interface Paort Zone Out (TX) Flow Zone In (RX) Flow

LAN {LAN) Porl0 1024000 Kbps 1024000 Kbps
LANZ (LANZ) Port(2 1024000 Kbps 1024000 Khips
WIANT (WAka1) Fortd3 1024000 Kkfrs 1024000 Kbps
WANZ (WAN2) Por(4 1024000 Kbps 1024000 Kbps
WANA (WANA) Porls 1024000 Kbps 1024000 Kbps
WANT (WAN3) PortlG 1024000 Kbps 1024000 Kbps

Figure 5-10

By default, the 3100-6GT-I sets the upload and download speed of all Zones to 1 Gbps (1024 Mbps =
1,024,000 Kbps) and lists the physical ports included in each Zone.

Administrators can modify these speeds to match actual line conditions. Once saved, the configured speed
becomes the maximum bandwidth limit that can be applied when creating bandwidth tables.
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5-4-2. QoS List

Each configured QoS will be listed here for easy reference and management. Modifications and deletions
can also be made here.

Add QoS Rule
*  [QoS Name]: Identifies the name of the bandwidth table, e.g., “Daytime Internet” or “Evening
Access.”

e  [Priority]: When interface bandwidth is still available, the 3100-6GT-I allocates the remaining
bandwidth according to priority, allowing users to potentially reach their configured maximum
bandwidth.

*  [Setting Mode]: Two options are available: Basic Mode and Advanced Mode.
B Basic Mode

Bandwidth management is applied per Zone, regardless of how many physical interfaces the
Zone contains. For example, if each WAN line is configured as an independent WAN ZONE, this
mode is suitable. (See Figure 5-11)

| Cbject > QoS KL -

QoS List |

Add QoS Rule :
QoS Mame

Priority 2 1' v Salect Bandwidth Mode Pér Source”IP Based ~

Setling Mode ® Basic Mode Advanced Mode

Interface Zone Out {TX) Flow Zons In (RX) Flow
LAN (LAN) Min {0 Kbps {1-1024000) Min D Kbps {1~ IU'..?IIU{'J'{H
Max. |0 Khps (1~1024000) Max. |0 Khbps (1-1024000)
Min_ |0 Kbps (1-1024000) Min_ [0 s (1-1024000}
WANT (WANT) 3 st - K :
Max |0 Kbps (1-1024000) Max. |0 Kbps (1~1024000)
Figure 5-11

B Advanced Mode

Bandwidth management is applied per physical interface. For example, if three lines are grouped
into a single WAN Zone, selecting this mode allows each line to be managed individually. (See
Figure 5-12)
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i Object > QoS ELIEH =

'+ Add QoS Rule -

05 Mame
Priority g 1w Select Bandwidth Made Per Source IP Based v
Setting Made Basic Mode ® Advanced Mode
Interface Port Zone Out [TX) Flow Zone In (RX) Flow
Min (0 bps (1—=1024000) M Kbps (1-1024000)
LAN (LAN) Bor0 | Khp I in. [0 bps ( 000
Max |0 Kbps (1=1024000) Max |0 Kbps (1-1024000)
Min |0 Kbps (1-1024000) Min. |0 Kbps {1-1024000)
WANT (WANT) | Pori02 , _
Max. |0 Kbps {1=1024000) Max. |0 Kbps (1-1024000)
Figure 5-12

*  [Select Bandwidth Mode]: Two options are available: Per Policy Based and Per Source IP Based.

Per Policy Based

When a bandwidth table is applied to a policy, all source IP addresses (IPv4 or IPv6) that match
the policy share the same bandwidth limit defined in the table. This means the total bandwidth
available is divided among all matching users.

Example: If the bandwidth table is set to 10 Mbps upload / 10 Mbps download, and both
192.168.1.2 and 192.168.1.3 match the policy, then:

o 1f192.168.1.2 consumes 9.9 Mbps / 9.9 Mbps,
o 192.168.1.3 will only have 0.1 Mbps / 0.1 Mbps available.
Per Source IP Based

When a bandwidth table is applied to a policy, each source IP address (IPv4 or IPv6) that
matches the policy is allowed to use the full bandwidth defined in the table. This means every IP
address has its own allocation, independent of other users.

Example: If the bandwidth table is set to 10 Mbps upload / 10 Mbps download, and both
192.168.1.2 and 192.168.1.3 match the policy, then:

o 192.168.1.2 can use up to 10 Mbps / 10 Mbps,
o 192.168.1.3 can also use up to 10 Mbps / 10 Mbps.

Note: Administrators must carefully consider the number of IP addresses and the total allocated
bandwidth to avoid exceeding the maximum interface speed.

For example, if the policy covers 100 IP addresses and each is allocated 20 Mbps, the total possible
bandwidth is: 100 x 20 Mbps = 2000 Mbps = 2 Gbps

Since this exceeds an interface limit of 1 Gbps, the system may not be able to enforce bandwidth
distribution accurately.

[Interface — Minimum]: Select the interface where the QoS table will be applied. The system

displays the maximum available network speed. This setting defines the guaranteed bandwidth for
users under this policy when the 3100-6GT-I experiences network congestion.



3100-6GT-I User Manual

[Interface — Maximum]: The system displays the maximum available network speed. This setting
defines the maximum bandwidth a user under this policy can receive when the 3100-6GT-I is not
congested. Bandwidth is allocated based on priority.

O«
Ox¢
-



3100-6GT-I User Manual

5-5. Firewall Protection

This feature proactively detects and blocks attacker traffic—mitigating threats such as DoS, DDoS, UDP
flood, and similar attacks—to protect internal users.

Attacks do not always originate from outside; lateral/internal attacks also occur in real-world environments.
Volktek applies a “reasonable traffic and connection count” principle: a single host should not generate an
excessive number of simultaneous connections. If a host exceeds those reasonable thresholds, the
firewall-—combined with applicable policies—will block the excess connections.

Common Attacker Techniques (Denial-of-Service Attacks)

SYN Attack (SYN Flood)

A SYN Flood is a form of DDoS that exploits a weakness in the TCP handshake. The attacker sends a
large volume of spoofed TCP SYN requests, causing the target to exhaust resources (CPU or memory)
while waiting for handshake completion.

ICMP Attack (ICMP Flood)

ICMP (Internet Control Message Protocol) is used within the TCP/IP suite for control and diagnostic
messages. ICMP-based attacks send a large volume of ICMP traffic (for example, echo requests) to
overwhelm the target and disrupt service.

UDP Attack (UDP Flood)

Attackers send a large volume of spoofed UDP packets or UDP requests to consume the target’s
resources (CPU, bandwidth, or memory), resulting in service disruption.

Land Attack

Using IP spoofing, the attacker sends a stream of SYN packets to the target with identical source and
destination addresses/ports. The victim attempts to reply to itself (SYN-ACK to itself), which can
cause the system to malfunction or crash.

Smurf Attack

Named after the original exploit tool “Smurf,” this attack combines IP spoofing with ICMP echo
requests sent to broadcast addresses. Many hosts reply to the spoofed victim IP, amplifying traffic and
overwhelming the victim (an amplification/reflection effect).

Teardrop Attack (Teardown / Teardrop)

Exploits flaws in IP fragment reassembly. The attacker crafts overlapping IP fragments with
conflicting fragment offsets; when the target attempts to reassemble them, the overlap can trigger
kernel/stack errors and cause system crashes.

Ping of Death

Sends oversized or specially malformed ICMP Echo Request (ping) packets that cause buffer
overflows on the target, potentially leading to crashes or instability.
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5-5-1. Firewall Protection

To protect against DoS and DDoS attacks, the 3100-6GT-I allows administrators to configure threshold
values for SYN, ICMP, and UDP protocols. (See Figure 5-13)

Generic Settings

o [Permanently Block]: If the same source IP triggers one of the detections below more than a set
number of times, it will be permanently blocked. The threshold count can be viewed under section

5-5-2. Attack Log.

e [Unblock IP]: Blocked IPs will appear here.

Sandstorm

e [Sandstorm]: Displays the operating status of Sandstorm.

SYN Attack Detection Setting

e [Maximum Allowed Flow]: The maximum number of packets per second that each external IP
address protected by the firewall can handle. The default is 10,000 packets/second. If exceeded, the

firewall considers it an attack.

e [Maximum Flow per Source IP]: The maximum number of packets per second allowed from a
single source IP. The default is 100 packets/second. If exceeded, the firewall considers it an attack.

e [Block Duration]: The amount of time the firewall will drop packets from an attacker’s IP once an
attack is detected. The default is 60 seconds.

ICMP Attack Threshold Settings

e [Maximum Allowed Flow]: Default is 10,000 packets per second. If this value is exceeded, the
firewall considers the protected IP to be under attack.

e [Maximum Flow per Source IP]: Default is 100 packets per second. If this value is exceeded, the
firewall considers the protected IP to be under attack.

e [Block Duration]: The time the firewall will automatically drop packets from the attacker's IP once
an attack is detected. Default is 60 seconds.

UDP Attack Threshold Settings

e [Maximum Allowed Flow]: Default is 10,000 packets per second. If this value is exceeded, the
firewall considers the protected IP to be under attack.

e [Maximum Flow per Source IP]: Default is 100 packets per second. If this value is exceeded, the
firewall considers the protected IP to be under attack.

e [Block Duration]: The time the firewall will automatically drop packets from the attacker's IP once
an attack is detected. Default is 60 seconds.
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i Object > Firewall Protection _ﬁm_ e
e T
[= Generic Settings :
|

The same source [P inggerad block re lhan WS | (0 = 999, 0 meaan -
Parmanently Black 3 56 urce [P inggered blecking more than |D times | day (0 - 899, 0 means Non.
Blocking)
Linbiock IP Mo blocked (P
| ' Sandstorm :
| Sandstorm Active{Risk Levels Moderate | High)
SYN Attack Detéction Setting . NOTE The packet Now rale 5 an approsarinte
Allowr maiarnum flow | 10000 | Packet § Second(s) (Ranga: 1000-10000)
Allow miaximam flow for each sowce 1P | 100 Packet ! Second{s} (Range: 10~ 1000
Fiowe greator than masamum, block | 60 Sacond(s? (Range; 10~85556)

ICMP Attack Detection Setting :

Al meaarmeam flow | 10000 Packet { Second(s) (Range 1000-10000)
Allow maximum flow for each sowce 1P| 100 Packal | Second{s) (Range 10~10000)

Flovw gréatier thah maximum, block |60 Secondis) (Range:10-65536)

! v UDP Attack Detection Satting :
| Allody miasamam flow | 10000 | Packel [ Second(s} (Range: 1000~10000)

Allew maimum flew for each souce P 1000 Packet | Second(s) (Range 10-10000)
[ Fiow greater than maximum, block |60 Socond(s] (Range 10-65536)

Figure 5-13
IP Address Block

e [Source/Destination IP address]: Enter the source or destination IP addresses to be blocked.
Traffic from these addresses cannot pass through the firewall’s protection mechanism, and all

connection requests from these networks will be rejected. For example, set 192.168.1.1 or
192.168.1.1/24.

IP Address Exception

e [Source/Destination IP address]: Enter the source or destination IP addresses to be exempted from
the firewall’s protection mechanism. All connection requests from these networks will be accepted,
even if their network packet quantity may be significantly higher than the set value.

Other Items

In addition to detecting SYN, ICMP, and UDP attacks, the 3100-6GT-I provides administrators with the
ability to block common network attack methods. (See Figure 5-14)

v Other items :

Biock IP Cptions Block Land Atiack Block Smusf Atlack Block Trace Roule

Block Fraggle (UDP broadcast) Block Tear Drop Atlack Block ICMP Fragmen! Attack Detect unknown protocol packst
Block SYN Fragment Packet Block Ping of Death Attack Block TEP Flags

Figure 5-14

These protection rules can be applied to the interface addresses of the 3100-6GT-I or to individual firewall
policies. When incoming traffic from the Internet exceeds the defined thresholds, the 3100-6GT-I will
automatically block packets from the attacker's IP address, ensuring the network security of connected
devices.



3100-6GT-I User Manual
5-5-2. Attack Log

The 3100-6GT-I logs all attack activities. Administrators can search by criteria such as attack type, source
IP address, and target IP address. The system provides detailed information including the time of attack,
attack type, protocol, port, interface, source IP address, and target IP address (See Figure 5-15).

Firewalt Protection | Attack Log

v Search Condition :
Time 20250917 11/[15:00 v | - 20250917 [15:59 v
Type ALL w
Protocod AL~
Part
Intertace ALL |
Sownce P
Destnation IP
© Sraech
101 mpto 1 Page every page. 16 .rn'.-v'.f. ac [ ; Expoat E.aq)ort#.ll ) »
Time: Type Protocol  Port Interface Source [P Destination [P Count

20250017 155854 Fragole (UDP roadcast) iy 0 WANT (WANT) | 172161123 172 16.1 255 1
2025-08-17 155853 | Fraggle (UDP broadcast) Be O WANT (WANT) | 1721611237 172161255 7
2025-00.17 155748 | Fraggle (UDP broadcast) I | O | WANT (WANT) | 172161123 | 172.16.1.255 1

Figure 5-15
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5-6. Authentication

The 3100-6GT-I offers web authentication that require users to enter a username and password to access
the internet. The authentication can be done via HTTP or HTTPS.

Administrators can pre-define the web page users see before and after authentication. Additionally,
administrators can redirect users to a predefined URL while browsing.

There are four sources available for authentication accounts. The default priority order is L, A, P, R,
described as follows:

1. L: Built-in local users

2. A: External Active Directory (AD) server
3. P: External POP3 server

4. R: External RADIUS server

Administrators can use any combination of these four sources to build the authentication mechanism and
customize the priority order. For example, if both local and AD user accounts are configured and the
priority is set to A, L, P, R, then when a username (e.g., Peter) exists in both sources, the system will
authenticate against the AD server, and the password must match the AD credentials.

To enforce authentication before granting Internet access, the web authentication feature must be enabled.
When a firewall policy requires user authentication, users will be prompted to enter their credentials upon
opening a web browser. Once the correct credentials are provided, the system will automatically redirect
them to the default homepage or a custom URL set by the administrator.

After creating a user group, administrators can apply specific user groups in control policies. When specific
source IP addresses need internet access, the 3100-6GT-I requests users to enter their username and
password before granting access.

( 2\

To ensure web authentication functions properly, follow these steps in order:

0 [Auth Setting] > [Page Settings] > [Define Account Source (POP3, IMAP, or
Radius] > [Create User Group] > [Apply to Policy]

(o]
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5-6-1. Authentication Setting

The 3100-6GT-I provides shared authentication settings that can be applied to each user group.
Administrators may also configure different values for specific accounts as needed. Details are as follows
(See Figure 5-16):

[Authentication Port]: The port number used by the web authentication mechanism. Default is
TCP 82.

[Authentication Page]: The IP address used for the authentication page. This can be the default
gateway of each user or a custom interface IP.

[Allow Connection]: When enabled, IP addresses that are not subject to web authentication control
can still connect to the authentication port.

[Authentication Connection Protocol]: The protocol used to deliver the authentication page.
Options are HTTP and HTTPS, with HTTPS as the default.

[Max. Concurrent Connections]: The maximum number of IP addresses that can simultaneously
request authentication from the server. Default is 256, with a configurable range of 10-256.

[Idle Timeout]: After successful authentication, users can access the Internet. If no network activity
occurs within the specified idle time, the 3100-6GT-I requires re-authentication. Default is 60
minutes, with a configurable range of 1-1000 minutes.

[Re-login after user has logged in for]: The maximum duration a user can stay connected after
successful authentication. Once exceeded, the 3100-6GT-I requires re-authentication. Default is 24
hours, with a configurable range of 0-24 hours. A value of 0 disables this feature, meaning the
session remains valid unless the [Idle Timeout] is triggered.

[Allow Change Password]: Determines whether users can change their authentication password
after successful login. Default is disabled. When enabled, users can update their password, and the
new password takes effect at the next login.

[Deny Multi-login]: When enabled, each account can only be used by one IP address at a time. If
another IP attempts to log in with the same account, the 3100-6GT-I authentication mechanism
denies access. Default is disabled, allowing multiple logins from different IP addresses.

[Temporary Block When Login Failed More Than]: To prevent brute-force attacks,
administrators can specify a maximum number of failed login attempts for the same account. If
exceeded, the account is temporarily blocked from authentication. Default is 0, meaning the feature
is disabled and users can attempt unlimited logins.

[IP Blocking Period]: This setting applies only when the [Temporary Block When Login Failed
More Than] feature is enabled. It specifies how long a blocked IP address must wait before it can
attempt authentication again. Default is 0, meaning the feature is disabled and the IP address is
permanently blocked.

[Permanently Block When Login Failed More Than]: Administrators can permanently block an
account if incorrect login attempts exceed the configured value. Default is 0, meaning the feature is
disabled and no accounts will be permanently blocked.

[Not Show Block Page]: When enabled, users who are blocked due to excessive failed login
attempts will not see a block message in their browser. This option enhances the ability of web
authentication to prevent malicious programs.

[Unblocked IP]: All IP addresses blocked by the system are listed here. Administrators can
manually unblock any of them.

VY
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[Account Expiration Notification]: Applicable only to built-in local accounts. When an account
has an expiration date, the system will notify the administrator before it expires. Default is 0,
meaning the feature is disabled. For example, if set to 3, the administrator will receive an email
notification three days before the account expires.

[Delete Expired Account]: Applicable only to built-in local accounts. When an account reaches its
expiration date, the system automatically deletes it. Default is 0, meaning the feature is disabled and
no local accounts will be deleted. For example, if set to 3, the account will be deleted three days
after expiration.

[Select Authentication Mode]: Defines the authentication priority among the four account sources.
The default order is L, A, P, R, which corresponds to Local users, Active Directory (AD) server,
POP3 server, and RADIUS server. Administrators can adjust the sequence of letters to change the
authentication priority.

| Object > Authentication LN

“Auth Setting || Page Semngs IMAP, RADIUS User | ADUser | Log | Stws
+ Authentication General Setting .
Authentication por 82| {range: 1 - 655350 means authentication disabled)
Authentcation Page  Default Galeway User Define
hitps 1/ Delaull Galeway 82 hitp [/ Defaull Gateway 83
Allew connection g

Authenfication Connaction e
HTTP @ HTTPS

Protocol
Max concurrent connections 256 (range 10 - 256)
Idke trmeout 60| minute(s) (range. 1 ~ 1000)

Re-togin after user has logged in

Far 3 = 1088 24| hour(s) {range: 0~ 24 0 means no mmit)
Allow change password
Dany mul-iogin

Temporanty block when login

1 510 I I
P, 0] time(s) { O means o imi )
IP blocking penod 0 minule{s)({ 0 means parmanent blockmg )

Parmanenily block when login

s no |
S e e 0| time(s) { 0 means no limit )

Net Show Block Page g

Unblocked IP Mo blockad IP
Account exprrabon nobificabion Bafore 0| Days (O represents the day)
Delele expired accoun After 0| Days {0 means no limit - that is never deleted)

Figure 5-16
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5-6-2. Page Settings

Administrators can configure the information displayed in users’ browsers during web authentication to
ensure that the required messages are properly presented.

Default Page Setup

These settings are applied across the entire page configuration (See Figure 5-17).

[Redirect Successfully Authenticated Users to]: Administrators can redirect authenticated users to
a specified webpage, such as the company website, a news page, or an announcement page. Default
is blank. When left blank, users are redirected to the homepage configured in their browser after
successful authentication.

[Display A Read Page]: Administrators can require authenticated users to view a specified
webpage where users must confirm they have read the page. Default is disabled.

[Display A Pop-up Logout Page After Successful Login]: After successful authentication, a
logout window will be displayed.

[Delay Redirecting the Page When Login Successful]: Administrators can configure a waiting
period before redirecting users to the specified URL after successful authentication.

[Redirect Page Waiting Time]|: The waiting time before redirecting to the specified page. The
configurable range is 3—10 seconds.

[Default Language]: Options include English, Traditional Chinese, and Simplified Chinese.
[Page Color Settings]: Administrators can select colors for five different sections of the page.

§ Object > Authentication ELIZH

=

Page Settings

» Défault Page Setup

Redirect successfully authenticated users to
Display a read page

Display a pop-up logout page after successful

login
Delay redirecting the page when login
successiul
Redirect page waiting time 10 , Second (Range: 3 ~ 10)
Default Language g English v
». Page Color Setting )
Content Block Background [ﬁﬁE R (LI 000000 B8
Foreground Block Background a3 Word 1
Background Block Background @ i
Figure 5-17
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Login Message

Each user will see two pages during the login process: the Login Page, where the username and password
are entered, and the Post-Login Page, which appears after successful authentication. The 3100-6GT-I
allows administrators to customize both pages.

- Client Login Message

e [Subject]: The text displayed in the subject area. For example: Please enter your username and
password.

o [Content]: The text displayed in the content area. For example: This is the authentication system of
ABC Company.

o [Upload Logo]: Replaces the default logo with a custom image. By default, the logo is set to the
logo of Volktek Security.

e [Login Preview]: Allows administrators to preview the login page after entering custom text. The
configuration must be saved before previewing. If the preview is satisfactory, clicking the Accept
button will set the customized login page as the system default. (See Figure 5-18)

* Client Login Message Login Preview V LKTE
Subject Welcom 0 K
Weilcom
ABC company Auth  ABC company Authentication System
Content B You IP is 192.168.1.1
Account : f-'-ll'.llﬁln
Password : [
Login |
Upload LCPQO Choose FilB Mo file sele: 2-slep \I'enfit:ation_ Preview |

Figure 5-18

- Client Logged-in Message

o [Logged-in Message]: The message displayed to users after successful login. For example: Please
do not misuse network resources.

e [Logged-in Preview]: Allows administrators to preview the customized message. The
configuration must be saved before previewing. The preview page will also display additional
information, including the user’s current IP address, Loog out, and Change Password options.

e [Change Password]: When the account source is a built-in local user, this option allows users to
change their authentication password directly from the post-login page. (See Figure 5-19)

*. Client Logged-in Message Logged-in Preview
Careful To Use VOLKTEK
You TP is 192.168.1.1
=) allowed time; Re-login after 24 hours
Logged-in Message Careful To Use The Network Resource.
Logout
Cha.n;go Password

Figure 5-19
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5-6-3. Local User

The 3100-6GT-I supports four sources for authentication accounts. The default priority order is L, A, P, R,
described as follows:

1. L: Built-in local users

2. P: External POP3 server

3. R: External RADIUS server
4.

A: External Active Directory (AD) server

When creating a local user account, one advantage is that users can change their own passwords and set
expiration dates (see Figure 5-20).

[Name]: The display name of the account. This can be any descriptive text, such as John Smith or
Jane Doe, up to 16 characters.

[Account]: The username used for authentication. Must consist of letters and numbers only, up to 16
characters. Example: jean.

[Password]: The password used for authentication. To enhance security, use the following practices:
B Combine letters and numbers

B Include special characters (e.g., @#$)

B Mix uppercase and lowercase letters

Passwords are case-sensitive, must be 3—16 characters long, and must not be identical to the username.
Example: @jean39.

[Password Strength]: The system automatically evaluates the complexity of the entered password for
administrator reference.

[Confirm Password]: Re-enter the password to confirm and prevent login issues caused by typos.

[Require Password Change at Next Login]: Determines whether the user must change their
password upon the next login. Default is disabled.

[Account Expiration Date]: Sets an expiration date for the account. The system provides a calendar
for selection. Leaving this field blank means the account never expires. Default is blank.

[2-step Verification]: When enabled, in addition to the regular password, the user must also enter a
verification code generated by a TOTP authenticator to log in.

¢ Object = Authentication

B g tt [maamaem 16 chammciers)
Account Wendy {maamum 16 characlers) g
Password [TTITIT] [ Prasase mgai 3 w0 16 charactees, nol 0e sama with account |} d
Passyeord Strenglh m
W

Caonfirm Password FEREEEE
Require Password Change al Next Login
Account Expirabon Date
2-slep Verfication ] Enabip Key Indlormabion Is Mol Enabled Gendsate Key

Figure 5-20

o0



3100-6GT-1 User Manual
[Expired Log]: All expired accounts are listed in the expiration log.

[Account/Name Search]: When the number of local accounts grows large (e.g., more than 50 entries),
it may be difficult for administrators to identify users. The 3100-6GT-I provides a search function that

allows searching by either account name or display name.

[Import/Export]: Local user accounts can be imported or exported for backup and management
purposes.
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5-6-4. POP3, IMAP, RADIUS User
POP3, IMAP Server List

The 3100-6GT-I can integrate authentication accounts with email server accounts (POP3/IMAP), allowing
users to log in without managing multiple usernames and passwords (see Figure 5-21).

[POP3/IMAP Domain Name]: The domain name of the POP3/IMAP server. For example, for the
account Jean@abc.com, the domain name is abc.com.

[POP3/IMAP Server]: The IP address or A record of the POP3/IMAP server, e.g., 9.9.9.9 or
pop.abc.com.

[Login with Domain]: Determines whether the authentication account must include the POP3/IMAP
domain name. Default is disabled (domain not included). For example, for the account jean@abc.com,
if the domain is not included, the login name is jean. If enabled, the login name becomes
Jjean@abc.com.

[Protocol]: Two authentication protocols are available: POP3 and IMAP. When selecting IMAP,
ensure that the server IP address or domain points to the correct IMAP server.

[Security]: Specifies whether to use an encryption protocol for authentication communication. Default
is None (no encryption). Administrators may select TLS or SSL depending on the server’s supported
connection method.

[Port]: The port number used for authentication. Default is 110 for POP3 and 143 for IMAP.

[Certification]: When an encrypted port is selected, it determines whether to ignore certificate
warnings. Default is to not ignore warnings.

[Connection Test]: After completing the configuration, administrators can test the connection to
verify that the settings work correctly. Clicking the Connection Test button prompts for a
POP3/IMAP account. Once submitted, the system returns the test result.

i Object = Authentication

. Add POP3, IMAP Server
Comain MName abc.com e grat com Domain can nel be repeated
Server pop.abc.com ex: 74 125.53 108 or pop gmail com
Login without domain
Frotocol = POP3 IMAP
Securty @ Normal TS 551
Pon 110
Carfification lgnore

| Connection Test

Figure 5-21
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RADIUS Server List

The 3100-6GT-I can integrate authentication accounts with external RADIUS servers, allowing users to log
in without managing multiple usernames and passwords (see Figure 5-22).

[RADIUS Name]: The name of the RADIUS server, e.g., my radius.

[Server]: The IP address or domain name of the RADIUS server, e.g., 192.168.1.100 or
radius.abc.com.

[Port]: The communication port used between the 3100-6GT-I and the RADIUS server. Default is
1812.

[Shared Secret]: The shared key used between the 3100-6GT-I and the RADIUS server. If the key
does not match, authentication will fail.

[Interface]: The 3100-6GT-I uses Zone as the interface. Not all interfaces may communicate with the
RADIUS server, so the administrator must select one that can. If No 4ssign is selected, the 3100-6GT-
I will communicate with the server based on the default routing table.

[Connection Test]: After configuration is complete, administrators can test whether the settings are
functioning properly. Clicking the Connection Test button prompts for a RADIUS server account.
Once submitted, the system returns the test result.

| Object > Authentication

Auth 'Setting
[+ Add RADIUS Setting
RADIUS Mame rrw_ladius e my_radius Radius name connot be repeated and accept alphabets only, no space
Server yourradius.com ex 1234 56 78 = your radius com
Port 1812 { Range: 1025 - 65535 )
Shared Sacrel 123456
Interface | zonel w [ 192.168.1.1
| Connection Test
Figure 5-22
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5-6-5. AD User

The 3100-6GT-I can integrate authentication accounts with external Active Directory (AD) servers,
allowing users to log in without managing multiple usernames and passwords (see Figure 5-23).

[AD Address]: The IP address of the AD server, e.g., 192.168.1.5.

[Domain Name]: The domain name of the AD server, e.g., ad.abc.com. Maximum length is 16
characters.

[Account]: The AD administrator account with account management privileges, e.g., administrator.
Maximum length is 16 characters.

[Password]: The password for the AD administrator account with account management privileges.

[Connection Test]: After entering the above information, administrators can click the Connection
Test button to verify that the configuration works properly.

[Ignore the AD Group]: Specifies AD groups whose users will not be granted authentication access.

[Ignore the AD User]: Specifies AD users who cannot log in through the authentication mechanism.

™ [2-Step Verification Setting]: When enabled, in addition to the account password, users must also
enter a verification code generated by a TOTP authenticator to log in.

§ Object > Authentication

AD Setting  2-Step Verification Setting

AD Address 192.168.1.5 Connect Test| | [np

Domain Name ad.abc.com

Account Shakespeare (maximum 16 charactars)
Password ssssese {maximum 32 characters)

Domain Computers
Domain Controllers
Ignore the AD Group Schema Admins
Enterprise Admifis
Domain Admins

Administrator
Guest
ignore the AD Liser

Figure 5-23
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5-6-6. User Group

Administrators can define multiple user groups. These groups can either apply preconfigured authentication
settings and account sources or be assigned new custom settings and account sources (see Figure 5-24).

*  |Group Name]: The name of the user group. This can be any text, for example, Engineering
Department Group.

*  [Auth Setting]: Two modes are available. One is to apply predefined General Settings; the other is
the User Defined Settings. In User Defined Settings mode, administrators can redefine attributes
based on user requirements. For detailed descriptions of these options, refer to section 5-6-1,
Authentication Setting.

*  [Select User Type]: Three options are available, and they can be mixed:

1. Local — Select users from local accounts. For example, if there are 200 local accounts and the
group should include 50 of them, select those 50 accounts and add them to the group.

2. POP3/IMAP - Select a predefined POP3/IMAP server, then add the corresponding users to the
group.

3. RADIUS - Select a predefined RADIUS server, then add the corresponding users to the group.

i Object > Authentication

UserGroup | Log | Status

Add Group Member
group name | tit
® General séthing
Auth Setfing
Liser defined setting
Seloct user type | Local
o e s e e s D B e ot e B e e e o e
test
B3>
<<
Figure 5-24
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5-6-7. Log

The authentication records of each user group, whether successful or failed, are logged by the system.
Administrators can search for records based on IP address, account, connection status, or the authentication
source. There are six possible authentication results: Login Success, Login Fail, Logout Success, Idle
Logout, Login Timeout, and Admin Kick-out (see Figure 5-25).

| Object > Authentication

|' »  Authentication Log - Search Condition

Teme 2025-05-16 00:00 « | - |2025-05-16 33'59 v
Loxgin IP Address
Account (Keyword query)
Status _PI.LL v i
Authenhcation Method ALL

login Success

login Fail B Searen

; logout Success

idel logout

Jagin Tirmeout

admin kick-out

Figure 5-25

5-6-8. Status

This page lists the users currently connected through web authentication and the total number of active
sessions. The information includes group name, user account, user IP address, use MAC address, as well as
individual kick-out and group kick-out records.
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Chapter 6. Service

The 3100-6GT-I provides the following network service functionalities:

1.

DHCP

When the DHCP function is enabled, internal PCs can obtain IP addresses, DNS servers, and other
information through the interface of the 3100-6GT-I.

SNMP

SNMP is a protocol specifically used for managing network nodes (servers, workstations, routers,

switches, etc.).

Network administrators can use SNMP to receive messages, promptly identify and resolve network

issues, or assist in planning the utilization of network resources.
DNS

DNS, Domain Name Service, is a system software that allows computers in the network system to

perform domain name-to-IP address conversions.
Anti-Virus Engine

Provide ClamAYV and Kaspersky anti-virus engine settings.
Sandstorm

Sandstorm effectively detects unknown, advanced malware and malicious file attachments, unmasking
hidden threats.

WEB Service

The 3100-6GT-I provides WEB virus scanning, including scanning graphic files, virus connection

numbers, scanning file sizes, and can also specify certificate information for HTTPS.
High Availability

The 3100-6GT-I’s hardware redundancy mechanism adopts a Master/Backup mode. When the system
operates normally, network access is through the specified MASTER host.

At the same time, there is a BACKUP host that instantly backs up all data from the MASTER host.
When the currently operating MASTER host encounters a fault, the BACKUP host immediately takes

over as the MASTER host to maintain uninterrupted internal/external network connections.
Remote Syslog

Remote Syslog allows remote backup of related log records, including firewall policy, application logs,

IPS logs, and email logs.

(o]
¢
C



3100-6GT-I User Manual
6-1. DHCP

Connecting a computer requires settings like IP, subnet mask, gateway, and DNS. Since manual
configuration is complex—especially in large networks—DHCP automates the process by assigning these
settings to clients at startup.

When configuring a DHCP server, administrators define the IP range, gateway, and DNS settings. Once
activated, the server stores this information and assigns it to clients upon request. DHCP clients broadcast a
request, the server replies with the configuration, and the client applies the assigned IP and DNS settings.

In DHCP, assigning an IP to a client is called leasing. Leases expire and must be renewed, and
administrators can set a maximum duration to prevent indefinite reuse of the same IP.

Besides dynamic assignment, DHCP can assign fixed IP addresses to devices using their unique MAC
addresses, which can be viewed with commands like ifconfig (FreeBSD) or ipconfig /all (Windows).

Example:

#ifconfig
txp0:flags=88c3<UP,BROADCAST,RUNNING,NOARP,SIMPLEX,MULTICAST>mtul500
options=b<RXCSUM, TXCSUM,VLAN MTU>
inet6fe80::202:b31f:fed8:7c¢74%txpOprefixlen64scopeidOx 1
inet10.0.0.1netmaskOxff000000broadcast10.255.255.255

ether00:08:¢3:96:8c¢:22

media:Ethernetautoselect 100baseTX<full-duplex>

status:active

In the example above, the value 00:08:¢3:96:8c:22 represents the MAC address of a network card. A
specific MAC address can be assigned a fixed IP address. This ensures that whenever the device requests
an IP address through DHCP, the DHCP server will always assign it to the same fixed address.

The 3100-6GT-I is a ZONE-based device, meaning that each interface includes 802.1Q VLAN support.
Independent DHCP servers can be configured for each interface. In general, DHCP server settings for
physical ports are identical, while VLAN settings differ slightly.

6-1-1. DHCP User List
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6-1-2. DHCP Server

[Interface]: First, select the interface to configure. Both physical Zone interfaces and virtual VLAN
(802.1Q) interfaces are listed for administrators to choose from.

If a virtual VLAN interface (802.1Q) is selected, an additional field will appear listing the available
virtual port interfaces for selection.

B [P Address of Physical Zone

Select the interface address already set in [Network] > [Interface] > [IP Address].

B [P Address of Virtual VLAN
Select the IP address already set in [Network] > [VLAN (802.1Q)].

DHCP Server Settings

Each DHCP server can be configured with two address ranges (see Figure 6-1).

[IP Range 1 — Start and End Address]: Enter the starting and ending IP addresses of the DHCP
range. For example, /192.168.1.20 to 192.168.1.30 provides 11 IP addresses.

[IP Range 2 — Start and End Address]: Enter the starting and ending IP addresses of the second
DHCP range. For example, 192.168.1.200 to 192.168.1.230 provides 31 IP addresses.

[Primary/Secondary DNS]: The DNS servers assigned to DHCP clients, e.g., §.8.8.8 and 168.95.1.1.

[Primary/Secondary WINS]: (Optional) The WINS servers assigned to DHCP clients, mainly used
for name resolution in Windows networks, e.g., 192.168.1.100 and 192.168.1.200.

[Default Lease Time]: The default lease duration for each DHCP-assigned IP address. Default is 720
minutes (12 hours).

[Maximum Lease Time]: The maximum lease duration for each DHCP-assigned IP address. Default
is 720 minutes (12 hours).

[Default Gateway]: The gateway IP address for DHCP clients, e.g., 192.168.100.254.
[Domain Name]: (Optional) The domain name assigned to DHCP clients.

[Enable]: Enables or disables this DHCP server.

| service > DHCP 1

+ Interface : | LAN (LAN)
+ DHCP Enable :

Enahle

*. DHCP Server Setting :

Phyysical Interfacs zoned MAC Acdress 000732 bleqaeb

IP Addearss 182 1681 124 Bioadcas! 102 168.1.255

Start Address ob 1P Range 1 192.168.1.100 End Acdrass of IF Rangs 1 192, 168.1,200

Star Address ol IF Hange 2 End Address of [P Rangs 2

Primany DNS 168.95.1.1 Secondary DNS 168.95.192.1

Priemaary WINS Secondaty WINS

| pase imedminees) P Ma¥ ase imefmmites) F20

Dafault Galewsay 192168, 100.254 Domain Maime Internal.example.org
Figure 6-1
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6-1-3. DHCP Static IP

In 5-1-1 IP Address under Objects, if [Mode] is set to “IP and MAC Address” and the option “Get static
IP address from DHCP Server” is selected, the computer with this MAC address will always receive the
same fixed IP address from the DHCP server (see Figure 6-2).

* Add Computer Name and IP Address :

Mode |IP and MAC Address  v|
Computer Mame |DHCP Static IP Address |
IP Address |192_1ES_1_51] | Ex: 192.168.11
MAC Address |UD:EU:&H:EE:UB:?U | Ex : 00:00:00:00:00:00
DHCP Get static IP address from DHCP Server.
Figure 6-2

The following table shows the DHCP Static IP Address (see Figure 6-3).

»  DHCP Static IP List: | ALL v 1/1 jumpto, 1  Pageeverypage 30 rows [EED
Computer Name IP Address MAC Address
DHCP Static IP Address 192.168.1.50 00.60:e0:65:08:70
johnny 10.123.123.157 34:95:db-2c.5a:51
Figure 6-3

6-1-4. DHCP Black MAC

MAC addresses listed in the blacklist cannot use DHCP services.
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6-2. SNMP

Simple Network Management Protocol (SNMP) is used to manage network nodes such as servers,
workstations, routers, and switches. It allows administrators to monitor devices, detect issues in real time,
and optimize resource usage.

An SNMP-managed network has three components: Managed devices, Agents, and Network Management
Systems (NMSs).

Currently, there are three versions of SNMP:

1. SNMPv1: Basic implementation; no encryption or authentication. Data, including passwords, is
transmitted in plaintext, creating major security risks.

2. SNMPv2: Improves security over v1 but is slower and incompatible with it. Adoption is limited.

3. SNMPv3: Encrypts all transmissions, supports mutual authentication between agents and NMSs,
ensures message integrity with digital signatures, and enforces access control for each request.

Enabling SNMP Service
* [Service State]: Displays whether the service is inactive or active. (See Figure 6-4)
* [SNMP Agent]: Enable this option to activate SNMP. If unchecked, the service is disabled.
¢  [Device Name]: The SNMP display name, e.g., Office-3100-6GT-1.
* [Device Location]: Can be set to any text in English.
¢ [Contact Person]: The contact’s email address.
*  [SNMPv1/v2]: Enables or disables SNMPv1/v2.
¢ [Community]: The community string (username) for SNMPv1/v2.
*  [SNMPv3]: Secure version of SNMP. When enabled, the following security settings apply:
*  [Security Level]:
B AuthPriv: Authentication and encryption
B AuthNoPriv: Authentication without encryption
B NoAuthNoPriv: No authentication and no encryption
* |User Name]: Username for SNMPv3.
*  [Auth Protocol]: Authentication method: MDJ5 or SHA (SHA is more secure).
*  |Auth Password]: Password for authentication.
e [Privacy Protocol]: Encryption method: DES or AES (AES is more secure).
*  [Privacy Password]: Password for encryption.
* |Visit Control]: Allows SNMP access through specified interfaces.

* [Restrict Source IP Access]: Restricts SNMP access to specified IP addresses or leaves it unrestricted.
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+ SNMP Agent
Service State
SNMP Agent
Device Name
Device Location
Contact Person
SHMPv1v2
Community

SNMPv3
Securily Level
User Name
Auth Protocol
Auth Password
Privacy Pratocol

Prvacy Password

Visit Cemtrol

Aclive
% Enable

|| Enable

B AN (LAN)

Restrict source IP access | None

ax
192 168.11
192,168 2.0024

| WANT (WANT)

7

A

Figure 6-4
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6-3. DNS Proxy

The Internet is composed of countless interconnected computers. To ensure accurate data transmission,
each computer is assigned a unique fixed address, known as an IP address, consisting of numbers from 0 to
255.

As the number of connected hosts grows, IP addresses become difficult for users to remember and manage,
which led to the introduction of domain names. Similar to how every person has an ID number that is hard
to memorize, domain names serve as an easier-to-remember alias.

A website address consists of a hostname and a domain name. For example, the domain name www.net-
chinese.com.tw is resolved by DNS into the IP address 202.153.205.77. This allows users to access the
website without memorizing the numeric IP address. The correspondence between www.net-chinese.com.tw
and 202.153.205.77 is handled by a DNS server.

Since the Internet is fundamentally addressed by IP, domain names must be recorded on a DNS server
along with their corresponding IP addresses to provide resolution services.

The 3100-6GT-I DNS server provides proxy query functionality, allowing devices behind the firewall to
resolve DNS requests through external DNS servers.

A proxy query occurs when a user queries a domain name that is not stored locally, the DNS server
automatically forwards the request to an external DNS server and returns the result to the user.

General Settings

The built-in DNS server can accept proxy queries from users. For example, internal users can configure
their DNS server to point to the 3100-6GT-I. When a user queries www.abc.com, the 3100-6GT-I will
proxy the DNS request and return the result to the internal user (see Figure 6-5).

*  [Allow Query from]: Defines which interfaces are allowed to send DNS queries. Queries from
unchecked interfaces will be rejected.

* [Allow Recursive Queries from]: Defines the IP addresses allowed to use the proxy query service.
Both IPv4 and IPv6 addresses are supported, and multiple entries can be added.

§ Service > DNS Proxy =

v General Setting

LANZ (LANZ) LANI (LANI) LAN (LAN) WANT (WANT)
Allow Query fram
Bridge1 {Bridge1) PPTP SSIVPN L2TP
Allow recursive-quernes ex. 192 168.1.0:24
from 192 168 6.50
11592 168.6.1

fed0 1eBGL65M fa2B8:9d47/64
12001 bO03(: 9999 abed. 1111

B Save

Figure 6-5
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6-4. Anti-Virus Engine

The 3100-6GT-I provides two antivirus engines: the free ClamAYV and the licensed Kaspersky. By default,
ClamAYV is enabled and serves as the active antivirus engine. Once a Kaspersky license is uploaded,
Kaspersky becomes the primary antivirus engine.

6-4-1. ClamAYV Engine

[Virus Engine]: Select the antivirus engine to use (ClamAV or Kaspersky), or disable the feature.

ClamAYV, short for Clam Antivirus, is an open-source, free-licensed antivirus solution, similar in
philosophy to Linux. ClamAYV updates and maintains its virus database 24/7. Anyone who discovers a
suspicious virus can report it, and ClamAV will immediately update the virus signatures (see Figure 6-6).

[ClamAY Status]: Enabled by default, with no option to disable.

[Version]: The current antivirus engine version, e.g., ClamAV 1.0.8.

[Update Log]: Lists the update history of the antivirus engine.

[Clear Log]: Deletes the update log.

[Update Period]: The update interval for the virus database. Default is every 6 hours, configurable

from 1 to 24 hours.

[ClamAYV Database Mirrors]: Select the server to update the virus database from.

[Update Now]: Immediately updates the virus database.

» ClamAV Engine Setting £}

ClamAV Stalus

Version

Lipdate Log

Clear Log
Update Penod
ClamAV Database mirrors

Uipdate Now

Starting

ClamAV 1.06/27638Thu May 15 16:41.10 2025

ClamAV update process started at Wed May 7 16:48:22 2025
Trying to retrieve CVD header from https://database.clamav.net/
daily.cvd

ERROR: check for new database version: Failed to find daily

6 | Hour| Change
default (database clamav.net) ~ || Chonge

| Refiesh |

Figure 6-6
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6-4-2. Kaspersky Engine

The Kaspersky engine requires a valid license key to function. Until uploaded, only ClamAYV is active.
After importing the Kaspersky license key and saving settings the system updates from the remote
database, and within about two minutes Kaspersky becomes active (see Figure 6-7).

Haspersky Engine

* Virus Engine Seatting
Wirus Engine @) {.'i_-|-‘!1.-f\ Shop

*  Kaspersky Engine Satting
Kagpersky Slalus Incineg (Haspercky Database Incompieled Fiease wmport agan |

UPdate Kaspersky Dalsbasa From

Spdree ]
Harista Radrimdung

Figure 6-7
* [Kaspersky Status]: Disabled by default. Requires uploading a license file to enable.
*  [Version]: The current antivirus engine version.
*  [Pattern Number]: Displays the number of the latest virus signatures.
e [Update Log]: Lists the update history of the antivirus engine.

* [Update Period]: The update interval for the virus database. Default is every 6 hours, configurable
from 1 to 24 hours.

*  [Clear Log]: Deletes all update history.
* [Update Now]|: Immediately updates the virus database.

e [Licenses Info]: Uploads the license file for the antivirus engine (see Figure 6-8).

" ClamaY Engine - Kaspersky Engine |

+ Virus Engine Setting
Virus Engine Clamay ® Kaspersky | Slop

+ Kaspersky Engine Setting ()

Kaspersky Siatus Aciva
Varsion Kaspersky Anb-Virus SO 8 Level 3 for UNIX sorves 8 8.2 buld #5085
Patierm Mimbas Swgratutes. ZF197079 [ Clear |
Upiate Log
Update Pencd B | Hogr
Glear Log __Cler |
Update Now Refrieshirig |
E Save

. License Info
Licensa Fie Choose File ' No fite sefoctad Lngeont
License Name VIR-04545 250702 key
Impart Dale 2025-06-30 111321
Expiration Dale

Figure 6-8
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6-5. Sandstorm

With the rise of phishing emails and malicious URLs, users may unknowingly click harmful links. Such
threats, including trojans and malicious sites, cannot be fully addressed by traditional antivirus software. As
the firewall is both the first line of defense (external to internal) and the last line of defense (internal to
external), the 3100-6GT-I integrates advanced protection mechanisms at this critical point.

6-5-1. Sandstorm

Sandstorm automatically scans and matches unknown malicious files. When such files are detected, the
3100-6GT-I proactively blocks them. Sandstorm’s threat database is regularly updated to maintain high
detection and blocking capabilities.

Sandstorm

Sandstorm allows administrators to enable a file hash-based inspection to detect suspicious files (see Figure
6-9).

§ Service > Sandstorm R{ITH

Sandstorm

v Sandstorm a9 ICloud Test

Enable

Enable Function File Hash P

Last Update Time 2025-08-04 10:00.07 [ Retresh |
Figure 6-9

*  [Cloud Test]: Administrators can upload files to the Sandstorm cloud engine to check if they exist in
the blacklist database. By clicking “Cloud Test”, a new window opens where administrators can
upload files or input URLs to perform the blacklist check. The database then responds with whether
the item is blacklisted (see Figure 6-10).

Malware Query

Query Type ® File LIRL Domain P
Query Mode Upload File v
Upload File (g Browse... | No file selected.
Query
Figure 6-10

*  |[Enable Function]: Sandstorm scans two types of threats: file-based malware and URL-based threats,
which may be delivered via web browsing or email. Administrators should determine whether both or
only one type of threat detection is needed.

Since file-based threats can appear in both web and email services, additional configurations must be
performed in their respective management interfaces. Hyperlinks are provided for quick access to
these settings.

e [Last Update Time]: Sandstorm regularly updates its threat database. Clicking “Refresh” allows
administrators to manually update the blacklist information.
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File Hash

IP

[Version]: Displays the current Sandstorm version and the number of malware samples (in
parentheses).

[Risk Levels]: Each sample is categorized into High, Medium, or Low risk levels. Administrators
can adjust detection behavior accordingly. For example, to reduce the risk of false positives, blocking
of Low-risk items may be disabled.

[WEB/Mail]: After enabling this function, administrators must further configure settings in the
respective Web service or Mail Security management interfaces. Convenient links to these interfaces
are provided (see Figure 6-11).

». File Hash &)

Version 1.2509.3008 (544051)

Risk Levels Low EdModerate E4High
Web Service > WEB Service

Mail Mail Secunty = Anli-Virus

Figure 6-11

[IP Test]: Administrators can test whether a specific IP address exists in the blacklist database. By
clicking [IP Test], a new window will open where the IP address can be entered for verification. The
system will then respond with whether it is blacklisted (see Figure 6-12).

Sandstorm IP Test

Test.
Figure 6-12
[Version]: Displays the current version and the number of blocked IPs (shown in parentheses).

[Risk Levels]: Each IP entry is categorized into High, Medium, or Low risk levels. Administrators
can customize actions accordingly. If concerned about over-blocking, Low-risk IPs can be excluded
from blocking.

[Interface/Policy]: After enabling this function, additional configuration is required in the Network
Interface or Policy Rules management sections. Links are provided for quick access (see Figure 6-

13).
» P IP Test
Version 8.2508.3008 (35318)
Risk Lavels Low Moderate High
Interface Network = Interface > Firewall Protection
Palicy Policy = Policy Rule > Firewall Protection

Figure 6-13
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6-5-2. Sandstorm Record

Search results can be filtered by date, function type, service type, risk level, or IP address. The system will
display and count the number of occurrences for each attack signature (see Figure 6-14).

Date ¢ Fumnthen Malwaio Typs ¢ Destination lnfo Risk Levals 4 Thmes @ Diatadl Enabibe

024-05-10 103405 File: Hash CVE-201T-0195 wtlida 1 2bede I6b451d4b0da JedSa 1646 High 1 ¥

Figure 6-14

*  [Function]: Sandstorm includes two detection categories: File Hash and IP. This field shows the
corresponding category of each log entry.

*  [Malware Type]: Indicates whether the detected threat was a trojan, phishing attempt, or another
malware type.

* |[Times]: Displays how many times a specific threat has been triggered during the logging period.

If administrators believe that Sandstorm has mistakenly blocked legitimate user activities, the specific entry
can be disabled in the log interface to avoid future false positives. All disabled items can be reviewed in the
Sandstorm Disable List.

By clicking the Details icon, information such as the internal IP address that triggered the action is
displayed (see Figure 6-15).

* Malware Information :

Function File Hash

Malwars Type: CVE-2017-019%

Risk Lavels High

MD5 efl4a12bcBc36bA51d4b%da3cd9d36d6

SHA1 cf13bZaedbla44209a7d8bbed4654150834fc50e0

SHAZ256 c4266d2a1d05270a41a495%ab0 14311 3655790c4c0ic 1890880463022 3675672

r Detail & 111 jumpto| 1 Page every page 30  rows m
Date Service Type Source|P Destination

2024-05-10 10:34:05 Mail 1592:168.66.13 Orderd500318042 xls

Figure 6-15

6-5-3. Sandstorm Disable List

Files that have been blocked by Sandstorm and later excluded by the administrator will be listed here.
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6-6. WEB Service

The 3100-6GT-I can scan both HTTP and HTTPS protocols to check whether the transmitted content
contains any viruses. In addition to inspecting packets for these two protocols, it also records the URLs
visited by users, allowing administrators to easily query and manage access logs later. It operates in
Transparent Proxy mode, requiring no browser configuration.

For HTTPS, administrators must generate an SSL root certificate on the 3100-6GT-I and install it on user
devices.

Apple devices reject untrusted root certificates, so web service features won't function on macOS or 10S.
Windows and Firefox store trusted root certificates in different locations—administrators must ensure the
browser trusts the correct root certificate.

6-6-1. WEB
WEB Anti-Virus Setting

Set the antivirus engine for HTTP scanning. Administrators can adjust settings based on network
conditions to ensure stable web service operation (see Figure 6-16).

* [Sandstorm]: In addition to the antivirus engine, the system also references the Sandstorm database
for threat detection.

*  [Max. Scan File Size (KB)]: Files exceeding this size will not be scanned. Default is 1024 KB.

* [Listen Port]: Specifies which ports will be processed by the HTTP proxy. The default is port 80.
Multiple ports can be entered (e.g., 80,81,88) to apply scanning to each.

*  [Virus Engine]: Uses the built-in ClamAYV engine.

* [Warning Setting]: Message shown to users when a virus is detected.
*  [Warning Subject]: Custom text for the warning subject line.

* [Warning Message]: Custom content for the warning page.

*  [Preview]: Allows administrators to preview and verify the warning message content.

i Service >WEB Service

+  WER Anti-Virus Setting :

Sandstarm Active (Risk Setting - Medium | High)

Max, Scan File Sze{ KB ) 1024 (Range: 1~ 1024)

Listen Port an (Range: 1~ 65535) 9
Virus Engine ClamAl (ON]

Warning Selting Preview

Warning Subject Access Denjed

Access to the page has been
Warning Message denied because the following
virus was detected

Figure 6-16
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Encryption Connect Setting

In addition to managing HTTP traffic, the 3100-6GT-I also supports HTTPS scanning and website control.
To enable HTTPS management, an SSL root certificate must be generated and imported to each user’s
device.

Since HTTPS also uses Transparent Proxy technology, no browser configuration is required—only
certificate installation is needed.

* [SSL Listen Port]: Specifies which ports to inspect via HTTPS proxy. The default is 443. Multiple
ports can be entered (e.g., 443,8443,888) to enable scanning on each.

*  [Certificate Time]: Displays the timestamp of the current locally generated root certificate.

* [Download SSL Certificate]: Click to download the root certificate from the 3100-6GT-I to the
administrator’s computer, then distribute it to users.

If any changes are made to the certificate, it must be regenerated and downloaded again. Click “Re-
generate Certificate” to open the prompt (see Figure 6-17).

*  Encryption Connect Setting :

556 Listen Fon 443 {Range-1~ 65535} &)
Carfificate Tima 2024-07-04 154416
Download 551 Cardificate Derwmioad I ﬁ&—&nﬁal& Cerificale
- " . < Ivttps.{ Wan P "
Certficate Downlghd Link .
hitps 15216
251 Cortificain So ning

Certification Instaler Dowmload htipsl Wan 1P
Link (| hips 192 169 ® User Dofine ) fECH T Gar MIEELA L ot T -car)
Exchude apple davice (] Tl Couniny Codis ™W

Snda O Provncn LIFW
Exclsde Sourca MAC Address TC

Cooamzaton M L7PwW

Lind Karme L7FW
Black SRC IP Dafing

i Narn AN, CONTTON, OOm

Aygplecalicd Persanml Bms hefpdictmimon, com
Slack Domain Defing
Black Dromain Diefin Dorm Cancid
Black Destination [P Define

Figure 6-17

*  [Certificate Download Link]: Administrators can provide users with a URL to download and install
the root certificate manually. The link consists of three parts:

1. The IP address or domain name of the network interface (e.g., the IP of ZONEI is 192.168.1.254).
2. The port set under [Network] > [Interface] & [Route] > [HTTPS Port], default is 443.
3. The file name of the root certificate (e.g., myca.crt).

In this example, the download URL is: https://192.168.1.254:443/myca.crt. Users can click the link to
install the certificate directly.

*  [Certification Installer Download Link]: When users switch between browsers, each browser may
require separate certificate trust settings. To simplify this process, Volktek provides a Windows-
based installer that automatically installs the root certificate for Microsoft Edge, Chrome, and
Firefox.


https://192.168.1.254/myca.crt
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Administrators can provide users with a URL to download the installer. The link consists of three
parts:

1. The IP address or domain name of the network interface (e.g., ZONEI = 192.168.1.254).
2. The port set under [Network] > [Interface] & [Route] > [HTTPS Port], default is 443.

3. The installer file: download certinstaller.php

In this example, the download URL is: https://192.168.1.254:443/download_certinstaller.php. Users
can click the link to download the installer. Once executed, the required root certificate is installed
automatically (see Figure 6-18).

»  Encryption Connect Setting -

S50 Listen Port 443 (Range: 1 - 65535) g
Certificate Time 2025.05-07 16:52-30
Download SSL Certificate Download Re-generate Certificate

hittps & Wan |P Address o Domain | [HTTES Port] /myca cr

Certificate Download Link
) ( https://192 168 186 95:17443/myca crt )

hiips i Wan 1P Address or Domain | [HTTPS Port] /download_cedinstalles php
Bownload Instalier
( hitps://182.168 156 951744 Wdownload_certinstallerphp )

Certification Installer Download
L i

Exclude apple device

Exciude Source MAG Address

Figure 6-18

* [Exclude Apple Device]: Apple's trusted certificate list cannot be modified. Enabling HTTPS proxy
on Apple devices may cause connection failures. When this option is selected, all Apple devices are
excluded from HTTPS proxy.

* |[Exclude Source MAC Address]: Exclude connections from specified MAC addresses from
HTTP/HTTPS filtering.

e [Black SRC IP Define]: Exclude connections from specified source IP addresses from HTTP/HTTPS
filtering.

* [Black Domain Define|: Excludes connections to specified domains from HTTP/HTTPS filtering.

*  [Black Destination IP Define|: Exclude connections to specified destination IP addresses from
HTTP/HTTPS filtering.

Certification Installer Setting

To simplify SSL certificate installation, when a user tries to access a website, the 3100-6GT-I checks if the
source IP has installed the SSL certificate. If not, the system automatically redirects the user to the
certificate download page for easy access (see Figure 6-19).
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v, Cenrtification Installer Setting : g

Enable
Redirect Port Eé ; | (Range: 1~ 65535)

Connection Protocal WHTTP LIHTTPS
Source IP address

The ip has been redirected MNao Recard

Figure 6-19
*  |[Redirect Port]: Port number used for redirection; must not be in use.
*  [Connection Protocol]: Protocol used for redirection, either HTTP or HTTPS.

*  [Source IP address]: Specifies which source IP addresses the redirection applies to; other IPs are
unaffected.

*  [The IP has been redirected]: Lists IPs that have already been redirected.

If a source IP is not yet trusted, the user’s web request will be redirected to a page containing the
certificate installer and installation instructions (see Figure 6-20).

ROOT CA Installation Instructions

Step 1: Download installer program.
® Link to download url ; https://xaocxocn/download_certinstaller.php Download

program.
[ | |

192 168185 169 dowrlowd % e
& (DR 182 188G 165 : 1 ; i W CE

v Wab certification instalied downlboad

[ Vieh Certdicanon instalier ]

* Inamadlstion instructions IHe

Step 2 : Decompression file
®  Find the file which just download. And decompression file.

- » if w» fil o H

L Web_Cernt InsTallerzip |

Figure 6-20
SSL Certificate Message

Displays the current SSL certificate in use. Configure settings under [Configuration] > [SSL Certificate] >
[SSL Certificate Set]. If modified, users must reinstall and trust the updated root certificate.

SSL Certification Import

Imports SSL certificates, including manually entered or officially issued certificates.
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6-6-2. HTTPS Log
AIl HTTPS proxy connection logs are recorded here. Disabled by default (see Figure 6-21).
Date & HTTP5 Nami Intaiface Source [P Address Destination |P Addriss
M24-08-16 14 5813 play poopls com LAN2 142 168 66 66 142 251 42 238
2024-08-16 14 5813 waa-pa chanish lj‘-?npl! LTI LANZ 192 168 56 66 221716342
224-08-16 14.58:12 W goagleapls cam LAN2 152 168 66 BR 172297163 42
2024-08-16 14.88. 14 powarpolnt-lelgmalry. officeapps live com LANZ 152168 56 b6 52,508 7827
2024-08-15 14 58.07 scan sharelech com by LAM2 192 168 66 66 125237 221 18
2024-08-16 14 58:05 brovwser pips. aria macrosolt com LANZ 142 168.66.23 2018517337
Figure 6-21

6-6-3. White Certification

Some websites or applications may trigger certificate failures when passing through the 3100-6GT-I,
causing service disruptions. In such cases, administrators can whitelist the failed certificates here. Once
whitelisted, the 3100-6GT-I will no longer replace them, ensuring uninterrupted user access.

Certifications Failed Log

Clicking the “Search” button lists all certificate failures within the selected period. Select the certificates to
whitelist, then click “Add Whitelist Certification” to complete the process (see Figure 6-22).

Certifications Failed 17104 umpto| 1 |Pagesvenipage 30 rows [EEN v | Egerd
y Leg [ExportAll v
B Date = Source IP Address &  Destination IP Address = Domaln & _Cclun{ =
BB
0] ??iﬂ;;ﬂ_?ﬁ 1592 168 66 23 20118138 130 wwrwr telecommandsve microsoft com 14
75
2024-08-08
O 1027 50 192 .168.66:23 20.3.187.193 feZer delhvay. mp microsofl com L¥)
2024.0808
O ; 192 168 6523 20188173 12 miobile evenis data micresofl. com 1
10:27.42
4
L z:}i 232-33 192168 66 23 40.119.245.228 seltings-win data microsoft cem 295
-z 2024-08-08
2] 192 1658.66.23 20.44.248.159 wdcpalt microsoft com M
10:27.28
2024-08-08
L o 192 168 66.23 20.44.248,159 wdtp microsoft com 15
102727
_ | 2024-08-08 ;
] V02725 192.168.66 23 118214246 236 storecalalagrevacation slorequality microsoft com &
L3
2024-08-08
) 102724 192168 66.23 20044 22042 displaycatalog mp microsoft com 30
8-08
| 2??;1}53? 152168 66.23 20.247 184142 licerising mp microsalt com 16
Figure 6-22

White Certification List

Whitelisted certificates are listed below (see Figure 6-23).

+ White Centilication List 111 umate 1 Pageewarypape 30 rows[ER) s+ | Expeni || ExporiAll v/
3 Bestination IP Addiess & Doanain &
52 179 209218 options. skype.com
C 1384112175 apl merskype com
I 13.93 149.41 api mcr skype com
Figure 6-23
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6-7. High Availability

The 3100-6GT-I supports High Availability (HA) by pairing two identical units—one as Master, the other
as Backup. If the Master fails, the Backup immediately takes over, ensuring continuous network traffic and
uninterrupted business operations.

Administrators are promptly notified of any HA failover events, allowing them to repair the failed unit and
restore redundancy as quickly as possible.

The 3100-6GT-I uses an Active-Backup HA model, where only one unit is active at a time. The Backup
remains in standby mode and takes over traffic only if the active unit fails.

Before enabling HA, go to [Network] > [Zone Settings] to assign the HA port.

High Availability — Master
* |[Enable]: Enable or disable the HA function.
*  [Mode]: Sets this device as the Master.

*  [Manage IP]: When HA is enabled, both devices share a virtual IP address. Regardless of which
device is active, the system can be accessed via its physical IP or this shared virtual IP, which serves
as the management IP.

*  [Remote IP]: The physical IP address of the Backup device when this device is operating as the
Master.

High Availability — Backup
* |Enable]: Enable or disable the HA function.
* [Mode]: Sets this device as the Backup.

* [Manage IP]: When HA is enabled, both devices share a virtual IP address. Regardless of which
device is active, the system can be accessed via its physical IP or this shared virtual IP, which serves
as the management IP.

*  [Remote IP]: The physical IP address of the Master device when this device is operating as the
Backup.

Master Backup

| Service > High Availability i Servica > High Availability

High Avallability | Network Interface se

* Setup: Y Setup :

Enable Enable

Mode Master ~ Mode Backup v
Manage IP 192.168.1.3 Managa IP 192.168.1.3
Remote IP 192.168.1.126 ||Remote IP 192.168.1.125
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After HA is enabled on both units, the interface IP addresses must be within the same subnet but use
different IPs. Otherwise, IP conflicts may occur.

For example, if this unit is set as the Master and the remote IP is set to /92.168.1.126, then 192.168.1.126
is the Backup unit. The 3100-6GT-I will verify that the remote unit has the same model group and
firmware version before synchronization is allowed.

The Backup unit displays the latest synchronization time. By default, the Backup requests data sync from
the Master every five minutes. Administrators can also manually trigger synchronization.

Note 1: When HA switches to the Backup unit, any configuration changes made on the Backup will not be
synced back to the Master once it recovers. To retain the changes made on the Backup, you can swap the
roles—set the current Master as Backup and the Backup as Master. This ensures the system uses the data
from the previously active Backup.
Note 2: The following data will not be synchronized:
1. Content log data
System operation logs
System/network status diagrams

2
3
4. Computer member list
5

Traffic analysis data

O«
Ca
el



3100-6GT-I User Manual

6-8. Remote Syslog

Remote Connect Setup

The 3100-6GT-I can send connection logs to an external Syslog server for storage or analysis.

[Enable]: Enable or disable the Syslog function.
[Server IP]: IP address of the remote Syslog server (e.g., 192.168.1.100).
[Server Port]: Port used by the remote Syslog server. Default is UDP 514.

[Device Hostname]: The name used when sending logs. This name will appear on the Syslog server,
helping identify which device the logs came from.

Log Setting

The 3100-6GT-I supports two Syslog formats: standard Syslog and CEF. The format used is determined
by the Syslog server.

Log Item

The 3100-6GT-I can send seven types of logs to the Syslog server. Each category contains sub-items that
can be selected by the administrator.

N kRN

. Object

Advanced Protection
Mail Security
Content Log

VPN

Log

Status
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Chapter 7. Advanced Protection

The 3100-6GT-I employs collaborative protection between abnormal IP analysis and switches to
monitor the status of internal machines in real-time. When abnormal traffic occurs, it blocks the packets
and identifies which device is on which switch port—helping prevent network disruptions.

Cooperative protection works by allowing the 3100-6GT-I to communicate with switches. When threats are
detected, it can send SNMP or TELNET/SSH commands to the switch to block the affected port.

This isolates the problematic device immediately without disrupting normal user activity (see Figure 7-1).

The 3100-6GT-| blocks

problematic packets

Figure 7-1

In general, Layer 2 switches with SNMP support are affordable in the market. This makes the
cooperative protection solution both practical and cost-effective—avoiding the common issue where a good
idea becomes difficult to implement due to high costs or deployment complexity.

Even if full replacement is not feasible, deploying these switches in key segments can help contain internal
network issues within a limited area.

Switches that support cooperative protection also enable IP-PORT-MAC binding, enhancing control and
visibility.

600
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7-1. Anomaly IP Analysis

When the 3100-6GT-I detects abnormal connection counts or traffic volume between internal interfaces, it
can take one or more of the following actions: Log, Notify, and Block. Administrators may enable all or
select any combination to maintain normal network operation.

1. Log

If the number of connections or traffic volume entering or leaving an interface exceeds the
threshold, the 3100-6GT-I logs the event and source IP for later review.

2. Notify
In addition to logging, the system notifies the administrator based on the configured alert method.
3. Block

Along with logging, the system blocks the offending traffic according to the defined rules.

Regardless of the application in use, user behavior can be analyzed through network packet patterns such as
connection count (sessions), traffic volume (flow), and duration (time). By monitoring these metrics, the
3100-6GT-I can determine whether the behavior is normal or abnormal.

When abnormal activity is detected, administrators can apply various policies—such as blocking internet
access, limiting bandwidth, triggering cooperative protection to block the port via switch, or simply
sending a notification.

For example, streaming a video typically uses around 5 Mbps of download bandwidth over time, but does
not generate high upload usage or excessive connections. Administrators can define thresholds that are safe
under normal usage, allowing the 3100-6GT-I to serve as the first layer of defense.

If a user exceeds the defined limits, the system can apply one of three actions: bandwidth limiting,
blocking, or switch-level port shutdown. Administrators can choose actions based on their needs. For
instance, in managed dormitory networks, strict enforcement is common—violators may have their
bandwidth throttled, allowing only limited access.

In terms of configuration sensitivity: Log < Notify < Block.
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7-1-1. Common Setup

Select the interfaces for anomaly detection. The 3100-6GT-I lists all configured interfaces, and only
enabled interfaces will perform detection.

7-1-2. Log Anomaly

When traffic exceeds the threshold, the 3100-6GT-I logs the source IP, trigger count, and duration. Settings
apply globally across all interfaces (Zones) on the device.

Anomaly detection thresholds for outbound traffic from internal hosts to external interfaces (Zones).

*  [Connection Session exceeds]: Logs the source IP and exceeded value when the number of
outbound connections from a single IP exceeds the set threshold for a specified duration.

*  [Zone Out (TX) Flow exceeds]: Logs the source IP and exceeded value when outbound traffic (TX)
from a single IP exceeds the threshold for a specified duration.

*  [Zone In (RX) Flow exceeds]: Logs the source IP and exceeded value when inbound traffic (RX)
from a single IP exceeds the threshold for a specified duration (see Figure 7-2).

§ Advanced Protection ﬁnomal",r IF Analysis W

Common Semp | Log Anomaly

+ Basic Satting )

Connheclion Session axcoads | 100 and cortinges | 1250 seconds
Lowas Ot (TX) Fiow exceeds (512 | Kbps and conlinues 120 | seconds

Jon In (X} Flow excends 1024 | Kbps and continues | 120 [seconds

Figure 7-2

7-1-3. Notify Anomaly

When traffic exceeds the threshold, the 3100-6GT-I logs the source IP, trigger count, and duration, and
immediately notifies the administrator. Settings apply to all interfaces (Zones).

Anomaly detection thresholds for outbound traffic from internal hosts to external interfaces (Zones).

* [Session exceeds]: Logs the source IP and exceeded session count when the number of outbound
connections from a single IP exceeds the set value for a defined duration.

*  [Zone Out (TX) Flow exceeds]: Logs the source IP and exceeded value when outbound traffic (TX)
from a single IP exceeds the threshold for a defined duration.

*  [Zone In (RX) Flow exceeds]: Logs the source IP and exceeded value when inbound traffic (RX)
from a single IP exceeds the threshold for a defined duration. (See Figure 7-3)

§ Advanced Protection > Anomaly IP Analysis {a

v Basic Setting )

Conmiction Session axoseds | 200 and continues {120 (saconds

Fons Oud (TR Flow axceeds | 200 Kbps and confinuas | 120 seconds

B Zonen {RX) Flenw aogesds | 2000 KEhps andd conbinues | 120 siconds
Figure 7-3
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7-1-4. Block Anomaly

When traffic exceeds the defined threshold, the 3100-6GT-I logs the source IP, trigger count, and duration,
and triggers the default blocking action to stop further abnormal activity. These settings apply across all
interfaces (Zones) on the device.

Basic Setting
Anomaly detection thresholds for outbound traffic from internal hosts to external interfaces (Zones).

* [Session exceeds]: Logs the source IP and exceeded session count when the number of outbound
connections from a single IP exceeds the set value for a defined duration.

*  [Zone Out (TX) Flow exceeds]: Logs the source IP and exceeded value when outbound traffic (TX)
from a single IP exceeds the threshold for a defined duration.

*  [Zone In (RX) Flow exceeds]: Logs the source IP and exceeded value when inbound traffic (RX)
from a single IP exceeds the threshold for a defined duration. (See Figure 7-4)

| Advanced Protection > Anomaly IP Analysis

 Basic Setting

Connechon Session exceeds | 300 and continues | 120 saconds

Jone Out {TX) Flow excesds 512 Kbgps and continues | 120 seconds

Zone In {RX) Flow exceeds 1024 | Kbps and continues 120 seconds
Figure 7-4

Action

When thresholds are triggered, administrators can choose from six predefined actions for handling
abnormal behavior:

1. Temporary Block (few minutes)

The source IP is blocked from accessing external Zones for a few minutes. Internal traffic within
the Zone remains unaffected. This is suitable for temporary or accidental spikes.

2. Block All Day

The source IP is blocked from external Zones for the rest of the day (until 24:00), as a penalty for
severe violations. Internal Zone traffic is not affected.

3. Block until administrator to unlock

The source IP remains blocked from external Zones until manually unblocked by an administrator.
Internal Zone traffic is not affected.

4. Bandwidth Limit (few minutes)

The source IP is throttled for a few minutes to address unfair bandwidth usage. Limit values are set
under [Other Settings].

5. Bandwidth Limit for All Day
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The source IP is bandwidth-limited for the entire day (until 24:00). Limit values are set under
[Other Settings].

6. Bandwidth Limit Until Released by Admin

The source IP is bandwidth-limited until the administrator manually lifts the restriction. Limit
values are set under [Advanced Setup]. (See Figure 7-5)

* Action

O Block minute(s)

) Block all day

) Block until administrator to unlock

O Bandwidth limited minute(s)
L) Bandwidth limited all day

) Bandwidth limited until administrator to disable

Figure 7-5
Advanced Setup

When a threshold is triggered and bandwidth limiting is selected as the action, the defined limit will
automatically apply to the offending device.

* [Bandwidth Limited]: Once triggered—whether by session count or traffic volume—the 3100-6GT-I
reduces the source IP's bandwidth to the specified value (e.g., 200 Kbps), slowing down its network
usage.

* [Block Message]: When bandwidth limiting is active, a custom message will appear on the user’s web
browser, indicating that speed restrictions are in effect. (See Figure 7-6)

* Advanced Setup

Bandwidth Limited Kbps

Your IP is currently blocked, please contact the
Block Message system administrator

Figure 7-6
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7-1-5. Trusted IP

The 3100-6GT-I can log, notify, and block abnormal sessions, upload, and download traffic. However, in

some cases, you may want to exclude specific users from anomaly detection. This can be done using the
Trusted IP setting.

o [IP/Netmask]: Specifies IP addresses or subnets to be excluded from anomaly analysis. For
example, 192.168.1.5/32 is a single IP, while 192.168.1.1/24 represents a Class C subnet.

e [Type]: Select one or more actions to exclude—Log, Notify, or Block.

e [Comment]: Optional description for the source IP. (See Figure 7-7)

*/ Trusted IP

IFMetmask |192.1EB.1.55.|'32 | Ex:1592.168.1.1/24
Type ®iog WNotify EBlock

Comment [Don't block me | |

Figure 7-7

7-1-6. Anomaly List

For all abnormal activities, the system logs detailed information including Date, IP, Authentication, Action,
Event, Actual Value, Period, and Limited Time. (See Figure 7-8)

v Seanch Crnditlon
Diatw 2024-08-28 G000~ | - R0R4-GE-2R 215G

Log Souwce Local Data w»

Ayrthamiicaion | AN el |
Al w
Ewent + Sdsgion i
AR
m LRI

Lons Cut {TX)
v Ancmaby L A

1i@ Empon || Export Al e
Zang In [RX) T
' o

Date » Authembcation Actlon & Event # Liné Aciusl Vale P i Limited Tamna

Figure 7-8

7-1-7. Block List

Displays the list of source IP addresses currently blocked by the 3100-6GT-1. Administrators have the
authority to manually release these IPs.



3100-6GT-I User Manual
7-2. Switch

The 3100-6GT-I works with switches to monitor internal device distribution in real time. When abnormal
traffic occurs, it blocks the packets and helps prevent network outages.

Administrators may focus on different needs—traffic per IP or physical device location. Internal cabling
can make this difficult.

Volktek simplifies this with a hierarchical view showing uplink/downlink connections from the 3100-6GT-
I's LAN or DMZ. As shown in Figure 7-9, administrators can easily trace and locate problematic devices.

—The 1 Layer
Mame IP Address ; 182 168.0.210 Remarks
hd .Z 4 & _B_ 10 - 12 .14 16 _19. 20 22_ 24 _25_ 28 @
ol ook R
LA B B B N B R B B B N
RS e S e TS T S LR BT
svian @ 192.168.0.210
=Tha 2 Loy
Mame : IP Address : 182 168.0.217 Remarks ;
@
x-z.. Id ’E :B 10 .12 _14 16 _.18 20
('S F R R R EE
TN wYYRwRwwew
® 1 3 5 T 9 11 13 __15 17 19

evilan @ 182 168.0.217
Figure 7-9

The graphical interface shows which switch port each IP is connected to, making the network structure
easy to understand—including switch interconnections.

Paired with the 3100-6GT-I’s address table view, network management becomes visual and precise. Every
IP is tied to a switch port, making user behavior and admin actions traceable.

3100-6GT-I Supported Switch Types

The 3100-6GT-I supports cooperative defense with core switches. In addition to displaying the network
topology, it can automatically block problematic devices on the switch based on administrator settings.

For example, if ZONEI] is a high-traffic internal network, a core switch with cooperative defense capability
can be deployed for enhanced control.
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7-2-1. Switch Setup

When switch management is enabled, switch details must be added via [Advanced Protection] > [Switch]
> [Switch Setup].

o [Interface]: Select the interface (Zone) where the switch is connected, e.g., ZONEI.
e [Switch Type]: Select a core switch that supports cooperative defense.

e [Switch Model]: Lists verified and supported cooperative defense switches. Currently supports only
Volktek Managed Switches.

e [Name]: Custom name for the switch, e.g., “1F,” for easy identification.
e [Remarks]: Optional notes, e.g., “Core Switch.”

e [IP Address]: IP address of the switch, e.g., 192.168.2.55.

e [Port]: Number of ports on the switch.

e [SNMP Read Community]: Community name with read access for SNMP communication.
Default is “public.” Use [Connection Test] to verify access.

e [SNMP Write Community]: Community name with write access for SNMP communication.
Default is “private.” Use [Connection Test] to verify access.

e [Web Management]: Port used to access the switch’s web interface, typically 80.

e [Advanced Command]: Protocol used for command communication—Telnet or SSH. Choose
based on the switch's supported mode.

e [Command Port]: Communication port—23 for Telnet, 22 for SSH (fixed, cannot be changed).
e [Login Account]: Username for command-based login, e.g., “admin” or “root.”
e [Login Password]: Password for the login account.

e [Enable Password]: Optional secondary password required to apply configuration changes on the
switch.

e [Bind Mode]: Uses MAC + PORT binding. Each MAC address is tied to a specific switch port.
For example, a device with MAC 00:01:02:03:04:05 can only access the network via port 21. If
plugged into another port, access is denied. (See Figure 7-10)
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i Advanced Protection > Switch

Switch Satup | Switch Status ' '|"'|P Source Guard | PoE Schedule Setup
» Add New Switch .
Interface LAN (LAN) v |
Swilch Type ® Co-defense
Switch Model Volktek Managed Switch v |
MName
Remarks
IP Address
Port B
SNMP Read Communily | public { Connection Test |
SHNMP Write Community | private | Connection Test
Wit Management .Eij
Advanced Command ® Telnet (' S5H
Command Fort 23
Login Account
Login Password
Enable Password # Connection Test
Bind mode ® MAC + PORT
Figure 7-10

Search Switch

In the switch list, click the “Search Switch” button to let the 3100-6GT-I automatically locate all SNMP
switches under each interface. The search results will open in a separate window.

To manage a switch, click the “plus” button under the Action column to enter switch configuration mode.
Set the account credentials, port number, and designate the operating interface to complete the switch
addition process. (See Figure 7-11)

» Search Result 1/1 jumpto| 1 |Pageeverypagel 30 rows[BE) <« « > »
IP Address Port Name Action
192.168.186.183 o Volktek Managed Switch +
Figure 7-11

After the switch configuration, the 3100-6GT-I will display a list of all switches. Administrators can verify
settings or click the “gear” icon to open the switch management interface in a new window, based on the
selected mode. (See Figure 7-12) This feature allows administrators to manage all internal switches through
a unified interface.

v Switch List 1/9 jumpto| 1 | Pageeverypage 30 rows@I <« < b » | Search Switch
Interface Switch Type Name 1P Address Paort Web Management Action
LAN4 (LANY) Co-defense TEST 192 168 10.254 8 & 7
Figure 7-12
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7-2-2. Switch Status

Cable tracing is a major challenge for enterprises, especially in cluttered environments where identifying
which PC connects to which switch is difficult.

The 3100-6GT-I, combined with collaborative defense and SNMP-managed switches, provides real-time
visibility into the network—including switch stacking relationships and the ports used.

Administrators can clearly see each user's connection status, which switch they're connected to, whether the
device is on, and even trace connections through secondary switches. (See Figure 7-13)

Name : IP Address : 192 168.0.214 Remarks ;
® -

_2 _4_ .ﬁ 8 _10 12_ _14_ 16 _1&‘. 20 22. 24_ _25 _28 @
AL ahbdbhbbibada®
LA B 3 B B B B B RN AEED
1 3 5 7 9

s Sl S b | Double-click to display the complete information
Fvlan : 192.168.0.214 [ swp20
Name : IP Address : 192.168.0.2 J_’J Rnnnrkﬁ Dﬂmp PWEH
- 10 1?2 14 16 1El 20 192.168.0.199 2/

- ‘ i IIEQIESDEI‘;‘# ailC

‘ ' ' 192153354 i fee

= 19216806116 31'C

@ 9 11 13 15 i7 19 192 168.0.86 / & c /¢
#vilan @ 192.168.0.212 E

=]
B
w

T

Figure 7-13

Diagram Explanation:

Up Link  Down Link

B Dump Switch

On

o R'ﬁtxe,h |

7]

To view the connection between switches and computers, the 3100-6GT-I offers three display modes:
graphic, list view, and IP-based view. Administrators can also filter by interface (ZONE).

You can schedule automatic updates to keep network status current. A search function is also available—
enter an IP address, and the 3100-6GT-I will identify which switch and port the device is connected to.
(See Figure 7-14)

v Display Graphic v || onling v| | zonel (LAN) bl - © search
Scheduled =1 minute . Block it by switch | Change Last Update : 2024/08/28 11:21:96 | Estmah_|
| sy i '
P
Figure 7-14
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Clicking either icon will display detailed information for the selected switch port in the 3100-6GT-I
interface. (See Figure 7-15)

o [Up Link Port]: Designates this port as the uplink port.

e [Enable/Disable]: Enables or disables the port.

e [In/Out]: Displays inbound and outbound traffic for the port.

e [Zone Out (TX)/Zone In (RX) (bps)]: Shows traffic between this IP address and the Internet.

e [Binding]: In collaborative defense mode, binds a specific [IP/MAC to this port.

P Address © 192 16800214 Podt : 21 Bind mode | [P Sourcs Gulig

Port Informarion | |
.T'OTT Information Stafus @ El‘iab{@ w | Updaied Tima éu-se-:md-s. 1-' 141 pamp o 1 Page iy pags 20 rows m
| ;n:936.06M  ou:2048.00 M
Biny Nams & IP Address @ Mac Address ¢ Zone Out [TX) | 2orve In [RX) (bps) Co-Delensa Swiich

182 168.0.100 /1
192 168081 41152
182 168 04 1
L2 168061 f 3
152 168 086 = ]

Figure 7-15
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7-2-3. Bind List

For security or internal management, administrators can restrict switch ports to specific devices.
Unauthorized computers will be blocked. The 3100-6GT-I’s collaborative defense supports this feature.

There are two binding modes: [IP+MAC+Port] and [MAC+Port]. The former requires entering an IP
address; the latter does not. All other settings are the same. The following instructions use the [MAC+Port]
mode as an example. Select the collaborative switch IP address from the binding list.

Add Bind List

[MAC Address]: The MAC address to be bound, e.g., 02:03:04:05:06:07. Devices with a different
MAC address will be denied network access.

[Co-defense]: Indicates which collaborative defense switch this device is bound to.
[Port]: The specific port on the switch where the device is bound, e.g., Port 24.
[VLAN]: Specify the VLAN to which the binding IP belongs.

[Bind mode]: The current binding mode in use is [MAC+Port]. (See Figure 7-16)

* add bind list
Mac Address | | Ex: 00:00:00:00:00:01

Co-defense 192 168.2.55 w
Port El
VLAN [ v|

Bind mode MAC + PORT

Figure 7-16
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7-2-4. IP Source Guard

The 3100-6GT-I also supports another IP+MAC+Port binding mode—IP Source Guard. In addition to
enforcing [IP+MAC+Port bindings, it includes a DHCP snooping mechanism to block unauthorized internal
DHCP servers.

IP Source Guard requires VLAN configuration, so related VLAN settings must be completed on the switch

first.

Add IP Source Guard Binding List

Click the “Add” button under IP Source Guard to create a new IP+MAC+Port binding.

[Co-defense]: Select the IP address of the collaborative defense switch for the IP+HMAC+Port binding,
e.g., 192.168.14.2.

[VLAN]: Select the VLAN where the binding will be applied. The system will list all active VLANSs
for selection, e.g., VLANI.

[Trusted Ports]: Specify which ports in the VLAN are exempt from IP+MAC+Port binding. These
are called Trusted Ports, where any IP and MAC address can access the network. Click [Assist] to
display a visual diagram of the switch. Administrators can select ports belonging to the VLAN—
clicking an “X” will toggle the port to a Trusted Port with a “V” status.

[Assist in Adding]: The 3100-6GT-I can auto-fill binding entries using previously recorded
[P+MAC+Port data for devices that have connected to the switch VLAN, reducing manual input. (See
Figure 7-17)

¥ Add IP Source Guard binding list

Co-defense ,192 168.10 21}‘-‘
VLAN [1(1) |
Trusted Ports Aecict swpl1 swpl2 swpl9,swp 10
It there are DHCP Servers connected o the ports in this Vian
please enable DHCP Snooping in 1P Source Guard > DHCP Snooping Setup' » Assist in adding » More
IP Address (Ex: 192.168.183.1) Mac Address (Ex : 00:00:00:00:00:01) Port
. swpll v
| swp00 v
i | swp00 ¥
: tswpll v
Figure 7-17

Adding DHCP Snooping Configuration

IP Source Guard blocks unauthorized DHCP servers within each VLAN, allowing only approved ones to
assign IP addresses. Administrators must know which switch port the DHCP server is connected to for each
VLAN.

When configuring IP Source Guard, the 3100-6GT-I opens a new window. (See Figure 7-18) Selecting a
VLAN displays its ports—red for untagged, green for tagged.

Trusted Ports are exempt from IP+MAC+Port binding and allow any IP/MAC to connect. At least one
Trusted Port is required when DHCP Snooping is enabled. Click the “X” to toggle a port to “V” (Trusted).

6040
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>, IP Source Guard Port Setup  lcon Directions (g

Name : G52210 IP Address : 192.168.10.20 Remarks : ..3.
IPSG Shutting Down...
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Figure 7-18
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7-3. Intranet Protection

Broadcast-based attacks—such as ARP spoofing and rogue DHCP servers—are among the hardest to
detect due to protocol-level limitations. Even if an attacker is identified, traditional systems can't
communicate directly with first-line devices like the 3100-6GT-I or switches to block threats in real time.
In most cases, physical cable tracing at each switch is the only option.

The 3100-6GT-I addresses this by offering built-in tools to block such attacks.

When collaborative defense is enabled, the 3100-6GT-I activates advanced protection features for the
internal network, including ARP Protection, IP Collision, MAC Collision, and Abnormal IP Blocking.

These features can be applied by selecting the desired detection mechanisms per interface (Zone).

7-3-1. Spoofing Setup
Detection Interface

Select the network interface (ZONE) where internal protection will be applied. Multiple interfaces can be
selected, and this feature is typically used on internal networks.

&
detection rule will be directly blocked.

advanced blocking may result in all devices under that port being mistakenly blocked.

ARP Spoofing Alert Value

ARP-based attacks are harder for the 3100-6GT-I to handle because ARP uses broadcast packets and
operates before any TCP/UDP connection is established.

Volktek's ARP detection mechanism identifies devices that are aggressively sending ARP requests—often
a sign of pre-attack behavior. At this stage, the activity may appear borderline between normal and
malicious.

When used with a collaborative defense switch, the system can pinpoint the physical location of the
suspicious IP, leaving the attacker nowhere to hide. (See Figure 7-19)

+ ARP Spoofing Leg b | Chasr | 149 jumpls 1 |Pageeverypape 30 rmws[EE Expost E‘!‘pﬂl"t All bt
Time Intorface IP Address Mac Addross Ewent Co-Delense Switch Siatus Action
Exceed ARP
2025-08-03 1204:42 LANA 192 168 18948 B0ch B4 a042 1 in Progress
Threshold Vahie
Figure 7-19

If a victim is detected on the network, administrators can suspect IPs previously flagged for excessive ARP
traffic as potential attackers. Using collaborative defense, the switch port of the attacker can be blocked to
isolate the device and prevent further impact.

* [Each Source IP Address Exceeds]: Number of ARP requests per second from a single IP that
triggers detection. Default is 100. Higher values reduce sensitivity; lower values may cause false
positives.

*  [Automatically Blocked by Switch]: Automatically blocks devices showing abnormal ARP behavior.
*  |[True Address]: IP addresses excluded from ARP detection, e.g., 192.168.1.100. (See Figure 7-20)
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» ARP Spoofing Alert Value

Each source ip address exceeds 100 |ARP packets/s . (Minimum value is 50)
Automatically Block by Swilchgy Advanced Management Swilch Portigy

True Address-d, Dump Swﬂcn. : The butt a computer that does not support the SNMP:switch |

Figure 7-20

IP/MAC Collision Detection

Internal IP or MAC conflicts can disrupt network operations. The 3100-6GT-I includes built-in detection
mechanisms to help administrators manage these issues.

e [IP Address Collision Detection|: Enables detection of IP conflicts. Disabled by default.

*  [Automatically Blocked by Switch]: Automatically blocks devices with forged IP addresses upon
detection.

*  [True Address]: IP addresses excluded from conflict detection, e.g., 192.168.1.100.

* |[MAC Address Collision Detection]: Frequency of MAC conflict checks; default is every 3 hours.

*  [Automatically Blocked by Switch]: Blocks devices with duplicated or forged MAC addresses.

*  [True Address]: MAC addresses excluded from detection, e.g., 00:01:02:03:04:05. (See Figure 7-21)

¥ Collision Detection : IP

IP Address Collision Detection

Automatically Block by Switchigh Advanced Management Switch Fortig
True Addressigd

. Collision Detection : MAC

MAC Address Collision Detection 3 times / hour. Block it by switch
Automatically Block by Switch gy Advanced Management Switch Portgd
True Addressgy
&

Figure 7-21
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Co-defense

In [Advanced Protection] > [Anomaly IP Analysis], the [Block Anomaly] function works with
collaborative defense switches to enforce automatic response.

When a user exceeds connection limits or upload/download bandwidth, the 3100-6GT-I notifies the switch
to block the device, preventing further access. (See Figure 7-22)

*/ Co-defense

[J Linked abnormal IP block list Port Close 9 Advanced Management Switch Portig)

(] Linked IPS Port Elnse times / minute . Block it by switch (&) Advanced Management Switch Port gy

Figure 7-22

Notify Item
When the above events occur, the 3100-6GT-I can immediately notify administrators for action.

Select the types of events to be notified. Available options include: [Linked abnormal IP block], [OPC
Port blocking linked], [ARP Protection], [IP collision], and [MAC collision].
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7-3-2. ARP Spoofing Log

The ARP spoofing log records details such as time, interface, IP address, MAC address, event type, status,
and action taken. It also identifies attackers and victims to help administrators investigate incidents.

*  [IP Address]: Indicates the IP sending large volumes of ARP packets (attacker) or receiving them
(victim).

* [Interface]: Select the internal network interface (ZONE) to filter results.

* [Event]: Identifies whether the device is a suspected attacker or victim. Attackers are flagged for
exceeding threshold values.

*  [Status]: Indicates whether the ARP attack is ongoing or has stopped. (See Figure 7-23)

smarch asp i

Eocal Data
Al -
il w
adl b
-5
s, ARP Spootang Log ] Des | 141 g 1 3wy 59 - [ Exgacs | | Expodt ALl -

Time Eurtace P Addions Mac Address Rvert Co-Detenas Swibch Suatuin ATDon

Figure 7-23

7-3-3. MAC Collision Log

All MAC spoofing activities are logged. When used with a collaborative defense switch, the connection
point is also recorded to assist in investigation.

* [MAC Address]: The forged MAC address involved in the conflict.
e  [IP Address]: IP address of the device using the forged MAC.

* [Interface]: The physical port on the collaborative defense switch where the attacker or victim is
connected.

*  [Status]: Description of the MAC spoofing activity.
*  [Re-record Address]: Clears all learned MAC data and restarts spoofing detection. (See Figure 7-24)

+  MAC il sss Collinkon Lind ! T Haiach Re-record EWQ?‘L Lig Soerce | Locsl Dats ~
1138 1 i vy page 50 a5 ¢ e | Bxgen || Export All b
Tirme Maz Adciess IF A eas ey fake Co-Detense Switch LAFE T Actioh
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Figure 7-24
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7-3-4. IP Collision Log

All IP spoofing incidents are logged. With a collaborative defense switch, the physical connection point is
also shown to help administrators investigate.

e [IP Address]: The conflicting IP address involved in the spoofing.
e [Forged IP Address]: The IP address used by the spoofing device.

* [Interface]: The physical port on the collaborative defense switch where the suspected attacker or
victim is connected.

e [Status]: Description of the IP spoofing event. (See Figure 7-25)

v 1P acdress Codlisson Lisy (g [ Cew Log Source © | Local Data « i - i ooy pags . 50 ~ [a Eveent | Export &1 w

Tisnae Minc Address I Adaresn interiace Co-Dulernse SwHch Event Saatun Actipn

Figure 7-25

7-3-5. Lock Status

The 3100-6GT-I provides advanced internal network protection, including ARP protection, IP spoofing
detection, MAC spoofing detection, and abnormal IP blocking.

If any IP or MAC address violates access rules and is blocked, all related information will be displayed
here. Administrators can also manually unblock devices from this interface.
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Chapter 8. OPC

The 3100-6GT-I OT Firewall is equipped with OPC (OT Packet Content) protection, which functions as an
Intrusion Prevention System (IPS). It inspects network traffic in real time to detect known attack signatures
and immediately blocks malicious packets to prevent external intrusions or internal threats from
propagating to the outside

Why OPC Protection?

While traditional firewalls using Stateful Inspection can monitor traffic at OSI Layers 2 to 4—commonly
controlling parameters such as:

*  Source IP Address
*  Destination I[P Address
*  Source Port
*  Destination Port
*  TCP Flag Fields
—this is insufficient against Layer 7 application-layer attacks.

For example, SQL Slammer uses a "buffer overflow" attack technique. Since the firewall had the SQL
communication port open, external actors were able to access the internal SQL Server. The attacker then
used buffer overflow exploit code to attack the internal SQL server and steal the desired data.

How OPC Protection Works

The OPC (Operational Packet Content inspection) function analyzes Layers 4 through 7 of the OSI model
to detect malicious code or viruses hidden within TCP/IP communication protocols. Through deep packet
inspection, any matching threat signatures are identified and flagged. Once detected, OPC can immediately
block these packets, preventing malicious traffic from bypassing the firewall undetected.

Unlike traditional firewalls—which primarily inspect headers and enforce access control—OPC performs
content- and behavior-based inspection. The effectiveness of OPC depends heavily on the size and update
frequency of its signature database. A more comprehensive database allows the system to identify a wider
range of abnormal content and network behaviors. However, this comes at a cost: more extensive
inspection requires greater processing power. Without adequate performance, the benefits of detection may
be offset by reduced network throughput.

Typically, the OPC signature database is categorized by threat severity into high, medium, and low levels.
Network administrators can configure the system to allow or block traffic based on these classifications. In
small to mid-sized networks, it is generally sufficient for OPC systems to include complete high- and
medium-risk signatures—such as those for viruses and trojans. Lower-risk signatures intended for warnings
or notifications are often unnecessary and may be excluded to preserve performance.
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e A
To activate OPC protection, follow these configuration steps:

1. Create an OPC Group:

Within the OPC Settings menu, add an OPC group, and specify which
signatures to block or log.

2. Apply the Group via Policy:
In the Policy menu, go to “Policy” to apply the pre-configured OPC group.

Given the vast number of OPC signatures, there is a potential risk that legitimate network traffic may be
incorrectly identified and blocked, resulting in false positives and network performance issues—
counteracting the intended security benefits of OPC inspection.

To address this, the 3100-6GT-I classifies all OPC events into three predefined risk levels: High, Medium,
and Low. Correspondingly, two action modes are provided: Block and Log. To minimize the likelihood of
unintentional packet blocking, it is recommended that administrators initially enable the Log mode. This
allows for monitoring and analysis of OPC-triggered events without impacting network traffic. Once a
clear understanding of the traffic patterns is established, appropriate Block actions can be configured based
on actual security requirements

o000
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8-1. OPC Settings

Each OPC group can operate in one of two modes: Basic Mode or Advanced Mode. Both modes utilize
the same set of signatures; however, the grouping and selection criteria differ. In Basic Mode, the 3100-
6GT-I pre-classifies signatures into three risk levels—High, Medium, and Low—for easier selection by
administrators. In Advanced Mode, signatures are categorized by type, such as Virus or Trojan, allowing
administrators to select specific categories or individual signatures for blocking or logging.

*  [Group Name]: The name of the OPC group, which can be any text combination (e.g., “High-Risk
Blocking”).

*  [Mode]: Two modes are available—Basic, which organizes signatures by risk level, and Advanced,
which organizes signatures by type.

Basic Mode

Signatures are grouped by severity: High, Medium, Low risk levels.

Administrators can choose to Block or Log each severity group. The number of available signatures in
each group is shown for reference. (See Figure 8-1)

| oPC = OPC Setting -

v Add OPC

Group Namo

Moda ® Basic Mode Advanced Mode

Risk Level Log Block
Hegh Risk [28356) ]

ET SHELLGOOE Bindshell? Dacodes Sheficode (UDP)

ET SHELLCODE Rolhenburg Shelicode

ET ATTACK_RESPOMSE Hostie FTP Server Banner {StnyFipd)

ET ATTACH RESPOMNSE Hostie FTP Server Bannes (Reptie)

ET ATTACK _RESPOMNSE Hostie FTP Server Bannor (Bot Server)

ET ATTACK RESPONSE Unusust FTP Server Banm (fuckFipd)

ET ATTACK RESPONSE Unususl FTP Senvaer Banner (Namod- ipd)

ET WEB CLIENT Possible Microsolt intermet Expéorar LRI Vahdabion Remote Coda Execution Atlempl
ET NETHICS Microsofl Windows NETAP! Stack Overficir inbound - MSO8-067 (1)

ET NETBIOS Mecrosoll Windows NETAPT Siack Overflow Inbound - MS08-06TY (2)

® Mo
i Medism Rusk (7142
5 Low Fisk (3803)
Figure 8-1
Advanced Mode

Signatures are grouped by attack type: Virus, Trojan, Exploit, etc. (See Figure 8-2)

Each category and individual signature can be independently configured for Block or Log actions.
*  |[Group Name]: Custom name for the OPC policy (e.g., “High-Risk Block Policy”)

*  [Mode]: Choose between Basic (risk-based) or Advanced (type-based) modes

Ox¢
(=N
=



3100-6GT-I User Manual

| OPC > OPC Setting 7
Classification :
e —
ATTACK, RESPONSE F#
Group Name | CHAT ‘
CURRENT_EVENTS =3
Mode (1 Basic Mode ' ® Advanced Mode oS
ET MAIWARE e
/ ET TROMAM -
»_Fitter condition Reset condition ol
Select Classification Al 8 Usier Defing Define Classification lsq P
IMAP
Select Risk Level ® Al HghRisk  MedumRisX  Low R
00X | Kb
Classification | RiskLevel Log Block
i FTP{108) _ 2
@ GAMES(21) ! '
B POP3(10) 3|
GPL POP3 AUTH overflow attempl High ] ]
GPL POPI LIST overflow atlempl High i ]
|GPL POP3 XTND overflow atterngt High i L
Figure 8-2
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8-2. OPC Logs and Event Tracking

Each OPC blocking event is logged for administrator review. By default, the interface displays today's OPC
protection records, showing events from 00:00 (midnight) up to the current time. Administrators can also
use the OPC Log Search function to view protection records from previous days. (See Figure 8-3)

Each log entry includes the following details: the time of the event, the OPC category, the signature name,
source/destination IP address, protocol, source/destination port, the action taken by the 3100-6GT-I, and
the associated risk level.

§ ot > OPC Log G

| search Resuns

«. Search Results 102 mmpin, 1 Pageeverypage 16 rows [EE) v | Epart || Expott All v
[ Duts = Classification ¢ Eventi & Source IP Address ¢ | Destination [P Address ¢ Protocol ¢  Source Port g Destination Port ¢ Action & RiskLevel ¢ Count g
2025-07-31 GPL SHMP public
gl SHMP i 182 168 190 15 16216843251 LI g3rd 161 Log Medium 1
1riea2 BUL0as xip
20260731 3P SHMP pubi
< L: SHMH " . 102 168194015 102 168 43,231 Lo 53T 161 Log Mechum 1
T e access uwip
2025073 GPL SNMP puiblic
26D 2 7 SHMP CEL S puct 192 168 19015 102 168437339 Loe 53741 11 Log MdiLm 1
17 a20 BOTEas g
20750731 GPL ShMP public
b iy ShME il e 192 168 19015 167 168 4373 Lo 53741 51 Log Maxhuim 1
11810 BLeds Klp
202507311 GPL SNMP public
' SHMP ™ 102 168190 15 182 168 43,230 P AT 1851 Log Medium 1
171818 BCLHES xdp
2025-07-1 SPL SNMP public
"lr'i ity SNME CRL A ey 102 168 190 15 107 168 43.230 uoe AT025 161 Log Medium
1718 ACiEss Up
Figure 8-3
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Chapter 9. WAF

The 3100-6GT-I includes a Web Application Firewall (WAF) that provides advanced protection for public-
facing web servers. It blocks common attack methods such as SQL Injection and Cross-site Scripting
(XSS), preventing attackers from disrupting services or stealing database information.

Web servers use two protocols: HT'TP and HTTPS. WAF functions as a proxy. If the backend web server
uses HTTPS, its certificate must be imported into the WAF. Otherwise, users will encounter certificate
errors when accessing the site. No additional setup is needed for HTTP.

3 Steps to Enable WAF

WAF setup involves three main steps: configuring policies to forward HTTP/HTTPS traffic and enable
WAF, importing certificates (for HTTPS), and enabling WAF settings.

1. Configure Security Policy

In [Security Policy] under [Incoming] or [Advance], forward HTTP or HTTPS traffic to the internal
web server and enable the WAF function. For example, the internal server might be
https://192.168.90.90 (HTTPS). (See Figure 9-1)

2.  Website Management

Go to [WAF] > [Website Management]. The 3100-6GT-I will list all servers with WAF enabled. If
using HTTPS, import the server's certificate. No configuration is needed for HTTP.

3.  WATF Setting
Go to [WAF] > [WAF Setting] to enable WAF and select the desired objects and policies.

WAF | Edit |

===0riginal DEST Port => DNAT IP Address:DMAT DEST Port (Connection
Protocol)===

143 => 192.168.90.908:443 (HTTPS)

R@ => 192.168.90.90:88 (HTTP)

Figure 9-1
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9-1. WAF Settings
9-1-1. WAF Setting

The 3100-6GT-I's WAF includes 19 main categories, each with multiple sub-rules. Administrators can
configure each rule based on specific needs.

Each rule supports two actions: [Log] and [Block].
e Log: Records the matching behavior but allows the request through. Useful for auditing and tuning.

o Block: Immediately blocks the request, preventing it from reaching the backend web server. (See
Figure 9-2)

For initial deployment, it is recommended to enable only [Log] to avoid unintended blocks. You can then
review the WAF logs to identify which rules were triggered.

Since WAF rules are strict, web applications that don’t follow secure coding standards may be blocked.
These detections help prevent vulnerabilities that attackers often exploit—WAF serves as a layer of
protection for such flaws.

| WAF > WAF Setting o)
* WAF Setting
Service Status Inactive
Enable
Anomaly Conneclion Source ip tngger blocking more than [0 times { minute, then temporarily block. (0 ~ 9989, 0 means
Block no block)
IP Blecking Period 0 minute (0~ 9999, 0 means block forever)
Anomaly connection block more than fimes, then permanently block (0 - 9999, 0 means no
Block Faorever
lirmit}
Blocking IP Mo blecked IP
Classification Log Block
& Nurneric IP Address (1)
i |P Reputation (8)
£ Scanner Detection (5)
v Profocol Violstions (38)

Figure 9-2
*  |[Enable]: Enables the WAF function.

*  [Anomaly Connection Block]: Temporarily blocks a source IP if it triggers WAF rules more than the
defined number of times per minute. Range: 0-9999 (0 = no blocking).

e [IP Blocking Period]: Duration (in minutes) before the system unblocks an IP after triggering an
anomaly. Range: 0-9999 (0 = never unblock).

*  [Block Forever]: Permanently blocks a source IP after exceeding the defined number of anomaly
blocks. Range: 0-9999 (0 = no permanent block).

*  [Blocking IP]: Displays currently blocked source IPs. Administrators can unblock individual IPs or
clear all.
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There are 19 main categories, each containing several sub-rules. For example, as shown in Figure 9-3, the
category Numeric IP Address (1) contains a single rule: “Host header is a numeric IP address”, which
means the incoming request uses an IP address instead of a domain name.

* [Log/Block]: Defines how matching traffic is handled—either logged only or actively blocked.

4 WAF > WAF Satting

v WAF Setting

Service Status
Enabia

Anamaly Connechion
Block

P Blocking Pehod

Biock Fosewer

Blochang [P

Classification

Numanc [P Address (1)
Hosd header 15-a nument IP addiess

chaly

Inactive

Sawrca ip tngger blockmg more than 0 tarrirss £ it - then temporanty block (0 - 8905 0 maans

i hinck)

0 minube {0 - 5309 0 means block forever )

Anomaly conmection ook more than 0 times, then parmanantty biock. (0 - 5999, 0 means no
[l )
Mo Blocked [P

Log Block

Figure 9-3
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9-1-2. Website Management

All web servers with WAF enabled via security policies are listed here. The list is based on the internal
server IPs, not the external IPs.

For example, two WAF-enabled rules may point to the same backend server:
1. www.def.com (Public IP: 1.1.1.1) Y Internal server: 192.168.1.1
2. www.def.com (Public IP: 2.2.2.2) Y Internal server: 192.168.1.1

Although two public IPs are used for load balancing, only 192.168.1.1 appears in the website list. (See
Figure 9-4)

+ Website List ‘Choose File | No file selacted Import | [ Export 1@ 1/1 jumplo 1 | Pageeverypage 30  rows [EE)
Server IP Server Port Protocol Security Server Mame Cerificate Message Edit
wiww.123.123.com Local Certificate
443 HTTPS TLS11.12.13 "
192.168.590 90 www 456 456 com Local Certificate g
80 HTTP - www.111.111.com = _/‘
Figure 9-4

*  [Server IP]: The actual IP address of the internal web server.

*  [Server Port]: The server’s communication port. Common ports are 80 (HTTP) and 443 (HTTPS),
but custom ports like 8080, 8000, or 8443 can also be used.

*  [Protocol]: The protocol used (HTTP or HTTPS). For HTTPS, you must import the original server
certificate into the WAF; otherwise, users will receive browser certificate warnings.

*  [Security]: Supported TLS versions for WAF protection. Options include TLS 1.0, 1.1, 1.2, and 1.3.

*  [Server Name]: The name of the web server. If left blank, external requests are forwarded directly. If
the backend server supports multiple virtual hosts, enter the actual Virtual Host name to enable SNI
identification. This setting can be modified as needed. (See Figure 9-5)

| WAF > WAF Setting bt}

WAF Setting | Website Managemant

» WAF Ruie Back

Sarver P 192.168.1.199
Server Por BO
Protocal HTTP
» Server List Server Name 11 umpto 1 Page everypaga 16  rows m
Server Mamae Edit / Dal
=
+ Add
v, Edit Default Server v, Server IP : 192.168.1.19 v, Sorver Port: B0 » Protocol : HTTP
Server Name www del.com | {maximurm B4 characters) 7]

Figure 9-5
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[Certificate Message]: For HTTPS, each virtual host must have its certificate imported. Modify
settings via the server certificate list. (See Figure 9-6)

Server Name

Certificate Setting

Certificate Message

|ww'.-.r_123.123.c{:m | (maximum 64 characters) @)
| User Define v|
key File Choose File | Mo file selected

crt File Choose File | Mo file selected

Intermediate

Cerificate Choose File | Mo file selected

File (*.crt)

Local Certificate

Figure 9-6

[Certificate Configuration]: Certificate sources include Local Certificate and User Define. User
Define allows you to import the server’s existing certificate by uploading the original .key and .crt
files. Local Certificate uses a certificate file generated by the 3100-6GT-I.
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9-1-3. Block Page

When WAF is active, multiple backend servers may be involved, each with different content. The block
messages shown to users can be customized here.

Default Block Page Setting

The system uses a default block page. Administrators can view it by clicking [Block Page Setting] >
[View].

For servers requiring custom block pages, go to [Define Block Page List]. First, select the server from the
list provided. Then, enter a name and the desired block message. Once saved, the custom block page is
applied. (See Figure 9-7)

* Add Block Page

Mame | MNew Block |
Block Page Setting View
Warning Subjact |Access Denied |
Access to the page has been a
Warning Content denied because the following =
blocked by waf P

* Define Block Page’'s Server Select All

Mo any Server not defined page

Figure 9-7
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9-1-4. WAF Whitelist

Some websites may trigger WAF rules due to the way their code is written. Since modifying the code can
be complex, administrators can whitelist specific cases if the triggered rule is low-risk. Whitelisted items
will be excluded from WAF inspection. (See Figure 9-8)

. [Name]: The name of the whitelist entry.
* |URL]: The specific URL that triggered the WAF rule and should be excluded.

. [Whitelist Item]: The rule item that was triggered. Once selected, WAF will no longer inspect that
rule for the given URL. Administrators can identify false positives in the WAF block log and add
them to the whitelist directly from the log.

| WAF > WAF Setting Gai

WAF Setting | Website Management | Block Page | WAF Whitelist

+ Add WAF Whitelist
Name Pass_autoUpdate
URL hitp(s).// | autoupdate.volktek.com/updateserver.php

+ Whitelist Item
Classification
# Numeric IP Address (1)
& |IP Reputation (6)
#i Scanner Detection (5)
# Profocol Violations (38)

= Protocol Anomalies (7) D
HTTP Request Smuggling Attack. #2
HTTP Respanse Splitting Attack #1

HTTP Response Spliting Attack #2

Figure 9-8
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9-2. WAF Log
9-2-1. WAF Log

All events triggered by the 3100-6GT-1 WAF are listed here. Administrators can use this log to identify the
types of attacks being attempted. (See Figure 9-9)

Loy List g Bopmpi 20 Page meyd LT EZ o« « » i Bgn | [Exportall ~
Date = Actson Sowrce 7 Address 8 Ul ¢ Destmation Server ¢ Clamsifscation & REvent & Link Thmes & Wit at

202040008 1504014 Biac 195 16 30-110 1508 780 FRETRRIC I A

Figure 9-9

*  [Action]: Two types—Log and Block. Color-coded: pink for blocked items, white for logged entries.
*  [Source IP Address]: IP address of the attacker.

* [URL]: The targeted URL. This helps identify which web page was attacked. If triggered by non-
standard coding, adjustments can be made.

* [Destination Server]: The internal server IP where WAF is enabled.

* [Classification]: The WAF rule category triggered.

* [Event]: The specific sub-rule within the classification that was triggered.
* [Link Times]: Number of times the same source IP triggered the rule.

*  [Whitelist]: If confirmed as a false positive, clicking this will automatically add the rule to the
whitelist.

9-2-2. WAF Reject Log
This section lists all source IP addresses that have been blocked by the 3100-6GT-1 WAF.
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Chapter 10. Mail Security

The 3100-6GT-I can manage all email traffic passing through its interfaces, regardless of whether the mail
server is hosted internally or externally.

In this chapter:

e [Local] refers to mail servers hosted inside the 3100-6GT-I network. External senders deliver
emails via the WAN interface to internal servers.

e |[Remote] refers to mail servers on the internet. When internal users send emails or receive
messages via POP3 over a WAN connection, the 3100-6GT-I can intercept and manage these
communications.

The 3100-6GT-I functions as a mail gateway, providing the following capabilities for both inbound and
outbound mail:

1. Email Antivirus: Scans incoming and outgoing emails for viruses.

2. SMTP Log Search: Records detailed SMTP communication logs between mail servers to help
administrators identify issues with email delivery or reception.

A typical application scenario is shown in Figure 10-1.

Figure 10-1
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10-1. Filter & Log

The 3100-6GT-I allows administrators to enable SMTP inbound scanning, SMTP outbound scanning,
and inbound mail scanning. As a mail gateway, it does not have its own mail user accounts and must
verify them with the backend mail server.

Acting as a proxy, the 3100-6GT-I intercepts all mail, applies antivirus and logging, then forwards it to the
original mail server, filling gaps in its native functions.

It handles three main flows:
1. External Y internal mail server (inbound sending)
2. Internal Y external mail server (outbound sending)
3. Internal Y external mail server (retrieving mail)

Each flow can be configured independently. (Figure 10-2)

Incoming Mail Anti-Virus

¢  [Function]: Enables anti-virus scanning for emails sent from external sources to the local mail server.

Outgoing Mail Anti-Virus

*  [Function]: Enables anti-virus scanning for emails sent from the local mail server to external servers.

Retrieve Mail Anti-Virus

¢ [Function]: Enables anti-virus scanning for retrieving emails from external servers to the local server.
[Enable POP3s]: When enabled, anti-virus scanning applies when users connect via POP3 (Port 110)
or POP3s (Port 995).

SMTP Log Setting

The 3100-6GT-I can record detailed SMTP session logs for each email, including server-to-server
communication. When troubleshooting delivery failures, SMTP logs provide detailed records.
Administrators can choose to enable, partially enable, or disable this function.

*  [Incoming]: Three options — Disable, Accept, All. Detault is Disable. With Accept, only SMTP
sessions permitted for communication are logged, while blocked sessions are not, reducing
unnecessary logs.

*  [Outgoing]: Three options — Disable, Fail, All. Default is Disable. With Fail, only failed SMTP
session attempts are logged; successful deliveries are not, minimizing unnecessary records.

* [Log Type]: Can be set to Simple or Detailed. Use Detailed when troubleshooting mail delivery issues.
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» Incoming Mail Anti-Virus 4

Function Anti-Virus

», Outgoing Mail Anti-Virus{)

Function Anti-Virus

» Retrieve Mail Anti-Virus ()

Function Anti-Virus

Enable POP3s 'Enable @ Disable

+; SMTP Log Setting 9

Incoming @) Disable ) Accept () All
Outgoing ® Disable Fail All
Log Type @ Simple () Detailed
Figure 10-2
Mail Record Setting

When the 3100-6GT-I performs mail logging, emails exceeding the configured file size limit will bypass
antivirus scanning. (See Figure 10-3)

* [Retrieve Mail]: If an email exceeds the set size, attachments will not be backed up in the log. The
default threshold is 640 KB, meaning files larger than 640 KB will not undergo virus scanning.

Source IP Replaced by Firewall IP

This function applies only when external mail servers send emails to internal (local) mail servers. Acting as
a mail gateway, the 3100-6GT-I proxies emails for virus scanning and spam filtering before forwarding
them to the original mail server. At this point, the source IP address used can be either the 3100-6GT-I
interface IP or the original sending server’s IP.

* [Incoming Mail (Send)]|: Enable uses the 3100-6GT-I interface IP as the source IP when forwarding
mail. Disable uses the original sending mail server’s IP as the source IP.

Release to Carry the Subject

This function applies to the mail backup feature. When a quarantined email is released by an administrator,
the system can optionally insert text into the subject line to differentiate it from the original email, so both
administrators and users know it was released.

*  [Join Subject]: Enable: Adds a predefined string to the released email subject. Default is Disable.

*  [Subject]: Allows custom text or a timestamp. For example, entering “$Y-$m-$d $H:$i:$s” inserts the
release timestamp (e.g., 2025-06-30 12:12:30) at the beginning of the subject line.
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% Mail Record Setting

Mail File Backup Type @ Processed Mail O Original Mail

Mail File Backup Mail file larger than| 0| MB does not backup file attachment (0 means no limit)

Relrieve Mail Mail file larger than KB do not scan Antl-Virus and Anti-Spam , only check black and whitefist

* Source IP replaced by FireWall IP
Incoming Mail(Send) (Enable @ Disable

* Release to carry the subject
Join Bubject ®i Enable (O Disable

Subject @ |$Y-5m-5d 5H.5i $s | ex: $¥-8m-5d $H $i $s

= Loescsion switingof Spem List and Audit Med

IP or Damain [192 168.186. 172 | {Ex: FirsWall IP Address or Domain )
Part |3444 || Change | {Note : To specify connécting protocol, Can not b the same as HTTPS PORT )
Figure 10-3
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10-2. Anti-Virus

Email viruses are a persistent threat. While IT staff can often recognize suspicious content—Iike strange
images, hyperlinks, or .exe files—most users cannot, and only realize the danger after clicking. If endpoint
antivirus fails, the issue escalates to IT.

The 3100-6GT-I reduces this risk by scanning incoming emails using its built-in ClamAYV engine. Infected
messages are quarantined or deleted before reaching users.

This feature consumes additional system resources (CPU, RAM). If a separate mail gateway with antivirus
is already in place, this function can be disabled.

Quarantined emails appear in the [Quarantined Mail] list, showing sender, recipient, time, subject,
infected file, and virus type. Admins can search for specific emails using filters.

10-2-1. Anti-Virus Settings

The 3100-6GT-I uses its built-in virus engine to scan incoming emails. If a virus is detected, the system can
rename the attached file and modify the email subject to warn the recipient.

Basic Setting

* [Sandstorm]: Depends on whether Sandstorm is enabled in section 6-5. Sandstorm.

*  [Anti-Virus]: Enables email antivirus scanning.

*  [Virus Engine]: Select whether to enable the ClamAYV virus scanning engine. If the Kaspersky engine
is not enabled in section 6-4. Virus Engine, only ClamAYV will be available here.

*  [Exclude files ending in]: Lists file types (e.g., jpg, gif) to skip during scanning, improving
performance. One file extension per line.

*  [Max. Scan Size (KB)]: Files exceeding this size will not be scanned. (See Figure 10-4)

Actions Taken on Infected Mail

* [Move to the quarantine]: Quarantines infected emails. If disabled, the user receives a virus
notification instead.

* [Rename file extensions]: Renames infected attachments (e.g., to “virus”) to prevent accidental
opening.

* [Insert an email subject]: Changes the subject line (e.g., “Infected Mail”) to alert the recipient.

606



3100-6GT-I User Manual
| Mail Security > Anti-Virus EUIZH

" Search Infected Mall

Anti-Virus Setting

»  Basic Setting

Sandstorm Active (Risk Levels - Moderate, High)
Anti-Virus @ Start ) Stop
Virus Engine ClamAV (ON)

jpg |
Exclude files ending in jpeg

gif A
Max. Scan Size (KB) 640 | Suggest

» Actions Taken on Infected Mail
Move to the quarantine

Rename file extensions Virus

Insert an email subject This mail is virus

Figure 10-4

10-2-2. Quarantined Mail

Quarantined virus emails can be searched using the following criteria:

¢ [Date]: The date the infected email was quarantined. A specific date range can be set.
*  [Sender Account]: The account that sent the virus email.

*  [Sender IP Address]: The IP address of the sender.

*  [Recipient Account]: The recipient of the virus email.

*  [Subject]: The subject line of the infected email.

* [Size Range (KB)]: The file size of the infected email.
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10-3. Mail Log

The 3100-6GT-I logs all emails sent or received through the device. Only the subject headers are recorded,
allowing administrators to quickly search historical records. All logged emails are listed here for easy
tracking of email activity.

10-3-1. Today Mail

The 3100-6GT-I displays a list of all emails sent or received today, sorted by time, for administrator review.
(See Figure 10-5)

« Ml Feconser List Downtoad | - Delete | Send | Add to Sysken Wihite LUist | Blacking Leacoing Bugort | | Expairt A -
L] 1) m b
Bwis @ Senider ¥ & Hecs. IP At Fencal @ B il Sidsect & Sira & Siluis & Winum & Sobie & frpam @ Dwiudl Dn 4 baii
11 3 & e -]
Lot W = E
4 o o
! - -
3 5
v =2 -}
o = =3 -]

Figure 10-5
* [Date]: The date and time the email passed through the 3100-6GT-1.
*  |[Sender IP]: IP address of the sender.
* [Recipient IP]: IP address of the recipient.
*  [Act.]: Direction of email flow, with three types:

M 2 External to internal mail server (Local)
&

¥

*  |[Sender]: Sender’s email account.

* [Recipient]: Recipient’s email account.

*  [Subject]: Subject of the email.

*  |[Size]: Email size.

e  [Status]: Indicates whether the email was delivered successfully or rejected by the recipient mail
server. Possible statuses include Sent (Outgoing Mail), Reject, Accept (Incoming Mail), Fail, and
TLS.

*  |Virus]: Shows whether the email contained a virus.

*  [Detail]: Displays detailed information on how the 3100-6GT-I processed the email, including spam
filtering, virus scanning, and audit filtering. (See Figure 10-6)



5 Mail
o Date
Sender
Subject
Size {bﬁésj
Virus
SPAM
Mail Backup
Delivery status
| Response 1o the message Q

‘& Attachment file
Filename
Orderd500318042 xls

' Quaratine zone
Separated mail type
Reserve quaratined fite
Motified the administrator

2 Recelver
Filter(Cc copy) | Receiver
aflen5@
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2024-05-10 10-34.05
allen3@
This is virus test
322017

L4
Reject
550 Content Rejectad

File size(byte) | Virus
235008 [Sandstorm] CVE-2017-0199

Separate zone of virus letters
v

Status | The user notification list | Action Actors Date of dealing

| Separale by virus |

Figure 10-6
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10-3-2. Mail Search

The [Mail Search] feature allows administrators to search all emails processed by the 3100-6GT-I,
including both outbound and inbound traffic. (See Figure 10-7)

e [Date]: Specify the date range to search.

*  [Source]: Select whether to search local records or data backed up to external storage.
*  |Sender IP Address]: IP address of the sender.

* [Recipient IP Address]: IP address of the recipient.

* [Action]: Choose the direction—internal to external (send), internal to external (receive), or external
to internal.

* |[Sender Account]: Email address of the sender.

*  [Mail size (KB)]: Define a file size range for the email.

* [Recipient Account]: Email address of the recipient.

*  [Virus Mail]: Indicates whether the email was identified as containing a virus.

e [Status]: Delivery result—options include Sent (Outgoing Mail), Reject, Accept (Incoming Mail),
Fail, and TLS.

*  [Subject]: Keywords in the email subject line.

*/ Search Condition

Date 2019-08-28 00:00 »| - [2024-08-28 2359w
Log Source

Sender IP Address

Action All hd

Recipient IP Address

Sender Account | |@| |

Mail size( KB ) | |- | |

Recipient Account | @] |
Spam Type All i
Spam Score | | l | |
Virus Mail All W
Filter LAl v
Status All hd
Subject |
Figure 10-7
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10-4. SMTP Log

The [SMTP Log] function allows administrators to review detailed SMTP communication records for each
email. This helps diagnose delivery failures. (See Figure 10-8)

* [Date]: Specify the date range for the query.

* [Sender Account]: Email address of the sender.

*  [Mail Size (KB)]: Define a file size range for the email.
* [Recipient Account]: Email address of the recipient.

*  [Status]: Delivery result—options include Sent (Outgoing Mail), Reject, Accept (Incoming Mail),
Fail, and TLS.

*/ Search condition

Date 2020-08-28 00:00 v| - [2024-08-28 2359 v
Log Source

Sender IP Address

Recipient IP Address

Mail Size( KB )

|
|
Sender Account | |@| |
|
|
|

Recipient Account | @ | |
Status All V|
Sent(Outgoing Mail)
Reject
Accept(Incoming Mail)
Fail
TLS
Figure 10-8
Simple SMTP Log

By default, the 3100-6GT-I uses the simple SMTP log format. After a search, the system displays a list
showing the reason for any failed email delivery. This log type only shows the final cause of failure. (See
Figure 10-9)

* [Message]: Displays the reason why the email failed to send.

Detailed SMTP Log

To enable full logging, go to [Mail Security] > [Filter & Log] > [SMTP Log Setting] > [Log Type], and
select “Detailed”.

When enabled, the [Detail] column provides clickable access to complete SMTP communication logs for
each email. (See Figure 10-10)
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Date 2024-09-05 11:24:18
Sender |
Recipient | L
Size (bytes) . BO6
Delivery stafus. | Accept
Respanse to the message 91 250 OK

¥ Communication process

{24:18) > 220 {SMTP PROXY)
{24:18) < EHLD apcEFAAST

(24:18) > 250

(24:18) > 250-SIZE BIYOS0666

(24:18) > 250-AUTH LOGIN CRAM-MD5
(24:18) > 250-8BITMIME

(24:18) > 250-DSN

(24:18) > 250 OK

{24.18) < AUTH LOGIN

Figure 10-10
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Chapter 11. Content Record

The 3100-6GT-I logs all web access records, including both HTTP and HTTPS traffic. Even virus scan
activities are recorded.

11-1. WEB Virus Record
11-1-1. Today WEB Virus

The 3100-6GT-I automatically records web access data, including timestamps and URLs. (See Figure 11-1)

WEB Rucordor List Lext record time : 2026.10:22 17:31:04 [ Safih | 14 umpin| 1 |Page evarypage 30 lrowe [ 0 n mE
o [sutstcsByip v [Eportal v
N, Computer Name & 1P Address & . MAC Address Auth Users Elow
. o | e 1 | SRR e e
h : i | I :
3.
2
.}
B
T » Computer Mama FL1 1P Address 10. o MAC Address ¢ Export || Export All -
5 v Auth Users (ALL + 111 jumptal 1 Pagoevarypage 30 rows [
9 Time Auth Users Bytes Website
10 W 2075-10-22 16:4555 58827 KB | Alend
n il 2025-10-22 16:45:40 JIZSBKE InloeT
12 M 0251022 154544 JWLEZ KB | Info-Ty
13 | 2005-10.22 1645139 130 MB Secun
14 i 2025.90-22 113548 855 KB [S54] update. googleapis com
1 i 2025-10-22 11:35.23 19 10KE | [5950] updats googleapls cotn
Figure 11-1

* [No.]: Listed by total traffic, combining both HTTP and HTTPS.
¢  [Computer Name]: The name of the device accessing the web.
e [IP Address]: IP address of the device.

* |[MAC Address]: MAC address of the device.

*  [Authentication Users]: If both web logging and web authentication are enabled in the policy, the
authenticated username is shown here.

*  [Flow]: Data volume of HTTP traffic.
*  [Export]: Export HTTP traffic records.

0 Clicking the [IP Address] displays detailed web access logs for that IP, sorted by number of
records. It shows the start and end time of visits to each website.

*  [Website]: Name of the accessed website. Clicking the [Website] link opens a list of all recorded
valid URLs for that site. (See Figure 11-2)
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+ Computer Name 192.168.2.23 » IP Address 192.168.2.28 + MAC Address 34:95:db:2c:5a8: 51 Bspari | | E;tp_{:gl_'i All |
+ Auth Users E 1/1 jumpils 1 Pageevarypsge 30 | rows m it
Time Auth Users Websitwe
2024-08-29 095130 johniny [SSL] azweus-client-s gateway messenger live com
2G2d-ﬂ.&-29 09:51:05 johnny [S5L} agweous 1-client-s gateway messenger live com
2024-08-29 09:50:14 johnny [SEL) outlook Tive com
2024-08-29 09:49:25 johnny [SSL]} azweus 1-client-s: gateway messenger live com
2024-08-29 09.47 48 johnny [S5L] login live com
2024-08-29 09:47.47 johany (55L] login five.com
2024-G8-29 094726 jotinmy [S5L] azweus1-client-5 gateway messenger live com
2024-08-29 09:47:25 johnny [S5L} azwcus1-client-s gateway messanger liva com
2024-08-29 09:46:35 jahnny EyeCloud
2024-08-29 094625 fohnny Intemational Business, Waorld News &amp: Global Stock Market Analysis
2024-08-29 094510 johnny | MantisBT
Figure 11-2

B [Time]: The timestamp when the website was accessed.
B [Authentication Users]: The authenticated account used by the IP during web access.

B [Website]: The actual URL visited. Clicking the link opens a new window showing the webpage
viewed at that time.

[Count]: Total number of valid URLSs recorded for the website.
[Start Time]: The time the website visit started.

[End Time]: The time the website visit ended.
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11-1-2. WEB Virus Search

Web virus records stored in the 3100-6GT-I can be searched based on criteria such as date, IP address etc.
(See Figure 11-3)

Today WEB Virus WEB Virus Search

» Search WEB Virus Usage
Date 2025-10-08 |[00:00 v | - |2025-10-08  |[23:50 v |

Computer Name | |

IP Address | |

Auth Users Al v |

Web Site | | Ex. facebook

Figure 11-3

The 3100-6GT-I can scan for HTTP/HTTPS-based web viruses using the built-in ClamAYV engine or the
optional Kaspersky engine. Any web pages found to be infected or suspicious are filtered out, and a list of
detected threats is displayed here. (See Figure 11-4)

Tima | Computer Namas ¢ IP Address ¢  Auth Users Webaite Antivirus
2028-12-23 145307 Cievia 182.968.700,116 Rt el cs nyou edu twikailpoot main/ciorackmapexeticorat:  Stoeam: Hisck Tool Wingd Handlaale c FOUND
2024-12.23 145043 DHivia 192968, 190116 it limintos, hwdis corn, bwikalipoolimain’elotiercaphottercan-&o strisam: QoS Lindoo Agent.c FOUND
20241223 14:51:30 Olivia 182 168 150,116 hitgmisror s corn twikalipoclimain’afaircrath-rgfalreradk strezm HeokTool Linux Alrcrai a FOUND
Figure 11-4
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Chapter 12. VPN

The 3100-6GT-I supports secure Virtual Private Network (VPN) connections for enterprise sites and
remote users, enabling encrypted data transfers over the Internet with high confidentiality and performance.

It supports four VPN types: IPSec, PPTP, L2TP, and SSL VPN, each designed for different use cases.
IPSec focuses on tunnel-based connections (e.g., Site-to-Site), while PPTP, L2TP, and SSL VPNs allow
external users to securely access internal resources via the Internet.

IP Tunnel is also a form of VPN and is treated as a virtual interface based on tunnel configurations.
VPN Types Overview:

1. IPSec VPN Tunnel: System administrators can utilize the IPSec protocol to establish a Site-to-Site VPN
tunnel, and the communication data on both sides of the channel will be encrypted with DES, 3DES, AES,
so that even if others intercept the packets of the channel, they will not be able to decrypt the transmission.

2. PPTP & L2TP: The administrator can make PPTP or L2TP dial-in accounts here, so that external users
can use the resources within 3100-6GT-I.

3. SSL VPN: Administrators can set up SSL VPN dial-in accounts here so that the external users can use
3100-6GT-I internal resources.

To establish a VPN, it is necessary to establish a Tunnel in the IPSec
VPN or an account in the PPTP/L2TP/SSL VPN server.

Otherwise, fo manage these outlets, the rules of IPSec VPN are
referred to 4-2. IPSec Policy to build management requlation. PPTP,
L2TP and SSL VPN are referred to 4-1. Security Policy.
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12-1. IPSec Tunnel

12-1-1. IPSec Tunnel

To establish an IPSec VPN tunnel, the same settings are required on both ends for a successful connection.
The information required for each connection is described below. Under the IPSec VPN tunnel list, click
the “Add” button: (See Figure 12-1)

§ VPN = IPSec Tunnel

¢+ Add Mew Connection :

Enable
Tunnel Name
Local IP (@ Custom IP w
Remote [P @ 1P Address or Domain Dynamic [P Address
Enable Redundant
How long disconnect, switch to the
redundant S
Redundant Local IP L] Custom IP v
Redundant Remote IP ® 1P Address or Domain Dynamic [P Address
Define Redundant Preshare Key
Multiple Tunnel Mode
Local Subnet 255.255.255.0 (f24) ~| O
Remate Subnet 255.255.255.0 (/24) v Q@
Figure 12-1

*  [Enable]: Shall we proceed with the activation of this [PSec VPN tunnel.
¢ [Tunnel Name]: It could be any Chinese or English word, easily to be recognized by administrator.

¢ [Local IP]: Which IP Address or domain would accept the packet of [IPSec VPN Tunnel, usually
referring to the IP Address from extranet.

*  [Remote IP]: The IP Address or domain name of remote IPSec VPN Tunnel.

If the remote endpoints’ information is unknown, use dynamic IP addresses. Additionally, when
multiple [PSec VPN tunnels have dynamic external IP addresses, ensure that their Preshare keys are
the same.

* [Enable Redundant]: Shall it enable the service of back-up, when this [IPSec VPN Tunnel
disconnected, the system will automatically enable the back-up one.

* [How long disconnect, switch to the redundant]: After how long the primary IPSec VPN Tunnel
should be disconnected before switching to the backup route. The default value is 5 minutes.

* [Redundant Local IP]: Which WAN IP Address or domain would be the back-up route, accepting
the packet of IPSec VPN Tunnel.

* |Redundant Remote IP]: The IP address or domain name of the remote IPSec VPN Tunnel for the
backup route. If this information is not known, use a dynamic IP address.

*  [Define Redundant Preshare Key|: The encryption of Preshare Key for the backup route.

uou
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Since the backup route establishes a new IPSec tunnel to replace the original one, this key must match
the setting on the remote device as well.

*  [Multiple Tunnel Mode]: Diverting data among 2 or more IPSec VPN channels to achieve a
mechanism similar to load balancing. Below are the settings for both enabling and disabling this
feature.

IPSec VPN Connected Subnets

IPSec VPN tunnels typically connect two different internal subnets, often in continuous ranges—for
example, 192.168.1.0/24 to 192.168.2.0/24. If either side includes non-contiguous subnets, click the “+”

icon to add additional subnets for the connection.

For instance, if Site A includes 192.168.1.0/24 and 172.16.1.0/24, and Site B includes 192.168.2.0/24 and
172.16.2.0/24, all subnets can be connected through the same IPSec VPN tunnel. (See Figure 12-2)

Multiple Tunnel Mede O
Lacal Subnet [192.168.195.0 255.255.255.0 (f24) ~ |
255.255.255.0 (/24) v @
Remote Subnet 172.16.1.0 255.255.255.0 (f24) '~
255.255.255.0 (/24) v @
Figure 12-2

*  [Multiple Tunnel Mode]: Enables multi-tunnel mode.

* [Local Subnet]: Specifies the local subnet to be connected via the [IPSec VPN tunnel (e.g.,
192.168.1.0/24). Click the “+” icon to add more subnets.

* |[Remote Subnet]: Specifies the remote subnet at the other end of the [PSec VPN tunnel (e.g.,
192.168.61.0/24). Click the “+” icon to add additional subnets.

IPSec VPN Multiple Tunnels

Entering the tunnel ID of both sides to enable Multiple Tunnel Mode, the general tunnel ID format involves

prefixing the external network IP address with “@”, for instance: “@1.1.1.1” or “@vpn.dyndns.org”.

Therefore, its operational scenario mostly involves both ends having fixed IPv4 addresses or utilizing

dynamic domain names. This setup enables the identification of the remote IP address or domain name.

In multi-channel mode, adding two non-adjacent IP segments is available. Click the “+” icon to add

another segment. (See Figure 12-3)
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Multighe Tunnal Moda
Local Sutined Ramadte Subnet Local 1D {Eomain)  Remote 1D {Domain) K3
192.168.1.0 255.255.255.0 (f24)  ~  |192.168.2.0 255.255.255.0 (f24)  ~ @111 fvpn.abe.org
192.168.1.0 255:255.255.0 (f24)  » . 192.168.2.0 2552552550 (f24) ~ @222 dppp.abc.ong
|255.255.255.0 (j24)  ~ 2552552550 {j24) v @ i =
2552552550 (f24) ~ 25255.2550(4) ~| @ @ =
Figure 12-3

*  [Local IP]: The external network IP address of the local end utilizing the [PSec VPN tunnel, prefixed
with “@” symbol, for instance: “@1.1.1.1”.

* [Remote IP]: The external network IP address of the remote end utilizing the IPSec VPN tunnel,
prefixed with “@” symbol, for instance: “@1.1.1.1”.

IPSec Tunnel Encryption Settings
There are two configuration sections: IKE (Phase 1) and IPSec Settings (Phase 2). (See Figure 12-4)

IKE Setting (Phase1)

IKE Ovi @v2

Connection Type ® Main (O Aggressive

Preshare Key 123456

ISAKMP - aes v |shal v Auto Matching
OH Group F2 o

Local ID @ IP Address (O Domain Name @&

Remote ID @® IP Address  Domain Name @

IKE SA Lifetime 3 v |Hour(s)

IPSec Setting (Phase 2)
IPSec jaes v |/shal ~ Auto Matching
Perfect Forward Secrecy (PFS) ® No O Yes

IPSec SA Lifetime 3 ~ |Hour(s)

Figure 12-4
1. IKE Setting (Phase 1)

e [IKE]: Choosing V1 or V2, IKE V2 is the new protocol. It’s necessary to pay attention before
setting that both sides of IKE should be the same.

e [Connection Type]: Choosing main mode or aggressive mode, usually choosing main mode. In
the aggressive mode, all the VPN Tunnel use one Preshare Key commonly.

o [Preshare Key]: The key used for IPSec encryption while establishing connections between
both sides of the IPSec VPN tunnel.

e [ISAKMP]: “IP Security Association Key Management Protocol (ISAKMP)” provides an
encryption logically for two equipments to establish SA.

uoo
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Description of SA

Security Association (SA) is used to encrypt connections between two computers, specifying
which algorithms and key lengths or actual encryption keys to use.

There is not just one SA connection way: starting from the ISAKMP SA for two computers, it is
essential to specify which encryption algorithm to use (DES, triple DES, AES), and which
packet authentication method (MD5 or SHAT)

DES/3DES:

3DES (Triple Data Encryption Standard) offers stronger encryption than DES, using a 168-bit
key instead of DES’s 56-bit key.

AES:

Advanced Encryption Standard (AES) is a more rigorous encryption standard compared to DES.
DES encryption key length is 56 bits, while AES encryption key lengths range from 128 bits,
192 bits, to 256 bits.

Most current INTEL CPUs support AES hardware encryption and decryption, so under
equivalent CPU conditions, AES is faster than 3DES.

MDS:

One-way string hashing algorithm, which takes any length string and computes a 128-bit hash
using the MDS5 hashing algorithm.

SHA:

It’s an algorithm used for generating message digests or hashes. The original SHA algorithm has
been replaced by the improved SHA1 algorithm, which can compute a 160-bit hash.

[DH Group]: Diffie-Hellman (DH) groups determine the strength of the key used in the key
exchange process.

[Local ID]: The input field for this ID won’t be displayed, if enabling the “multiple tunnels
mode”. By default, the local IP address will be automatically used as the ID, but administrators
can also input a domain name as the local ID.

The system will automatically prepend “@” to the front before sending it to the remote end, for
example: “@1.1.1.1” or “@ghi.com”.

When configuring, it’s essential to ensure that the data on both sides are symmetrically matched.

[Remote ID]: The input field for this ID won’t be displayed, if enabling the “multiple tunnels
mode”. By default, the remote IP address will be automatically used as the ID, but admin can also
input a domain name as the remote ID. The system will automatically remove “@” to the front
before sending it to the remote end, considering as the IP from remote to local, for example:
@2.2.2.2 or (@def.com

When configuring, it’s essential to ensure that the data on both sides are symmetrically matched.

[IKE SA Lifetime]: According to ISAKMP to calculate the expiration date of SA, the system will
automatically produce another SA to replace the previous one while proceeding with the setting
timing. The default time is 3 hours, with the setting range between 1 to 24 hours.
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2. IPSec Setting (Phase 2)

o [IPSec Algorithm]: Specify which encryption algorithm to use (DES, Triple DES, AES) and
which packet authentication method (MD5 or SHA1).

e [Perfect Forward Secrecy (PFS)|: Ensuring that even if the private key is compromised,
historical communications remain secure. This feature provides forward secrecy, guaranteeing
security even in the event of a proactive attack on the system.

o [Lifetime of IPSec SA]: According to IPSec Algorithm to calculate the expiration date of SA,
the system will automatically produce another SA to replace the previous one while proceeding
the setting timing. The default time is 3 hours, with the setting range between 1 to 24 hours.
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IPSec Other Settings (See Figure 12-5)

I Dead Peer Detection hold v | Delay 10 Seconds Time out (60 Seconds

_| Drop SMB Protocol

Figure 12-5

[Dead Peer Detection]: DPD is a standard protocol of automatically detecting VPN disconnecting
system, it could automatically determine whether the IPSec tunnel on the other tunnel of the VPN is
operating normally.

When an issue is detected with the IPSec tunnel, actions such as Hold/Clear/Restart can be executed
for that VPN tunnel.

o Hold: Wait for the tunnel to recover.
o Clear: Remove related data and wait for reconnection.
o Restart: Reconnect the VPN tunnel immediately.

[Closing the Network Neighborhood]: Establishing [PSec VPN tunnel leads both sides to use
network neighborhood protocol to research computer’s name. The default is enabled, referring
permitting the packet of network neighborhood pass from the VPN tunnel to another one.

For example: two 3100-6GT-I establish IPSec VPN connection to access specific internet
resources.

Company A: WAN IP is 61.11.11.11, LAN IP is 192.168.188.0/24
Company B: WAN IP is 211.22.22.22, LAN IP is 192.168.200.0/24

Under this situation, the connection environment structure of IPSec VPN Tunnel shows below:
(See Figure 12-6)
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1. Settings of Company A

Default settings are not listed in the 3100-6GT-I IPSec VPN configuration for Company A.
e [Enabled]: Choosing to enable
e [Name of VPN Tunnel]: connecting to Company B
e [Local IP Address]: 61.11.11.11
e [Remote IP Address]: 211.22.22.22
e [Local Internet]: 192.168.188.0/24
e [Remote Internet]: 192.168.200.0/24
e [Enabling back-up]: Do not enable back-up service
[PSec Phase 1 Setting
e [Connection Mode]: Main mode
e [Preshare Key]: 123456789
e [ISAKMP Algorithm|: AES / SHA-1, DH Group2
[PSec Phase 2 Setting
e [IPSec Algorithm]: AES / SHA-1, DH Group2
IPSec Other Setting

e [Dead Peer Detection]: Restart
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2. Settings of Company B

Default settings are not listed in the 3100-6GT-I IPSec VPN configuration for Company B.
e [Enabled]: Choosing to enable
e [Name of VPN Tunnel]: connecting to Company A
e [Local IP Address]: 211.22.22.22
e |Remote IP Address]: 61.11.11.11
e [Local Internet]: 192.168.2000/24
e [Remote Internet]: 192.168.188.0/24
e [Enabling back-up]: Do not enable back-up service
[PSec Phase 1 Setting
e [Connection Mode]: Main mode
e [Preshare Key]: 123456789
o [ISAKMP Algorithm]: AES / SHA-1, DH Group2
[PSec Phase 2 Setting
e [IPSec Algorithm]: AES / SHA-1, DH Group2
IPSec Other Setting

e [Dead Peer Detection]: Restart

Differences between both sides of the network are highlighted in red and must be entered accurately—any
mistake in subnet or external IP will cause the VPN to fail.

Setting up a new [PSec VPN tunnel involves careful configuration of IDs, subnets, and other parameters.
As the number of tunnels grows, identification becomes harder, increasing the risk of misconfiguration—
especially since many remote sites use dynamic IPs, making IPSec VPN stability a challenge.

Volktek’s Auto VPN is based on [IPSec VPN but simplifies setup using two core components for faster
deployment:

1. Auto VPN Server: Configures IPSec VPN and generates an ID for client use.
2. Auto VPN Client: Inputs the server-generated ID and Auto VPN IP to complete setup.
For details, see 12-1-2 Auto VPN Server and 12-1-3 Auto VPN Client.
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IPSec Tunnel List

All configured IPSec VPN tunnels are displayed in the interface. (See Figure 12-7)

+ [PSec Tunnel and Status < g 111 umpig 1 Fage everypage 30 rows m
Tunnel Hame  Local IP § Local Interface Local Subnet & Status Remote [P ¢ Remote Subnet ¢ phase 1/ phase 2 Operation time. Enable. Switch Edit!Del Log
WAN1T s 35

tosi 192,168 185 172 192 168 1 024 Cryramic 1P 192, 168.3 024 3
e [PorTolNAN) > ' 2 Ly ! shal sial = "'l. Ead Lox
WiAN1 G- U5
terslas 162 168186 172 TH2 1681 024 Crymarmic 1P 192 168 3 (V24 2 : 7E3 L
{PorToWAN) ' shal | shal o Sk Les
Figure 12-7

* [Local Interface]: The physical interface used by the IPSec VPN.
2 &

* [Enable]: Toggle to start or pause the tunnel. Enable icon = active; Pause icon = paused.
*  [Switch]: Indicates whether the tunnel is primary or backup.
* |[Editicon]: Modify this tunnel’s settings.

* [Log]: Click the “Log” button to view communication records. If traffic exists, a new window opens
with logs sorted by time (newest last). (See Figure 12-8)

Comment : test 30 Seconds v Refresh | Export || Clear | 1/0
TIME NUMBER EVENT
2010-04-23 16:50.03 terminating SAS using this connection
2010-04-23 16:50:03 terminating SAs using this connection
2010-04-23 16:50:03 terminating SAs using this connection
2010-04-23 16:50:03 #2 initiating Main Mode
Figure 12-8
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12-1-2. Auto VPN Server

When creating a new Auto VPN tunnel, the process is the same as a standard [IPSec VPN—except for the
[Identifier]. (See Figure 12-9)

* [Identifier]: A unique code automatically generated for each VPN tunnel. Copy and send this to the
Auto VPN Client.

»  Add New Connection :
Enable

Tunnel Name

Identifier 5AdmMBSVNG2 & | Change
Local IP LAN (LAN) v | 192.168.1.1 v
Figure 12-9

12-1-3. Auto VPN Client

Once the [Identifier] is received from the Auto VPN Server, configuration on the client side is
simplified, with no need for detailed IPSec settings. (See Figure 12-10)

* |[Enable]: Activates the VPN tunnel.

*  [Tunnel Name]|: A user-defined name for easy identification.

* [Server IP]: The external IP of the Auto VPN Server.

*  [Identifier]: Enter the unique code provided by the Auto VPN Server.
e  [Local IP]: The IP address used to establish the VPN tunnel.

+, Add New Connection :

Enable

Tunnel Name AutoVPN

Semver P 1.1:1.4

Identifier IAGMBSVNG2 W

Local 1P LAN{LAN} s 19_‘2.168,1.1 v

Figure 12-10
A list of established VPN tunnels is shown below. (See Figure 12-11)

* [AutoVPN Status]: Green icon shows that the client is connected. Gray icon shows that Client is
not connected.

2 (=2

* [Enable]: Toggle to start or pause the tunnel. Enable icon = active; Pause icon = paused.

+ IPSee Tunnel and Status : G W preie: 1 Pamesyesee 30 rows R
AutcVprisatus Tunnel Name Servet 1P lismrithfinr Locol IF ¢ Locsl interfsce Local Subnet ¢ *Status Remole 1P ¢ Remots Subnet ¢  Opsration tme Ensble Editf Dei  Log - AuaVpalog
WM = —
Bt WPNCRenl 182 168 106 85 THSEHLLMDG $62 160 168 172 [Pt ToWeAN] 1237 6B O34 [ tH2 158,186 85 1602168 .50 0724 v B lLea

Figure 12-11
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12-2. PPTP Server

PPTP is supported across most operating systems like Windows and Linux with built-in dial-in clients.
By entering a pre-assigned username and password, users can connect to the 3100-6GT-I via PPTP VPN
over the Internet.

To use PPTP on the 3100-6GT-I, follow these steps:
1. Enable the PPTP server.
2. Create user accounts.

3. Define access rules in the policy section for PPTP users in [Policy] > [Security Policy].

12-2-1. PPTP Account List

To establish an IPSec VPN tunnel, the same settings are required on both ends for a successful

All created PPTP accounts are displayed in the [PPTP Account List], where administrators can manage
each account's connection status and activation. (See Figure 12-13)

*  [Account]: Username used by the PPTP client.
2 =

* |Enable]: Controls whether the PPTP VPN account is active. Enable icon = active; Pause icon =
paused. Paused accounts cannot connect via PPTP.

v, PPTP Account List : », Online: 0 Delete A-H' Choose Hie Nao file selected
Import || Expodt [1/1 jumpio 1 Page every page 16 rows m
Account = Status Enable & Edit / Del
123456 2 b o
TEST & ¥ 73

Figure 12-13
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12-2-2. Add Account
In [Add Account], new PPTP dial-in user accounts can be configured. (See Figure 12-14)
*  |[Enable]: Activate or disable the account.
*  [Account]: The username used for PPTP dial-in (e.g., jordan).
e [Password]: The associated password.

* [Client IP Address]: The IP address (or range) assigned to the client. The server can automatically
allocate addresses based on the defined range, or a specific address can be manually configured for
each account.

*  [User Define IP Address]: If [Client IP Address] is selected, enter the specific IP (e.g.
192.168.1.5).

', Add Account :

Enable

Account

Fassword ]

User Define {P Address Ex 192 165.188:0
Client IP Address | User Define IP Address ~

Figure 12-14

12-2-3. PPTP Server

Enable PPTP Server so that remote users can connect via PPTP: (See Figure 12-15)

* |[Enable]: Activate the PPTP server.

* [Compression & Encryption]: Optionally enable compression in the PPTP tunnel.

* [Client IP Address (Start-End)]: Range of IPs assigned to dial-in users, e.g., 10.1.1.1-10.1.1.10.
*  [DNS1/2]: DNS server addresses given to remote clients.

e [WINSI1/2]: WINS server addresses given to remote clients.

PPTP Server i PPTP ServerLog

’ I'-‘F.’TF Server

Enable

Service Stalus Stopped

Compression & Encryption

Client IP Address (Start-End) 10.[1 1 1 1D §.]1 1 10
The Firsl DNS Setver 1124.95.2.1

The Second DNS Servar 117.38.10.1

The First WINS Server

The Second WINS Server

Figure 12-15
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12-2-4. PPTP Server Log

* [Time]: Time when PPTP dial-in begins.

*  [Account]: Username used for dial-in.

*  [Source IP]: Original client IP before VPN.

*  [Assigned IP]: IP allocated to client for this session. If using [User Define IP Address], it’s fixed.

* |[Event]: Dial-in start or end. The system calculates usage duration in “hours:minutes”. Durations
under 1 minute appear as 00:00. (See Figure 12-16)

* Search Result 101 jumg o 1 Page avery page . 30 e Ao | Export || Export All b
TIME ~ Account @ Source IP e The machine dispensed IP o EVENT
2024-08:22 153110 sakurna 192 168,186,180 1091050 Logout, used ume (3000046
2024-08-22 153104 EAkLmA YE2180.186 180 1091050 Lagin

Figure 12-16
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12-3. SSL VPN Server

SSL VPN is a secure virtual private network technology that allows remote users to access internal
network resources (such as ERP, inventory systems, or IP-restricted library systems) as if they were
locally connected. Because data is encrypted, transmitted traffic cannot be deciphered over the Internet,
preserving confidentiality.

SSL VPN supports two control modes for remote users:
1. Access to internal network resources.
2. Internet access via the VPN server (this mode can be enabled or disabled).
Both directions can be regulated—bandwidth, services, and access schedule can all be restricted.

SSL VPN requires downloading client software and certificates from the server. The client software is
portable and doesn’t require installation—just run it. Thus, users can store it and the certificate on USB
drives or any portable storage and execute it on any computer.

Client Software and Certificate Access

Clients may log in to the SSL VPN server to download the client software and certificate. Since the
3100-6GT-I client software and certificate are bundled, the package can be executed directly after
downloading and extracting it.

The default download URL format is: https://<interface [P or domain>:<HTTPS port>/sslvpn.php

(The HTTPS port is defined under [Configuration] > [Basic Settings] > [Administrative Access] >
[HTTPS Port])

Example: If the management interface IP and port are https://211.2.2.2:8443, the download URL will be
https://211.2.2.2:8443/sslvpn.php.

12-3-1. SSL VPN Setup

SSL VPN is disabled by default. Click [Modify the Server Setting] to enable and open its configuration
interface.

Server Setting
* [Service Status]: Toggle to enable or disable SSL. VPN service.

* [Local Interface]: Select the interface(s) and IP address(es) that will host the SSL VPN service.
Multiple can be selected (e.g. LAN: 192.168.1.1 and WANI1: 172.16.1.11). Click [Modify the
Server Setting] to apply changes.

* [Client Linking Setting]: Defines the connection address or hostname users download for client
configuration. Clicking “Change” opens a new window. Normally, select WAN interface IP(s). In
multi-WAN setups, multiple IPs may be chosen. Or use a custom DNS hostname, so future IP
changes need only DNS updates. (See Figures 12-17, 12-18)
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https://211.2.2.2:8443/
https://211.2.2.2:8443/sslvpn.php

+ Client Linking Setting
. IP Used

LAN (LAN) - 192 168 11
User Define - 192 168.186 .95

. Interface
LAN (LAN) v
MAC Address

IP Sddress 192.168.1.1

*  AssistIP

192.168.1.1 192.168.3.1

*  Client Linking Setting
» IP Used

LAN (LAN) : 192.168.1.1
User Define : 192.168.186.95

*  |Interface

| User Define v |

MNetmask

Broadcast address

Figure 12-17

192.168.186.95

ex.
192.168.1.1
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2552552550
192.168.1.255

A www.sample.com.tw

Figure 12-18

[Local Port]: Specifies which ports accept SSL VPN connections. Administrators can define a
single port or a range (e.g. 387 or 387—400). This port must not conflict with the WAN

management interface port.

[Max Concurrent Connections]: Maximum number of simultaneous SSL VPN users (default is

20).

[Client IP Range]: The IP pool assigned to VPN clients (e.g. 10.8.0.0/24). This must not overlap

with internal subnets.

[DNS Server]: DNS IP address assigned to clients upon successful SSL. VPN connection.

[WINS Server]: WINS IP address assigned to clients. (See Figure 12-19)
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¢+ Server Setting Modify the Server Setting Note : System will cancel all certificates after modification (except service status),
Please Re-generate certificate and download again. [ NN

Sanace Slatus

Local Intertace

Chent Linking Satting

Local Part

Max concurrenl conneclions
Chant [P Rango

DHS Samver 1

DMS Server 2

WINS Server 1

WINS Server 2

Client Route Setup

Certificate Message

b Star Stop  Note: Itwill take a few saconds: Lo star, please be patient
Hidg

LAN (LAN) ' 192 168.1.1

WANT (WANT)

2 Hida

LAN{LAN) - 192 168.1.1

User Define - 192 168 186.95

57 - 187

20 {Range 20 ~ J000)

R 55 255 0 { Chent 1P fange nepd different with Zona inledface )

Figure 12-19

[Push Route]: Defines which subnets should be routed through SSL VPN when the client does not
have local routes. (See Figure 12-20)

*  Client Route Setup
Push Route = Hide

LAN (LAN) : 192.168.1.0/24

Figure 12-20

[Issuer]: The entity that issued the certificate.

[Subject]: The user or server to whom the certificate belongs, including identifying info such as
name, domain, email, etc.

[Term]: The certificate’s validity period. (See Figure 12-21)

+, Certificate Message

Issuer
Subject

Term

L7FW_SSLVPN_CA
L7FW_SSLVPN_SERVER
2025-06-30 11:27:46 ~ 2035-06-28 11:27:46

| Re-generate Certificate |

Figure 12-21
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Certificate Settings

SSL VPN client certificates are signed by the SSL Server. When issuing a certificate, certain fields
must be filled in (none may be left blank). If any character in these fields is changed, all client
certificates must be re-downloaded. (See Figure 12-22)

+. Certificate Setfing

CA's Name L7FW_SSIVPN_CA Country ™w “,
Province or State [ City Taipei

Organization Common Inc. Linit L7FW Team

Certificate Name L7FWSSLVPNCA Cerlificate E-mail help@common.com

Server Name L7FW_SSLVPN_SERVER

Figure 12-22

C¢
O«
[



3100-6GT-I User Manual
12-3-2. SSL Client List

Before adding an SSL VPN client, an authentication group must first be created under the internet
authentication settings, with members assigned accordingly. For details on creating group members,
refer to 5-6-6. User Group.

Once the user group has been created, it can be added to the SSL Client List. The newly configured user
group will then appear under the selected authentication group. (See Figure 12-23)

* |[Comment]: A label used to describe the SSL VPN client, such as “SSLVPN-TEST”.

*  [Authentication Group]: Displays user groups created under 5-6. Authentication that have not yet
been applied.

* [Address of information message]: Specifies the destination webpage to redirect to after a
successful SSLVPN connection. If not configured, the browser’s default homepage will be used.

* New Certification Group
Comment | SSLVPN-TEST |

Authentication Group Test-S55L «

Address of information message |ww.gnngle.cnm I

Figure 12-23

After an authentication group is added, the Client SSLVPN list will display all SSL clients. (See Figure
12-24)
*/ S5L VPN Clien ownload URL : hups:/! [Wan IP Address or Domain] : [HTTPS Port] /ssivpn.php
v, 5SL Client List 1/1 jumplo 1 Page everypage | 30 | rows m ;
Comment ¢ Authentication Group gy # User Management Delete
SSLVPN-TEST Test-SSL B2 Group Member Number - 1 X

[Re-generate all Certificate!

Figure 12-24

Re-generate All Certificate

Whenever any text is modified in the certificate server settings, all certificates for existing SSL VPN
users must be regenerated. By clicking the “Re-generate All Certificate” button, the 3100-6GT-I will
update all certificates. After re-downloading, users can resume use. (See Figure 12-25)

Clicking the “folder” icon opens the current certificate details.
* [User Account]: Users added during the group creation process.

* [Cancel]: Revokes the user's certificate, preventing connection. To restore access, a new certificate
must be obtained.

* |[Re-generate]: Cancels the user's certificate or reconfigures its contents. The user will be unable to
connect and must re-generate a new certificate.

* |[Download]: Downloads the client software and certificate.

* [User Static IP Address]: Assigns a fixed IP address to this SSL VPN client after each successful
connection. Click the “pencil” icon to access the IP selection page and assign an unallocated IP
address to the user.
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* |[Enable/Disable]: Temporarily disables the certificate. The certificate remains valid but connection
is denied. Re-enabling access does not require a new certificate.

*  |User Static MAC Address]: Allows the administrator to specify the MAC address of the SSL
VPN client to prevent credential or certificate misuse. This ensures only approved devices can
connect. If left blank, MAC address verification will not be performed.

Click the “pencil” icon to enter the MAC address. If the client has multiple network interfaces, the
SSL VPN client will automatically use the MAC address of the first interface for verification.

+ Group Member List 1/1 umptla 1 | Pageaverypage| 30  rows [EE)
Address of information message | hitp.lwww google com | Bl 2ave Cancelall ceificates Re-generate all Cerdificate
User Account & Certification Download Software Download Certificate User Static IP address Enable User Static MAC Address
TEST1 Cancel Re-generale 57 M e ' 7 b /s

Figure 12-25
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12-3-3. Client Download Page Setting

Users can log in to the 3100-6GT-I SSLVPN client download page to obtain the SSLVPN software. The
download URL is: https://<interface I[P address>:<port>/sslvpn.php

e Step 1: Download the file from https://SSLSERVER/sslvpn.php. (See Figure 12-26)

VOLKTEK

User Account : |admin
User Password : |.....

Figure 12-26

e Step 2: Run the SSL VPN client, openvpn-gui-1.0.3-en.exe, from the extracted folder.

e Step 4: Select “EDIT Config”. Language settings, SSLVPN server address, and port number can
be modified. It is also possible to choose whether to access the internet via remote connection.

right-click the icon .

If remote internet access is not enabled, only traffic to the remote LAN and DMZ segments will be
routed through the SSLVPN tunnel; all other traffic will use the local network. (See Figure 12-27)

| ssLsewer [211.2216030

Part: [443

 Languages-
Sy v Intemet access

from remote
CRBRE
& English
oK | Cancel

Figure 12-27
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e Step 5: To establish an SSLVPN connection, enter the account and password provided by the
administrator. This account and password are the same as those used to download the software and
certificate. (See Figure 12-28)

Currend State: Connecling
bon Apr 26 16:00:12 2000 OpenW PN 2.1.1 H085-pe-mingw 33 [(B331] [L20T] FECE11] builton Dec 11 2009

= 3 &
SSLVPN - User Authentication

Usemame; Jicedan

Password: | """" 1

OK. I Cancel

Dizconnect Reconnect 1 Hide !

Figure 12-28

e Step 6: Once connected, the icon in the system tray will change from red to green, indicating a
successful SSLVPN connection. (See Figure 12-29)

sk VBN GLI

Figure 12-29
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12-3-4. SSL. VPN Status
Each SSL VPN connection is recorded in detail on the 3100-6GT-1. (See Figure 12-30)

[Refuse Connection Log]: Enables or disables logging of rejected SSL VPN connection attempts.
When enabled, all failed connection attempts will be logged. The administrator can click the log

button to view related information.

[Online]: Displays the total number of active SSL VPN connections.

[Kick]: Allows the administrator to forcibly disconnect a user who is currently connected via SSL

VPN. Clicking Kick + Username will terminate that user's session.

All accounts permitted to connect via SSL VPN are listed in the user list. For each user, login and

logout times can be tracked.

. Retuse Connection Log

Resfuse Connartion Log O Gtarl @ Stop
. User List o Omline: 0 Account - O Learih
10 umpe 1 Page everypage 30 | rows
Account 2 Status Source IP Address Local P Address Last Connection Local interface Rick
locall 2 Kickiceall
local? ] Kicklpoal?
oora 2 Kickeoea
afan5a3 2 20240806 17.36:05 KeckaonSsa

Figure 12-30

12-3-5. SSL VPN Log

The system records all SSL. VPN connections in detail. Administrators can filter and search for
abnormal logs based on specific criteria. (See Figure 12-31)

SSLVPN Setup | SSLClientList | ChentDownload Page Setting | SSL VPN Status | SSL VPN Log

»» SSL VPN Log - Search Condition

Time 2025-06-30 1| 00:00 v | - 2025-06-30 23:59 v |
Account

Source IP

The machine dispensed IP

Local Interface ﬂ]; v |
Ewvent NI W
© Sracch
» SearchResult 1/3 wmpto 1  Pageeverypage 16 rows[BBE « <« + » [ Expont || ExportAll v
Time = Account ¢ Source IP ¢ The machine dispensed IP ¢ Local Interface ¢ Event
2025-06-30 12:39:24 sample 172.16.1.254 10806 WANT (WANT) Logout
2025-06-30 11:33:24 sampla 172.16.1.254 10806 WANT (WANT) Login
20250830 11:37.50 sample 172161254 10806 WANT (WANT) Logout

Figure 12-31
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12-4. L2TP

The 3100-6GT-I supports L2TP VPN. L2TP provides a pre-shared key encryption mechanism via I[PSec,
offering stronger encryption protection than PPTP.

12-4-1. Account List

Created L2TP accounts will appear in the [Account List], where administrators can enable or disable
each account as needed.

Add Account

Account credentials required for L2TP dial-in. (See Figure 12-32)

* |Enable]: Enables or disables the account.

*  [Account]: The account name assigned to the L2TP user, e.g., 12tptest.
¢ [Password]: The password for the account.

¢ [Client IP Address]: Two options are available — Assigned by L2TP Server or User-defined IP
address.

Account List

+, Add Account :

Enable

Account

Password [ [ P

Client IP Address User Define IP Address Ex - 192 168.188.1

Figure 12-32

Account List

After account creation, the status of each account can be viewed under [Status]. (See Figure 12-33)

»  Account List v, Online: 0 Delete All || Choose File | No file selected
Iimport . | igh| Expost (171 jumplo. 1 | Page everypage 16  rows m
Account & Status Enable & Edit / Dal
julia 2 4 >

See Figure 12-33
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12-4-2. Basic Settings

L2TP is built on [PSec encryption technology; therefore, the pre-shared key and IP address range must
be configured in advance. (See Figure 12-34)

* |Enable]: Enables or disables the L2TP server.

*  [Client IP Address (Start-End)]: The IP address range assigned to L2TP clients, e.g.,
10.1.1.1~10.1.1.10.

*  |[The First DNS Server]: The DNS server address assigned to remote clients.
*  |[The Second DNS Server]|: The secondary DNS server address assigned to remote clients.

* [Interface IP]: Specifies which external interface IP will be used for L2TP dial-in. Clicking
“Assist” will display all available external interfaces. Multiple interfaces can be selected for L2TP
VPN access.

*  [PreshareKey]: The encryption key used for L2TP.

Account List
» L2TP Setting
Enable
Service Status Running
Client IP Address (Start-End) 10 |./10 (10| |1 |-[10]. /10 |10/ |20
The First DNS Server |8.8.8.8 |

The Second DNS Server | |

* |PSec Setting
Interface |P [ Assict |

WAN1T (WAN1) 0 172.16.1.11

Preshare Key | 12345678

Figure 12-34
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12-4-3. L2TP Log

[Time]: The timestamp when the L2TP client connection started.
[Account]: The account name used for the connection.
[Source IP]: The original IP address of the L2TP client.

[The machine dispensed IP]: The IP address assigned to the client by the L2TP server for the
current session. If “User-defined IP address” is used, a fixed IP will be assigned.

[Event]: Indicates whether the L2TP client has started or ended a session. For disconnection events,
the system automatically calculates the total session time in the format hours:minutes. Durations
shorter than one minute are recorded as 00:00. (See Figure 12-35)

Search Result 1/0 Esgort Expnrt All v
time -~ Account ¢ Source IP ¢ The machine dispensed IP = event

No results were found

Figure 12-35
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Chapter 13. Tools

The system provides a set of network tools that allow administrators to actively send diagnostic packets to
verify the external connection quality and DNS resolution status of the 3100-6GT-I. Available tools include
PING, Traceroute, DNS Query, Port Scan, Wake up, and SNMP. The PING function supports both
IPv4 and IPv6 address modes.

13-1. Connection Test
13-1-1. Ping

When encountering network issues, it is common to use the PING command (available in both Windows
and Linux) to check the connectivity between the local and remote networks. The PING command uses the
ICMP protocol to send packets of a specified size at fixed intervals and measures the response time from
the destination, helping determine the status of the network connection. (See Figure 13-1)

* [Target IP or Domain]: The IPv4/IPv6 toggle in the menu allows switching between address modes.
For IPv4, both IP addresses and domain names can be entered, e.g., 168.95.1.1 or www.hinet.net.

* [Package Size]: The size of each ICMP packet sent. Default is 32 bytes. Configurable range: 1-9999
bytes.

*  [Count]|: Number of ICMP packets to send. Default is 4. Configurable range: 1-9999.

*  [Timeout]: Maximum wait time for ICMP response. If exceeded, the connection is considered lost.
Default is 1 second. Configurable range: 1-9999 seconds.

* [Using Interface & IP]: Specifies the interface and corresponding IP address from which the test
packet is sent.

* [Assign Gateway]: Specifies the gateway used to send the test packet from the selected interface.

r Ping Setting
Target IP or Domain www. hinet.net { Max_ 30 characters )
Package Size 32 Bytes ( Range = 1-9999)
Count 4 ( Range - 0- 9399, 0 means no limit )
Timeout 1 Seconds ( Hange 1 -899040)
Using Interface & IP &) LAN (LAN) v [192.168.1.1 v
Assign Gateway Mone v
© OK
PING hinet-hp.cdn. hinet.net (203.66.34.39) from 192.168.1.1 : 32(60) bytes of data.
- hinet-hp.cdn.hinet.net ping statistics ---
4 packets transmitted, O received, 100% packet loss, time 3000ms
Figure 13-1

C«¢
C¢
[N


http://www.hinet.net/

3100-6GT-I User Manual
13-1-2. Trace Route

This tool displays the IP addresses of routers that packets traverse from the source to the destination. When
facing network connectivity issues, besides using PING to verify the connection, Trace Route helps
identify the intermediate routers or where the disconnection occurs. Currently, only IPv4 addresses are
supported. (See Figure 13-2)

¢ |[Target IP or Domain]: Enter the IP address or domain name to be tested, e.g., 168.95.1.1 or
www.hinet.net.

*  [Package Size]: The size of each ICMP/UDP/TCP packet sent. Default is 40 bytes. Configurable
range: 40-9999 bytes.

*  [Max. Next Hop]: Maximum number of routers to trace through. Default is 30. Configurable range:
1-255.

*  [Wait Time]: Maximum wait time for ICMP response. If exceeded, the connection is considered
dropped. Default is 2 seconds. Configurable range: 2-9999 seconds.

* |[Tracing Methods]: Protocol used to send the trace packets. Options include ICMP, UDP, or TCP.
Default is ICMP.

*  [Source Interface]: Specifies the interface and its corresponding IP address to send the test packet.

; Trace Route

Traceroute Setting

Target IP or Domain www. hinet.net { Max. 30 characters )
Package Size 40 Byles ( Range 40 - 9999 )
Max Next Hop 30 MNodes { Hange: 1-255)
Wait Time 2 Seconds ( Range | 2 -9895)
Tracing Methods ICMP ~
Source Interface G | LAMN (LAN}) v || 192.168.1.1 ~

@ OK
traceronte to www.hinet.net {203.686.35.13), 30 hops max, 40 byte packets
1 N %
5 el

Figure 13-2
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13-1-3. DNS Query

This tool allows detailed DNS record lookups, supporting query types such as ANY, SOA, NS, A, MX,
CNAME, and PTR. Administrators can perform queries using the local DNS server or specify an external
DNS server. (See Figure 13-3)

* [Using DNS Server]: Allows selection of the DNS server used by the 3100-6GT-I or manual input of
a different DNS server, e.g., 8.8.8.8.

*  [Domain or IP to Query]: Enter the domain name or IP address to query. Domain names perform
forward lookups, while IP addresses perform reverse lookups. For example, 168.95.1.1 or
www.hinet.net.

*  [Query Type]: Specifies the type of DNS record to query, including ANY, SOA, NS, A, MX,
CNAME, and PTR.

¢+ DNS Query Setting

Using DNS Server DNS Server 1 v |/168.95.192.1 { Max. 50 characters )
Domain ar IP to Quary www. hinet.net ( Max. 50 characters )
Query Type ANY |
ANY
SOA 90k
*  DNS Query Result NS
wuw_ hinet.net. A [E hinet-hp.cdn. hinet net.
AAAA

v Query time: 9 nzec
v SERVER: 168.95,.192.18# MX 152, 1)
i3 WHEN: Fri Oct 17 11:4 CNAME

to M5G SIZE rowdr 67 TR

Figure 13-3
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13-1-4. Port Scan

This tool uses the 3100-6GT-I to scan a remote host for commonly used open ports. (See Figure 13-4)

[Domain or IP to Scan]: Enter the IP address or domain name of the target host, e.g., 8.8.8.8.
[Scan Serve]: Select whether to scan default or custom ports.
[Source IP]: Specifies the zone and IP address used during the scan.

[Port Scan Result]: If a port is open, OK will be displayed. If it is closed, FAIL will be shown.

"Ping '|F Trace Rnu'le_l' ‘DN'S Query | Port Scan | IPRoute | Interface Information -|.- Wake Up | SNMP |
.

+ [Port Scan Setting

Domain or IP to Scan \www.bbe.com { Max 50. characters )
Scan Serve @ Defaull Set () Define Port
Source IPg) | LAN (LAN) v 1192.168.1.1 v

o Ok

* Port Scan Result
125701 FTP=====> FAIL
12:5702 S8H====>> FAIL
125703  TELNET===== FAIL

12:57:04 SMTP=====>FAlL

12:57:06 HTTP====>> FAIL

Figure 13-4

13-1-5. IP Route

Displays the complete routing table of the 3100-6GT-I for administrator reference. (See Figure 13-5)

Ping | Trace Route DNS Query | Port Scan IP Route Intertace Information | Wake Up || SNMP

+ [P Route

default via 172.16.1.254 dev Zone1
vid dev tund

dev tun( proto kernel scope ink sec 10.8.01
172.16.1.024 dev zone1 profo kemel scope link src 172.16.1.11
192 168.1 0i24 dev ha proto kernel scope link src 192 168 1 125
192.168.1.0v24 dev zoned proto kernel scope link src 192.168.1.1
192.168.3.0/24 dev zonel prolo kernel scope link src 192 168.3.1
192 168.99.0/24 dev zoneZ proto kemel scope link src 192.168.99.1

Figure 13-5
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13-1-6. Interface Information

The 3100-6GT-I displays the bound address segments, user IPs, and MAC addresses within each zone. (See
Figure 13-6)

Part Scan |I P Route Interface Information | Wake Up

¢+ Interface information Query
Interface Gy LAN2 (LAN2) v
o 0K

+ Interface Information

4 zoned miu 1500 goisc noop state DOWN group default gien 1000
Iinkfether 00:07:32:c0:62 e8 brd fi-fEH-0

Figure 13-6

13-1-7. Wake Up

The 3100-6GT-I can send Wake Up packets to remote computers. By entering the target computer’s MAC
address and clicking “OK”, the system will automatically send a Wake Up packet. Administrators can also
click “Assist” to select the device to be woken up. (See Figure 13-7)

* |[Using Interface & IP]: Specifies which interface the target device belongs to.

* [MAC Address]: The MAC address of the computer to be woken up. If unknown, use the “Assist”
button to select it.

+ Wake Up
Using Interface & IP) | WANL (PortToWAN) il
MAC Address .
Z T
0 0K
T @ Mozilla Firefox i

O G hitps://192.168.186.172:3443 /Program/Detectors/selectwakeup.p 90% g

1/3 jumpto! 1 |Pageeverypage 30 rows[El '« (¢ ! »
0 Computer Name = IP Address o MAC Address &
] 192.168.186.1 192 168.186 1 i 00.60:e0.85e8:1cC
O 192.168,186.20 . 192.168.186.20 . 00:60:e0:51.cd ef
O 192 168 18621 192.168.186.21 00:60:e0.51 cdef
Figure 13-7
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The 3100-6GT-I uses the SNMP protocol to query switch information, including real-time traffic on each

port, VLAN ID, and more.

[Switch IP]: The IP address of the switch to be queried.

[Read permissions]: Since only query operations are performed, only the read permission password is

required.

[OID]: The data to be queried. SNMP queries are based on Object Identifiers (OID). (See Figure 13-8)

[VlanID]: Indicates which VLAN the switch belongs to.

+  Explan
oid

Necessary

=0 3&12122110

w0 3612122106
EodE1 219740 2
Bo1E12431000
w0 361212212

B0l 6121174212
=012 T 2202
Bods 1212217
w0381 212218
Vian Necessary

Boda 1410946131121
Eo 312142002

o 31 201740
Append
Bad51211712
wodE1 214322102
BodE 1211

BoIEI 440221

Explan

sesarch parl s Mow
sirrch port oul fow

sgirch por Corfesponding it

sateh port sterfaice
serch pon derfacs
sadrch mad port Corrsspanding

-sedtch mad port Corrasponding
search port dsable

search port Piig

sighreh Vian 1D
search Vien id

sasrch viarl pod

saarch switch ksl porl coanls
serrch ip mae Consponiding
siifeh siwilch namie

s porl iMerface

Figure 13-8
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Example

S038 12 1220515 = Coumnter3Z: 3592512

w3612 1.2 21968515 = CounteraZ: 11238963

BO3ETL2 N7 1412595 = INTEGER. 508

BO36-2. 131111 1515 = STRING. "ge-0A4E"

w0 3601.2 1,221 2755 = STRING: "ge-GFDVG"

B0 3612 1ATA D120 137250 168.240 = INTECER. 522
BOETINAT T2 2 022028 240 40.57 191 = INTEGER: 21
B0.38.21 221 7515 = INTEGER 1

Bo36.12 1221855 = INTEGER: 2

B0 36 YA 10413112 1L.10= INTEGER 1
w3612 14 2012128001 = INTEGER 33
w38 12117341 1535 = INTEGER. 513

o382 1171 B0 = INTEGER: 24

Eo 362142242 30928001 = Hex-STRING. 0003 CA FE 000
503612 1.1.1.0 = STRING. 240G+ 4 SFP Web Sman Sweich - 208
BOIEI 4102211010901 = STRING. "Gigabil Etharred”
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13-2. Capture Packet

When troubleshooting network issues, it is sometimes necessary to capture packets for analysis. The 3100-
6GT-I provides a scheduled packet capture tool, allowing administrators to record traffic and later
download the captured files from the [Completed List].

13-2-1. Schedule List

[Enable]: Enables the packet capture function.

[Time Range]: Specifies the time range for packet capture.

[Interface]: Selects the interface from which to capture packets, including its associated zone.
[Protocol]: Options include capturing all packets or filtering by TCP or UDP only.

[Filter Condition]: Two modes are available:

B Simple: Enter an IP address or IP range.

B Advanced: Enter a full tcpdump command.

[pcap File Size (MB)]: Size of each captured file. Configurable range: 1-10 MB.

[pcap File Num]: Total number of capture files to create. Configurable range: 1-100.

Note: Storage requirements should be calculated based on the maximum file size. For example, 10
MB x 100 files = 1000 MB = 1 GB. Ensure that enough disk space is available, especially if multiple
capture schedules are running simultaneously.

[pcap Length]: Maximum length per packet capture. The typical MTU for networks is 1500 bytes.
(See Figure 13-9)

v Add Schedule
Enable
Time Ramge 2025-10-17 14 % || 20 = 2025-10-17 e e
Intettace LAN (LAN) ¥
Froiecol AMNY v
(Valid vlues abcdorabodmor waly 2 of Wiy fm)

Fitter Condition

| e Achanced
poap Frie Siee (MB) 5 {1=10
poap Fila Nam 10 | [(1-100)
pcap Landgth 40 {40-1500)

+ Ad4
Figure 13-9

13-2-2. Completed List

Successfully captured packets will be listed here. Click the “Log” button to download the file to the local
machine. (See Figure 13-10)

» Compléted List 1/1 jumpta 1 Pageeverypage 30 rows [EE)
Time Range Interface Protocol Filter Condition pcap File Size pcap File Num pcap Length Log Del
D2r16-08:57 ~ 03A16 23.58 LAN2 AMNY nat 0.0.0 0 10 100 1500 I__L_ui' ! H

Figure 13-10

Ce
[y
¢



3100-6GT-I User Manual

Chapter 14. Log

The 3100-6GT-I precisely records all actions performed by administrators within the system, including
failed login attempts. This logging provides a reliable audit trail for administrators to review their own

actions or those of other administrators and serves as an accurate historical record for retrospective analysis.

14-1. System Operation
14-1-1. Logs

All events are recorded with their timestamp, login account, source IP address, function path, action, and

content. Logs can be retained for up to 12 months.

Detailed records are available for all login events. Every action performed on the 3100-6GT-I—whether by
View, Read, Write, or View-Read-Write permission levels—such as add, modify, delete, search, or

download, will be fully logged. Entries can be sorted alphabetically or numerically. (See Figure 14-1)

*  |Time]: The time the event occurred.

[Account]: The administrator account that triggered the event.

e [IP Address]: The IP address used by the administrator account.

* [Management IP]: The firewall IP address used to access the management interface.

*  [Menu Path]: The navigation path of the management interface accessed.

*  [Action]: The type of action performed, such as login, add, modify, delete, search, or download.

* |Events Content]: Detailed information about the action before and after execution. The 3100-6GT-1

highlights differences between the original and modified settings for administrator review.

+ Loge List 10 2F7 . jlompr b3 1 Pegn everypage 30 rows (D bk Expad | | Export Al .
Tirma & Acoount & IP Address 2 Maragement IP & Menu Path Actien Events Content
2024-08-28 103628 ol 182188190, 110 182908, 188.172 aystem Login Login Login Falze
2024-08-26 10:38:23 ol 182.168.150. 110 TR T6I 188172 Syslem Login Login Lodin False
202408:08 10:22:32 admin 182,168,180 124 187 165186172 Sislam Login Login Login Sutcessil
2024-08-28 05:03:15 adiin 182,168,180 124 BT8R 166,172 Sysien Login Login Login. Successhyl
2004 D828 084843 admin 52 168 190,178 182 168,186 172 Serdice > Sandsiom > Sandsiomm Recond Zearch Crate
2024-08-35 08:46:52 SR 1002 168.190. 116 192 168,185,172 Systam Lodgin Login Login Suctaafy)
2024-08.27 180758 agmin 19216866 68 TH 188 1R5.1T72 Configuation > Retool & Powe O > Rebool & Power O Powes Cff
Figure 14-1
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14-1-2. Logs Search

Allows searching through all stored records in the 3100-6GT-I based on specific IP addresses or event
characteristics. (See Figure 14-2)

*  [Account]: Displays all administrator accounts. Select “All” or a specific account.
e [IP Address]: The IP address used to log into the system.

* [Management IP]: The firewall's IP address.

*  |Time]: The time range for the log search.

* |[Event]: The event type to search for. Select All is also available.

+ Search Conditon

Account All |

IF Address

Management IP

Time 200510-17 10000 v - 20251017 [ 33:50 v

Salect Al

Login, Logott i System Login | Logout

Systam anomaly | Fower off

Systam Control | System Control

oo Basic Setling |_| Dale & Time | Admnisirabion Motification Upgrade |_| Backup & Restore || Reboot & Power Of
i Signature Update || Cloud Management | SSL Certificate | | Uninterruplible Power System | | CMS

Metwork i Zone Saetiing || Interface Route | VLAN(BO2 10) PPPDE 1P Tunnel Intermaepd

Policy Outgoing | 'Incoming | | Advance | | SYN Protection || [PSec Policy

Object IP Address || Services || Schedule || 005 | Firewall Protection || Authentication

Sarvice DHCP |_'SNMP | 1AnK-Vieus Engine || Sandstorm | IWEB Service | [High Availability || Remata Sysiog

Advanced Protection Anomaly 1P Anatysis. | Swilch [ Intranet Profection || Amp Record

PG OPC Sefting || OPC Log

WAF WAF Setting |_|WAF Log

Mail Secunty Filter & Log |_rAnti-Virus || Mad Log | 7SMTP Log

VPN IPSec Turawsl |_{PPTP Server | -SSLVPN Server || L2TP

Log System Operafion

System Slatus Connechon Stalus || Flow Anlysis

Figure 14-2
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Chapter 15. Status

Users can monitor system resource usage of the 3100-6GT-I at any time, including statistics for CPU,
RAM, and storage. Real-time connection information and traffic statistics are also available. In addition to

real-time data, historical data is provided for administrator reference.
The system status is divided into four main sections:

1. [System Status]: Displays current CPU usage, load, memory usage, and system load of the 3100-
6GT-I1. Upload and download traffic for each interface is also shown. Historical statistics for these

metrics are available.

2. [Connection Status]: Records connection usage details on the 3100-6GT-1, including the number

of active connections and packet logs.
3. [Flow Analysis]: Provides usage statistics categorized by port, application, or location.

4. [Dashboard]: Presents various statistics in graphical format.
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15-1. System Status

15-1-1. System Status

The [System Status] > [System Status] section displays statistical data from the current time up to the past
24 hours. It includes the following three categories:

* [CPU Usage]: Shows the 3100-6GT-I’s CPU usage over the past 24 hours. (See Figure 15-1)
Clicking “More” will display usage graphs for each individual CPU.

<> CPU Usage m Average of 1 Minutes

percent(¥)
oRBEgaelk

Thu 1800 Fri 00200 Fri 06200 Fri 1200
cpu Average 1233 Max. 2936 Min. 1049 Now 1257

& More
Figure 15-1
* [Memory Usage]: Displays memory usage of the 3100-6GT-I over the past 24 hours. (See Figure 15-
2)
.@ Memory Usage m Average of 1 Minutes
4086 H
072N
o
5 2!143 0
Yz N
? Thu 1800 Fri 000 Fri 0620 Fri 200 2
Average 154G Bytes Max. 156G Bytes Min. 134G Bytes Now L56G Bytes
Figure 15-2

* [System Usage]: Displays system load over the past 24 hours on the 3100-6GT-I1. (See Figure 15-3)

<> System Usage | Average of 1 Minutes

sn[ A

49 L _
20 L Wil 1
00 :

Load

Thu B0H0 Fri 0000 Fri 06130 Fri 200
Average 258 Mamx 727 Min, 008 New 3.76

Figure 15-3
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15-1-2. Interface Flow

In the [System Status] > [Interface Flow] section, the network traffic of all interfaces on the 3100-6GT-I
over the past 24 hours is displayed. Traffic statistics are based on the interface level.

For example, if an interface has two physical 1G links, the maximum displayed traffic can reach 2G when
fully utilized.

In the chart:
o Blue (upper area) represents upload traffic — traffic entering the interface.
e Green (lower area) represents download traffic — traffic exiting the interface.

For WAN-type interfaces, note that the upload/download directions shown in the graph may differ from
the upstream/downstream directions defined by the service provider. (See Figure 15-4)

_m WANT (WANT) m Zone Out (TX) @ Zone In (RX) - Avg. per minute
50k |
o |
\E D i I.Lj L il -
8 ! '
|
50k | =+ = = ——a ==r-i
Thu 1800 Fri 0000 Fri 06200 Fri 1200
Average tx 130k b/s Aweragerz 184k b/s
Maz.tx 613k b/s Max.rm 5972k b/s
Nowtx 23731bfs Mowrx 58283 b/s

Figure 15-4
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15-1-3. Connection Status

The 3100-6GT-I provides charts showing the number of online users and active connections over the past
48 hours. This allows administrators to quickly observe usage trends within a given time frame. For longer
timeframes, refer to 15-1-4. History Status. (See Figure 15-5)

Online members m Average of 1 Minules

a0
30
E
2 20
1
00 " ; v
Thu B0 Fri 0000 Fri 0600 Fri 200 =
Average 4 Max. 4 Min. 4 How 4
Total Session W Average of 1 Minutes
E 200
o 150
o
é  wo
'ﬁ m =
;2 0
Thu B00 Fri 00200 Fri 06100 Fri 2900 *
Average 2% Hax. 10 Hin. 9 Now 45 =
Figure 15-5

15-1-4. History Status

Displays historical statistics for CPU, RAM, system load, and traffic for each interface. After selecting a
time range, the 3100-6GT-I automatically generates graphs for that period.

This feature helps administrators identify problematic time intervals and analyze potential causes and

solutions. (See Figure 15-6)

*  [Search Object(s)]: Select the metrics to query. Available options include CPU, RAM, system load,
interface traffic, online members, and total connection count. For interface traffic, the system lists all
available network interfaces for selection.

*  [Date]: Select the date range to search.

+, Search Condition :
B cru M System Load [ |RAM
| LAN (LAN) | WAN1 (WAN1) || LANZ (LAN2) || Bridge1 (Port03)

Search Object(s) )
|| Bridge1 (Port4)
Online members |_| Total Session
Date 2024-08-08 | 00:00 v | - 2025-08-08  |23:00 v |

Figure 15-6
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15-1-5. Timely Flow

Unlike the [Interface Flow] section, which shows traffic statistics over the past 24 hours, this section
displays real-time traffic over the past 3 minutes for each interface.

Both physical interfaces and virtual interfaces—such as IP Tunnel and PPPoE—are supported. A
maximum of two interfaces can be displayed simultaneously. (See Figure 15-7)

Traffic is calculated per interface. For example, if an interface has two physical 1G links, its maximum
displayed throughput can reach 2G under full load.

In the graph:
o Blue represents upload traffic (incoming to the interface)
e Green represents download traffic (outgoing from the interface)

For WAN-type interfaces, the traffic direction in the graph may differ from the upstream/downstream
direction defined by the ISP.

WAN1 (WAN1)

TX 8 Kbps Graph shows last 3 min
RX 10 kKbps

75 Kbps

Figure 15-7

15-1-6. CPU Info

In the [System Status] > [CPU Info] section, the real-time load of each CPU core is displayed. This helps
administrators determine whether a single CPU core is being overutilized.

If such a condition is detected, administrators can redistribute the network traffic to other CPU cores via
[Network] > [Interrupt]. (See Figure 15-8)

Name Idle User System Nice o irg Softirg CPU Use
Average = 9500% | 100% = 150% & 100%  150% & 000% | 000% | 5.00%
cpuld 97 00% 1.00% 1.00% 0.00% 0.00% 0.00% 1.00% || 3.00%
cpul 94 95% 0.00% 2.02% 1.01% 2.02% 0.00% D00% || 5.05%
Figure 15-8
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15-2. Connection Status

Displaying all IP information that passes through the 3100-6GT-I interface. For intranet, it is possible to
determine whether the device is powered on and from which network interface it connected to.

15-2-1. System Status

In the [Connection Status] > [Computer List] section, all IP information passing through the 3100-6GT-I
interfaces is displayed.

For devices within the internal network, the system can also determine whether a device is online or offline,
and from which interface it connected. The list can be sorted by various criteria. (See Figure 15-9)

*  [Computer List Preserve]: Defines how many days to retain IP address records passing through the
3100-6GT-I. Default is 7 days. Configurable range: 0-365. A value of 0 means the records will not be
cleared.

*  [Online]: Displays statistics by subnet. For example, All (141/220) indicates that 220 IP addresses
have passed through the configured interfaces within the past 7 days, and 141 are currently online.

* [Interface Display]: Select the interfaces to be shown, including physical interfaces and 802.1Q
VLANS.

*  [Alias]: The NETBIOS name of the computer. Custom names can be defined in the address object
table.

e [IP Address]: The IP address of the device.
* [MAC Address]: The MAC address of the device.
e [Interface]: The source interface of the device, including both physical and 802.1Q VLAN interfaces.
. [Status]:
B Power-on icon: Indicates the device is online.
B Power-off icon: Indicates the device is offline.

* [Last Update Time]: Displays the timestamp of the most recent update.

«  Glear Computer List

Thx Gompaubie Lisl prosedet | 7 Dirys (Range 0365 « 0 imsdrs mesedt dohkide) Chacge

v O i | AR | i L) #| [ Relmd 119 pmpta 1 Page eveiypage 16 | roves [EED Egort | -Export Al
Static AL p f2y7) 1P Address o MAC Address o Interlace o Satus v Last Uipdats Time ¢
V2 172.16.1.0124 (242) 17216:1.254 D060 00 2. T4 56 WA (WART) o 20251017 159503
DESKT =g 172167123 08367 103:00:45 WA (MM 1) & 251017 180503
Figure 15-9
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15-2-2. Connection Track

Through packet analysis and session tracking, this function monitors and analyzes each user's network
activity from system startup to shutdown.

It records when and how long a user accessed the network, as well as what actions were performed.

The data is categorized by source device name, and includes information such as IP address, number of
connections, upload/download traffic, and detailed logs (including protocol used, source IP, destination IP,
ports, number of packets, and data volume for both upload and download).

In the [Connection Status] > [Connection Track] section, current upload and download traffic statistics
for all internal users on the 3100-6GT-I are displayed. (See Figure 15-10)

* [Total Session]: Displays the number of active sessions currently passing through the 3100-6GT-1.
The format is This Page / Total Session.

For example, 1245 / 1976 means there are 1,976 total sessions, with 1,245 displayed on the current
page, and the rest shown on other pages.

*  |[SRC IP]: Enter the source IP address to filter. Leave blank to view all.
e  [DST IP]: Enter the destination IP address to filter. Leave blank to view all.

* [Computer Name]: Shows the computer's NetBIOS name or the name defined in the address table. If
unavailable, the IP address is displayed instead.

e [IP Address]: The device’s IP address.
*  [Session]: The number of active connections established by the device.

*  [Zone Out (TX)/ Zone In (RX) flow bits]: The number of bits transmitted / received by the firewall

for this IP.
+ Connection Track List This Page / Total Session: 258/258
Show IF Address Al (3} v | Show Interface ; i Al v | 141 umpio 1 Pagy avary page 30 fow m
Computer Name IP Address Sassion & Zone Qut [TX) Flow bits ¢ Zone In (RX} Flow bits & Lo
LAFTOP-HNEEFKPA 1821686666 244 251.7T1K TBO.48K 1_” 1
kaptop 192.168.66.23 13 ] o [Loa |
192.166.1.99 192, 168.1.59 1 1.59K o T

Figure 15-10

After selecting a target device, clicking the “Log” button displays detailed session and packet information
for the past 3 minutes. In the Application section, the 3100-6GT-I categorizes each connection based on
application type. (See Figure 15-11)

* [Clear]: Clears all data and refreshes the packet session display.

*  [Refresh]: Instantly updates the session and traffic information.

*  [Export]: Exports the data table for further analysis using external tools.

*  [Protocol]: Which protocol this connection use, which usually are TCP or UDP.
*  [Source IP]: The IP address of the selected device.

*  [Destination IP]: The destination IP address of the connection.
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e  [Port]: Displays both source and destination ports, e.g., 62506 > 53 indicates that the source port is
62506 and the destination port is 53. Based on the protocol (e.g., UDP), this can be identified as DNS
traffic.

*  [Zone Out (TX) / Zone In (RX) Packets]: The number of packets sent/received by the firewall for
this connection.

*  [Zone Out (TX) / Zone In (RX) Bytes]: The number of bytes sent/received by the firewall for this
connection.

* [Application]: Identifies the application used in this session. The 3100-6GT-I classifies applications
using its built-in DPI engine, which recognizes over 900 application types.

* [Designated Gateway]: Indicates which outbound interface was used for internet access.

*  [Policy]: The policy applied to this connection.

Rafph || Cheir | 1/7 gumptlo. 1 | Page ey page 3 rows E3 v Export | Expoet Al ¥
Protocal  Source IP - Destination P Port  Zone Cul (TX) Packils Zore In (RX] Packets Zone Out (TX] Bytes Zone In(RX) Bytes. Applicalion | Designated Gatewny Policy
BO510 todnierne! VAR
icp 192 163.66.86 35, 71.1784 a0 7a 58,3 104 EK HTTPS Dulgaing | 18]
: > 443 PoaToWAN)
82188 86.86 TrZ67 26105 S 101 6234 255361 HITFS il iy Ot
b THZ 188 858 i 405 10 B4 323 2553 T = lepedng [
e | T = =443 A 3 PordToWAN) Ui I
¥ 159168 66,66 TR 52510 P ns S AL BAK Redriernat (VAR oul -
g 2.6 3 1T2.2 V7 163 4 S 5 AR il g |10
i 245 . PeaTTuWAN) R
Ey ] , toiniemndt (VAR 5
fcp  192.1ESB665 142291430 8 12 20 E5K 12.BBK Googie.com ' Dulgaing (18]
= 44 PariToWAN)

Figure 15-11
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15-3. Flow Analysis

The 3100-6GT-I provides traffic analysis tools that allow administrators to review each IP’s usage based on
overall traffic volume, application type, or TCP port.

15-3-1. Flow Rank

The Flow Rank feature allows administrators to view each user's network usage, sorted by traffic volume.
By selecting a user, additional details such as application usage can be viewed.

* |Time range for preset loading]: When the Flow Rank tab is selected, the system loads data based
on the predefined time range.

B The default option is Today (starting from 00:00).
B Another option is to load only the last 1 hour of data.

B [f the dataset is large and causes page loading delays, the third option — Do Not Show — can be
selected. In this case, no data is shown until the “Change” button is clicked to manually load it.

*  [Flow Direction]: Specifies whether traffic is ranked by source IP or destination IP. Click “Search”
after switching to apply the selected mode.

e [Statistics By]: Determines the grouping criteria for statistics. Options include IP Address or User
Account (from authentication records). The default is IP Address.

* |Time Range]: Sets the time window for the analysis. Only Today and 1 Hour are available. (See
Figure 15-12)

Setting :
Tima range for presel loading Today b Chenge
Now Status :
Flow Direction Source v
Siatistics By Statistics By Ip v
Time_Range Today ~ | 2025-10-1700:00.00 ~ 2025-10-17 162644

Figure 15-12

After selecting the search criteria, all traffic statistics passing through the 3100-6GT-I are listed. In the
[Flow Direction] section, traffic can be aggregated by source IP or destination IP, with source IP as the
default. If web authentication is enabled, traffic can also be analyzed by user account. (See Figure 15-13)

¢  [Computer Name]: The computer’s NETBIOS name.
*  [IP Address]: The IP address of the computer.
* |[MAC Address]: The MAC address of the computer.

*  |[Authentication]: If the IP address is associated with a web authentication account, the account name
will be shown. Otherwise, this field remains blank.

*  |Up Flow]: The total upload traffic, measured in K/M/GBytes.
*  [Down Flow]: The total download traffic, measured in K/M/GBytes.

uoo
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Computer Name ¢ IP Address ¢ MAC Address ¢ Authentication Up Flow @ Down Flow =
192 168.56.13 192.168.66.13 Bc:02:e0:bB:M1:fc 41.76 MB 253 GB
LAPTOP-HNBEPKFPA T92.108.00:66 6o:02:e0:b8:1:lc 155.88 MB 71120 MB
[aptiop 192.168.66.23 00:13;74.00:00:00 18.04 ME 281.32MB
192 168 18917 192 168 189.17 1.03 MB 5.17 MB
192.168.1.89 192.168,1.89 347.05 KB 0.00 KB

Figure 15-13

By clicking on any computer or IP address in the list, more detailed information can be viewed, including

the proportion of upload and download traffic consumed by specific applications or protocols. (See Figure
15-14)

* |Time Range]: The time range for traffic statistics.
e [IP Address]: The IP address used for statistics, based on either source or destination.
* [Data Type]: Two options are available — Basic Service and Application Category.

The toggle button on the right allows switching between them. If Basic Service is currently selected,
the toggle will show Application, and vice versa.

* [IP Location (Destination)]: Displays the geographic region of the destination host accessed by the
source IP. Clicking this will switch the lower section of the list to show destination IP locations.

* [Basic Service / Application]: Indicates the type of service.
B Basic Service: Categorized by protocol (e.g., HTTP, HTTPS).

B Application: Categorized by app name (e.g., WhatsApp, Teams).

+ Time_Range : 2024-08-28 08:04:57 ~ 2024-08-28 09:04:57

. SrcIP : 192.168.66.66 . Data Type : Basic Service IP Location{Destination) | Application
Basic Service Up Flow Down Flow Packet Record
HTTPS .18 MB 70% 38.53 MB B7% [Leg
HTTP 132.47 KB 1% 2.70 MB 6% [Eia)
999 741.43 KB B% 1.83 MB 4% [Eog |

Figure 15-14

By clicking the “Log” button for any item in the list, the 3100-6GT-I displays more detailed information
for that specific statistic, including upload/download traffic by time interval, the gateway used, and the
applied policy rule. (See Figure 15-15)

*  [Duration]: Duration of the specific connection.
*  [Up/Down Flow]: Accumulated upload and download traffic for the connection.
* [Gateway]: Indicates which outbound interface (gateway) was used.

*  [Policy]: The policy rule applied to the traffic.



+ Time_Range : 2024-08-28 09:23:11 ~ 2024-08-28 10:23: 11

» Src P ; 192.168.66.66 + Basic Service ; HTTPS
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Back

1/98 umpto, 1 Pageeverypage 30 rows [ o 2| [ Exqen | | Export All ¥ |

. Datev | Duration (S) ¢ Protocol ¢ SrcIP Dst 1P Port UpFlow & DewnFlow & Gateway Policy
e 50 : 192168.6666 1422514340 00 214K8 sopym T AT ot
10:23:03 = e i >443 * i PorToWAN) gang 19
2024-08-28 50484- tointemel_  (WANT:

95 192.160.66.66 16.214.38.91 585 KB 7.08 KB = Cutgoing [19

10:23:01 i 443 PorToWAN) na 18]

Figure 15-15
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15-3-2. Flow Rank By Port

The 3100-6GT-I displays a ranked list of total traffic by communication protocol within the selected time
range.

Protocols such as HTTP (TCP 80), HTTPS (TCP 443), etc., are included in the ranking. Traffic is sorted by
upload and download volumes separately, allowing administrators to clearly understand traffic
distribution by protocol. (See Figure 15-16)

1/1 jumpto 1 |Pageeverypage 30  rows [EE Export || Export All v
No. Destination Port Up Flow $ Down Flow -
1 HTTPS 32.71 MB 317.83MB
2 HTTP 792.31 KB 9.26 MB
3 999 2.25MB 4.37 MB
4 168 4 .80 MB 351 MB
5 DNS 47217 KB 816.14 KB

Figure 15-16

15-3-3. Flow Rank By App

The 3100-6GT-I displays a ranked list of total traffic by application within the selected time range.
Applications such as WhatsApp, HTTPS, Teams, etc., are included in the ranking, with separate statistics
for upload and download traffic.

By default, the 3100-6GT-I does not display unidentified applications. If desired, administrators can enable
the [Display Unknown] option to include unidentified applications in the results. (See Figure 15-17)

1/1 jump o 1 Page every page 30 | rows m Export Export All i
No. Application Up Flow ¢ Down Flow
1 HTTPS 18.83 MB 275.35 MB
2 Google.com 6.24 MB 2512 MB
3 SSL/TLS 6.78 MB 7.69 MBE
4 HTTP 528.21 KB 541 MB
5 Yahoo Mail 178.68 KB 4.58 MB

Figure 15-17
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15-3-4. Flow Rank By Location

The 3100-6GT-I displays the geographic locations of destination IP addresses within the selected time
range. It also provides total traffic statistics grouped by region, helping administrators understand traffic
distribution by location. (See Figure 15-18)

11 jump o 1 Fage averypage- 30 rows [EE) ' Expart | Export All v
No. IP Location Up Flow = Down Flow -
5 United States of America 28.52 MB 275893 M8
2 Tafwan 8.92 MB 25.93 MB
3 Singapore 2:35MB 2147 MB
- other 808.60 KB 6.01 MB
5 United Kingdom 10846 KB 364 MB
[ Japan 831.89 KB 2.75MB

Figure 15-18

15-3-5. Flow Rank Search

This feature allows querying the top 10 to 500 users based on specified conditions. The available search
criteria are as follows:

¢ [Date]: The time range for the query.
*  [Flow Direction]: Two types of connection directions are available — Source and Destination.

*  [Search Condition]: Filter options include Source IP, Destination IP, Destination Port,
Authentication, Application, IP Location, and Gateway.

*  [Search Rank]: Allows selection of the top 10 to 500 users. The system defaults to showing the top
10.

*  [Search Type]: Choose to rank by Flow or Session.

After clicking “Search”, the results will be displayed in the list below. (See Figure 15-19)

Search Result :
Search Rank Top 10
Date 2024-08-28 00:00 ~ 2024-08-28 23:00
Export
Computer Name % IP Address & MAC Address ¢ Authentication Up Flow & Down Flow =
ALLENS83 192.168.66.66 Ge:02:e0:b8:1:fc 42.07 MB 336.62 MB

Figure 15-19

15-3-6. Flow Rank Search Quota

If a total traffic quota is configured for each IP address in the Policy settings, this section allows
administrators to query users who have exceeded their assigned quota.
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Chapter 16. Dashboard

The 3100-6GT-I Threat Intelligence Dashboard provides a different style of data visualization compared
to traditional firewalls. It presents information graphically, including network traffic, content, and hacker
attack and defense records. Using drill-down techniques, the dashboard enables administrators to trace
and identify the root causes of issues.

Currently, the Threat Intelligence Dashboard includes the following modules: Flow Analysis, Session,
Defense, OPC, Web Control, and Mail. At the top of the dashboard homepage, tabs allow switching
between these modules. The Management tab returns to the traditional management interface.

By default, the dynamic charts calculate percentage ratios based on the total volume of data. If an
administrator wishes to exclude certain data types from the overall statistics, simply click on the
specific item. The 3100-6GT-I will automatically exclude that data and recalculate the distribution
accordingly.

16-1. Threat Intelligence

The Threat Intelligence section presents the 3100-6GT-I’s attack and defense records in a clear and
straightforward manner, helping administrators quickly understand the overall security status. It is divided
into two main areas: Instant Information and Historical Information.

o Instant Information displays the most recent attack events.

o Historical Information organizes records by month, including statistics on anti-virus, anti-spam,
OPC, firewall protection, and various policies, along with a basic comparison to the previous
month.

The default Threat Intelligence overview on the homepage is a summarized view. To access more detailed
information, click the Threat Intelligence icon at the top of the page. If administrators wish to export the
statistics, clicking the PDF or PNG icon in the upper right corner will generate the data in the selected
format. (See Figure 16-1)

) Theeat intelligence

Threat Type Thes Manih - ::I

Biaptiminrm namber of pessions | Todagh 222 T i i
foccurmad at O, 7 4] b ok

P s WS DES | LR | AP | WAE
i B Tha Manzh B 205407

Figure 16-1
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16-2. Flow Analysis

The 3100-6GT-I is built on a DPI (Deep Packet Inspection) core. Every network connection passing
through the device is identified by its associated application, and its usage is recorded.

The traffic analysis (Application) on the Dashboard presents this statistical data through a graphical
interface. (See Figure 16-2)

|t Area Chart €% Pie Char

- o i : ball B HTTPS 422% | Goo  16.3% g Gea (8%
S I .-"f =) m5SL 36% mface AT% mAW 27%
W Doanlond MapNg T—1—1 — ey — — W Skype 18% @HITE 18%° @ Book  Eé%
e eI z:‘h: o o3 0 04 030 06 0T oF W - 10 B vouT 1A% B - 8
E w

T T T T T t
3! 12 13 1 13 14

B8 Top 10 Of Applications Flows BB Top 10 OFIP Address Flows
Type Upload Downlaad Total Flows .  Detail Source 1P . Upload Download Total Elows = Detail
HTTPS 54.47 MB 420.35 MB 474,82 MB ..-: ¥ ey 150.83 796,95 MB a7978 MB
Figure 16-2

*  [Area Chart]|: Summarize the total upload/download traffic passing through the 3100-6GT-I in the
past 24 hours, with each hour as the basic unit. After clicking on the statistical number for each hour,
the Dashboard will list the usage distribution of all applications during that hour. (See Figure 16-3)

B 5SS B 192.168.10.116
B Spotify B 192.168.190.145
B MSN B 0000

B Microsoft

B Windows Live
B WindowsUpdate
B Skype

B HTTP

B QuIiC

B SNMP

B Cther

Figure 16-3

¢ [Pie Chart]: Show the distribution ratio of each application.

* [Top 10 of Application Flow]: List the top 10 applications with the most usage in the past 24 hours.
Clicking on any application type prompts the system to analyze and display its traffic distribution
within the 24-hour period. (See Figure 16-4)

By clicking the Detail icon for any application, more in-depth statistics are shown.
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For example, selecting SSH will prompt the 3100-6GT-I to display a breakdown of source or
destination IP addresses that used SSH during the past 24 hours, along with the port usage distribution.
(See Figure 16-4)

S5H
IP Addrass Port IP-and Port
Soune P - Upload Bownload Tatal
197 168.188 24 351 57 MB TEIMB 358 4 MB
192 168 180 32 71ama 205 61MB 2128 MB
162168 182.25 1371 MB 116.96M8 130 67 MB
192 168 18931 14 85 MB 43.74 MB 5658 MB g
_— W 192 163 18324 30.0%
162 168 18615 2367 MB 18 7T MB #2 44 MB g, 51 o 192 168 1803 33 5%
W 192168180 25 5%
Figure 16-4

Clicking the Detail icon next to any IP address further displays the destination addresses that the
selected source IP accessed using SSH, along with the corresponding traffic volume for each
connection. (See Figure 16-5)

SSH #* 192.168.189.24

IP Address Port IP and Port
Destination IP Upload Download Tetal
162 188 188 159 1511 M8 350 MB 185.08 MB
192 168 100.252 57 38 MB 112 M8 £8.51 MB
102 168191 178 57.02 MB 1008 43 KB 5801 MB
192 168 185 51 56,04 MB 165 MB 57,68 MB
192 168183 245 1883KB 17.52 K@ 96,35 KB T 515%
Figure 16-5

[Top 10 of IP Address Flow]: List the top 10 source or destination IP addresses with the largest
usage over the past 24 hours. Clicking on any IP address prompts the system to analyze that IP’s
traffic distribution during the selected period.

This feature functions similarly to the application-based query, but the analysis is based on source or
destination IP addresses instead. For example, for source IP address 192.168.188.126, the system
will display which applications were used in the past 24 hours and how much traffic each application
generated.
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16-3. Sessions

The 3100-6GT-I displays all real-time sessions currently passing through the device. Sessions are
categorized by application type, and the system provides real-time statistics for the number of connections
per source IP address.

This feature is particularly useful for identifying users with abnormal connection behavior in real time. (See
Figure 16-6)

e  [Pie Chart]: Displays the distribution ratio of real-time sessions, categorized by application and
number of connections.

& Ple Charts Of Sessions

Skype W 192 1R BRI

I
g B HITP Y T
£ W Linknem W19 16d 188126
25 W Googli W 192168 180 32
_‘_.., w551 no cetidoats W 152 168 186 246
: S5 W 19206819070
'E 3 W DHS IR EFR L]
E W Yahoo B 152 168 18332
E L1 B Facabook m Kai
% . 55H LIPSl ]
[} W Oihar B Ciner

B8 Top 10 Of Sessions B8 Top 10 Of Sessions

No. Applications Sesslons * No. IF Adress Sessions v
1 Skype 745 1 1692 168 186 50 330
4 HTTP 442 P L ERR a6
Figure 16-6
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16-4. Defense
To view the statistics of Defense, the following actions need to be confirmed in advance:
1. [Other items] in [Object] > [Firewall Protection] must be checked.

2. By default, the system logs and analyzes attacks targeting the local device. When administrators use
the [Policy] interface for user access to the network, and one of the regulations applies firewall
protection settings, the Dashboard will also count these records.

After meeting above two conditions, the 3100-6GT-I will automatically perform statistical analysis. (See
Figure 16-7)

& Typo Pia Chan

[ Ares Chan

I ping of Desatty B 2% - B Unkniow Protacor 18 T
B uDP Altscs. <0 1% B Fon Soan < 0-1%

W Thag Thiagc B Lt VWigek

BH Top 10 Of Type B8 Top 10 Of IP Address
Type Times » Detall VEmmE - Thmes *  Detall
Png of Doath 200 E,-'_-'-"_'_ 1268
Figure 16-7

* [Pie Chart]: Displays the distribution ratio of attack types, categorized by the nature of the attack.

* [Top 10]: Includes two ranking categories — Source IP and Destination IP. Clicking the Detail icon
allows further drill-down into more specific information. (See Figure 16-8)

Fraggle (UDP broadcast)
Destination 1P = Tlmes - Demh
192.168.1.255 154 Q|
172.16.1.255 140
255.255.255.255 8 Q
W 192.168.1.255 51.0%
W 172.16.1.255 46.4%
W 255.255.255.255 2.6%

Figure 16-8
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16-5. OPC
To view OPC statistics, the following actions need to be confirmed in advance:
1. The “Log” function in [OPC] > [OPC Settings] must be enabled.

2. In the [Policy] interface for user access to the network, there must be one policy applied to OPC
settings.

After meeting the above two conditions, the 3100-6GT-I will automatically perform statistical analysis.
(See Figure 16-9)

|t Area Chart € TypePie Char

—t—t—f—t——
HoOo@ W M W g e W W o® @ o8 N K D
B Low B Medum B Hgh

B Top 10 Of Levsl 8 Top 10.Of IP Address. B Top 10 Of Event

Level Tires ,  Detall Event Times . Detall

Levw 2 [Fay | . s, = a
=t SGCKSE WP Progy mEound Canned] Eha

Figure 16-9

* [Pie Chart]: Displays the distribution of OPC threat signatures categorized by risk level — High,
Medium, and Low.

* [Top 10]: Includes two categories — Source IP and Destination IP. Clicking the Detail icon allows
further drill-down into more specific information. (See Figure 16-10)

Low

Source Times *  Detail

3658 1 iy

218 1 I

W 12211713658 50.0%
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Figure 16-10
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16-6. Web Control

To view Web Control statistics, the following needs to be confirmed:

1. The [Policy] interface for user access to the network must have one policy with the WEB(S) option
checked.

After meeting this condition, the 3100-6GT-I will automatically perform statistical analysis. (See Figure
16-11)

I Area Chart

p SRR T T o os i VI | Web Y gowm g HackellF o

F) 2L n a o ol o o (] W

W et Vs I Dl Blacidat bRL W Cushom Sack Uit B Mot Whisbat LURL W Lanaorn Leacis Lid L] W Mot Whiledsd LIRL Ll

Figure 16-11

* [Pie Chart]: Displays statistics based on Web (including both HTTP and HTTPS) URLs triggering
the blacklist database or malicious programs.
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16-7. Mail

To view Mail statistics, the following needs to be confirmed:

1.

2.

[Mail Security] > [Filter & Log] > [SMTP Log Settings] > [Action for Spam Mail] must have one
option enabled. If administrators prefer not to change the existing mechanism but only want to
analyze it, they can select “Data analysis only.”

In the [Policy] interface for user access to the network, there must be one policy with SMTP
logging enabled.

After meeting the above 2 conditions, the 3100-6GT-I will automatically perform statistical analysis. (See
Figure 16-12)

|l Area Char &2 Type Pie Chant

= =y
o el - e i R e e DO

W ormae 30 0% B Spamc ¥ 5% B Vs 0%
BWene 1% WAoot 220%

B EEE I EE R EE EE
W tormed B Sows B e B Fed W Boen

BB Top 10.0f Nomnal

Sender Aadiey = Sewmder Domarn, = Times =  Dwtadl

e e B2

Figure 16-12

[Area Chart]: Summarize all mail traffic entering and leaving the 3100-6GT-I over the past 24 hours,
displaying statistics for normal mail, spam, virus-infected mail, failed connections, and rejected
connections. Clicking on each hourly statistic will display the distribution of mail usage for that hour.
Further clicking on each mail item allows for detailed usage tracking. (See Figure 16-13)

2025-01-07 15:30:00 ~ 2025-01-07 16:30:00

m Spam Virus Fail Reject

SENDEr ADOMAS - = Times ~ Senaer Doman - Times »
13 20
12 8
8 F ]
2 i
u 2B %%
1 [ ] 6T i
| 17 8%

Figure 16-13

[Pie Chart]: Statistical analysis of five types of mail: normal, spam, virus-infected, failed connections,
and rejected connections.
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[Top 10]: There are 7 types of Top 10 statistical analyses. Clicking on Detail icon allows for further
drill-down into more detailed information. The example below presents the sending time, subject, size,
and other details of emails exchanged between internal and external accounts. (See Figure 16-14)

peter@ # hotmail.com @hotmail.com
4= Back'
Search
Tima Subject Size Action Score Status Handle
2016-05-13 [Session Trace] May 13 11 4633 T26 Bytes 0.0 MNormal
1146 34
2016-05-13 [Info] May 13 11:4342 192 1684 1004 Byles 00 Mormal
T1:43.43
20160513 [Sesswon Trace] May 13 113633 726 Byles 0.0 Mormal
11:36:35

Figure 16-14
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16-8. Statistics

Allows administrators to manually set query conditions. After clicking Search, the system will generate
graphical reports based on the specified criteria. (See Figure 16-15)

Statistics

Time Unit: m

Time Range: @ - 202510-22000000 - P05 (k22 60

List Num: 10 -

IP Mode: m

Type: QTS B Mal B DPC @ Web Confrol of Delense | & Custom

Figure 16-15
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16-9. Report

Generates reports based on the collected statistics and allows them to be sent to designated administrators.
Configure the [SMTP Server]| under [2-6. Notification], and then select the account(s) to receive the
reports in this section. (See Figure 16-16)

& Basic Softing

Generated Report: n 9
Send Report; -

SMTP: At

Mail Subjact; Hepar

Proview: - EeC LB 2Y Dally Ougsst
Number Of Backups: ]
Log Source: RasaDwa

Generated Cycle: D Week | O Meeth O Saason
Report Format: At
Rank Of Top: °

Rank Include Other: “

Report Language: Eviah

Figure 16-16
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